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Description

Release of Digi TX54 firmware version 22.2:

® \/PN enhancements:

¢ Renamed VPN > IPsec > Tunnels > Policies > Local
network setting to Local traffic selector and
added Remote traffic selector.

e Added a Dynamic option to the Local traffic
selector to configuration of a local network by
protocol and/or port instead of a network address
range.

e Added Protocol and Port match criteria for Local
traffic selector and Remote traffic selector.

¢ Added VPN > IPsec > Advanced > Debug level to
specify the logging verbosity of IPsec messages in
the device system logs.

Added the ability to use the on-board GNSS module as
a time source.

Enhancements to communications with Digi Remote
Manager:

e Enhanced security for communications with Digi
Remote Manager by using client-side certificates.

* The default URL for the device's Remote Manager
connection is now edpl2.devicecloud.com. This
URL is required to utilize the client-side certificate
support.

New Switch SIM SureLink action for WWAN interfaces,
which allows SureLink to be configured to switch to the
alternate SIM if the modem is connected but SureLink
test are failing.

* New Switch SIM fail count option to determine
how many SureLink failures are required prior to
switching to the alternate SIM.

New Socket ID string option to send the configured
text to the remote server(s) when a TCP socket
connection is opened to the serial port.

New system power ignition off_delay CLI command
for manually adjusting the power off delay from ignition
sensors without having to adjust the configuration
settings of the Digi device

New cat Admin CLI command for displaying file
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contents.
L June 2022 Release of Digi TX54 firmware version 22.5:

® 5G enhancements:

¢ Added 5G slice support for configuring the slice
type for the 5G modems.

= Added WAN Bonding as an add-on feature via Digi
Remote Manager for bonding multiple outbound
Internet connections together for increased maximum
throughput or data redundancy.

® Surelink enhancements:

¢ Enabled Surelink reset_modem action by default on
cellular interfaces and set fail count to three.

e Updated Surelink reset_modem action to
automatically power cycle the modem in the event
that the modem fails to reset.

®  Serial port support enhancements:

¢ Added serial PPP dial-in mode to handle AT-based
connection requests from a device connected to a
serial port and provide IPv4 networking to the
device.

® Added cellular APN and cellular connection duration as
datapoints sent to Digi Remote Manager.

®  Wi-Fi scanner enhancements:

¢ Added support for sending an HTTP or TCP stream
of results from the Wi-Fi scanner to one or more
remote servers.

®  SCEP enhancements:

¢ New SCEP client settings and underlying
functionality to support connecting to additional
SCEP servers.

¢ Added show scep Admin CLI command to show
the sync status, expiration dates, and additional
details of any configured SCEP clients.

® \/PN enhancements:

¢ Include the hostname of the device in the client
.ovpn file listed on the Status > OpenVPN > Servers
page in the web Ul.

® | ocation services enhancements:

¢ New settings to control the NMEA message content
that the devices sends when there is no valid fix
from any of the configured location sources.
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M September 2022 Release of Digi TX54 firmware version 22.8:

® Cellular modem enhancements:

¢ Added modem ota download and system
firmware ota download commands for
downloading cellular modem and device firmware.

¢ Added cellular carrier name and PLMN ID to the
Modems Status page in the Web UI.

e Enhanced access technology options to set the
modem to 5G-only, including setting to 5G SA-only,
NSA-only, or both NSA/SA-modes.

® VPN enhancements:

¢ Added Dynamic Multipoint VPN (DMVPN) support.

¢ Added a Strict routing setting to IPsec tunnels that
routes packets through the tunnel if both the
source IP and destination IP match the IPsec
tunnel’s policies. This makes IPsec behave like a
policy-based VPN, rather than a route-based VPN.

¢ Added the Microsoft version of the Challenge-
Handshake Authentication Protocol (MS-CHAPv2) as
an option for L2TP network servers authentication
methods.

= Container support:

e Container support now a premium feature, enabled
through Digi Remote Manager.

¢ Added new metrics for sending container status,
name, CPU load, and disk usage as datapoints to
DigiRM.
= Added support for running a PPPoE server when an
interface is in IP passthrough mode.
= Added ability to specify DFS channels for Wi-Fi client
background scanning when DFS client support is
enabled.

® Added a show eth Admin CLI command to show the
link status of each Ethernet port.

® Added a poweroff CLI command to perform a graceful
shutdown of the device without automatically
rebooting.

N December 2022 Release of Digi TX54 firmware version 22.11:

= Updated the Linux kernel to version 5.19.

® The intelliFlow feature now integrates with Digi Remote
Manager to provide aggregated insights and analytics
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for all Digi devices in your environment.

®  Added support for Information Technology for Public
Transport (ITxPT), a standardized protocol for sharing
local services and device discovery.

® Added an MQTT broker service, including support for:

e Multiple MQTT clients with unique topics and
authentication credentials.

¢ Pre-shared key encryption with multiple
configurable keys.

e Pattern filtering for topic access control.
= Added support for Next-hop routing protocol (NHRP).
= Added support for mGRE tunnels.
®  Added support for ICMP redirect messages.

® Added a polling interval to control how often the
cellular modem is polled for signal strength and other
status.

= New commands: tail and grep.

= Add Timeout option to modem Carrier Scan window in
the Web UI.

® Added advanced watchdog to:

e Monitor critical services and reboot the device if
those services fail.

e Monitor memory usage and log errors or reboot the
device based on current memory usage.

= Added the ability to have serial port data written to the
system log.

¢ Removed options in the local web Ul and Admin CLI
for manually starting, stopping, and clearing serial
logs. These actions are now controlled under the
data logging configuration settings.

0 Not used.

May 2023 Release of Digi TX54 firmware version 23.3:

= Surelink:
¢ Redesigned Surelink configuration settings.

¢ Added show surelink state Admin CLI command to
display the overall pass/fail status of enabled
Surelink tests.

= WAN bonding

¢ Added options for WAN bonding configuration to
set modes for the bonded tunnel and for each
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bonded interface.

* Added new show wan-bonding Admin CLI
command.

= New configuration settings for LXC containers:

e Start on boot to configure the container to start
when the system boots.

¢ Restart timeout to configure the container to
restart if it stops.

e Optional parameters to include optional
parameters for the container.

* Mounted directories to setup shared directories
between the host filesystem and the container.

® Added a AT&T LWM2M support setting to enable or
disable AT&T lightweight M2M on cellular modems.

" VPN:

e DMVPN phase 1 spoke support with NHRP or mGRE,
including compatibility with Cisco DMVPN hubs.

¢ Added support for SHA2 ciphers for IKEv2 IPsec
tunnels.

® Disabled mDNS by default for improved cellular
performance.

= |TxPT: Added IPv6 support for MQTT broker, location
servers, and mDNS service.

® |f the device has a configured System > Name, it is now
displayed on the Dashboard.

Trademarks and copyright

Digi, Digi International, and the Digi logo are trademarks or registered trademarks in the United States
and other countries worldwide. All other trademarks mentioned in this document are the property of
their respective owners.

© 2023 Digi International Inc. All rights reserved.

Disclaimers

Information in this document is subject to change without notice and does not represent a
commitment on the part of Digi International. Digi provides this document “as is,” without warranty of
any kind, expressed or implied, including, but not limited to, the implied warranties of fitness or
merchantability for a particular purpose. Digi may make improvements and/or changes in this manual
or in the product(s) and/or the program(s) described in this manual at any time.

Warranty

To view product warranty information, go to the following website:
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Customer support

Gather support information: Before contacting Digi technical support for help, gather the following
information:

Product name and model

Product serial number (s)

Firmware version

Operating system/browser (if applicable)
Logs (from time of reported issue)

Trace (if possible)

Description of issue

Steps to reproduce

Contact Digi technical support: Digi offers multiple technical support plans and service packages.
Contact us at +1 952.912.3444 or visit us at www.digi.com/support.

Feedback

To provide feedback on this document, email your comments to
techcomm@digi.com

Include the document title and part number (TX54 User Guide, 90002357 P) in the subject line of your
email.
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What's new in Digi TX54 version 23.3

Release of Digi TX54 firmware version 23.3:

= Surelink:
* Redesigned Surelink configuration settings.

¢ Added show surelink state Admin CLI command to display the overall pass/fail status of
enabled Surelink tests.

= WAN bonding

* Added options for WAN bonding configuration to set modes for the bonded tunnel and for
each bonded interface.

e Added new show wan-bonding Admin CLI command.
= New configuration settings for LXC containers:
 Start on boot to configure the container to start when the system boots.
* Restart timeout to configure the container to restart if it stops.
» Optional parameters to include optional parameters for the container.

e Mounted directories to setup shared directories between the host filesystem and the
container.

® Added a AT&T LWM2M support setting to enable or disable AT&T lightweight M2M on cellular
modemes.

= VPN:

* DMVPN phase 1 spoke support with NHRP or mGRE, including compatibility with Cisco
DMVPN hubs.

* Added support for SHA2 ciphers for IKEv2 IPsec tunnels.
= Disabled mDNS by default for improved cellular performance.
= |TxPT: Added IPv6 support for MQTT broker, location servers, and mDNS service.
® |f the device has a configured System > Name, it is now displayed on the Dashboard.
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Digi TX54 Quick Start

The TX54 is available in both 5G and 4G LTE models, and in both dual cellular and dual Wi-Fi models.

Part number Cellular Wi-Fi

TX54-A152 Single 5G cellular modem Dual Wi-Fi radios
TX54-A156 Single 5G cellular modem Single Wi-Fi radio
TX54-A256 Dual 5G cellular modems Single Wi-Fi radio
TX54-A112 Single LTE cellular modem Dual Wi-Fi radios
TX54-A106 Single LTE cellular modem Single Wi-Fi radio
TX54-A206 Dual LTE cellular modems Single Wi-Fi radio

Step 1: Connect your device

1. Insert your activated SIM (2FF) card(s) provided by your cellular carrier into the device:
a. Use a Philips driver to remove the SIM slot cover.

b. Insert the SIM card(s) into the SIM sockets. Insert the end of each SIM card with the
chamfered corner positioned as indicated. Push the SIM in until it clicks into place.

= Single cellular models:
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Digi TX54 Quick Start Step 1: Connect your device

Dual cellular models:

c. After SIM cards are installed, use a Philips driver to secure the SIM slot cover. Torque
screws to 8.5 - 9 kgf.cm (0.833 - 0.882 Nm).

2. Attach cellular antennas.

Securely finger tighten each antenna to the threaded barrel using the nut at the base of the
antenna.

EEX)

The number of antenna connectors vary depending on the model.

3. Using an Ethernet cable, connect the TX54's WAN/ETH1 port to the internet, such as a home
internet router or LAN Ethernet port in an office environment.
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Digi TX54 Quick Start Step 2: Connect DC power

Step 2: Connect DC power

Step 3: Set up access to Digi Remote Manager

= |f you already have a Digi Remote Manager account, skip to Register your device.
= |f you prefer to configure the device locally rather than using Remote Manager, see Firmware
configuration in the TX54 User Guide.

To set up access to Remote Manager:

1. Go to shop.digi.com to create a new Remote Manager account.
You will receive an email from Remote Manager after your registration is complete.

2. Click the link in the email to go to Remote Manager and click Forgot Password to set up your
login and password.

3. Loginto Remote Manager.
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Digi TX54 Quick Start Step 4: Register your device

Step 4: Register your device

Register the device as instructed by the getting started wizard.

Step 5: Complete setup

1. The device should connect within a couple of minutes.

Connection Status

Connected

2. If newer firmware is available, Remote Manager will prompt you to update the device. Click
Update to update the firmware. Remote Manager will perform the update in the background
and let you know when the device is up to date.

Updating the firmware on your device

3. Click Done when the firmware update is complete.

Step 6: Configure cellular APN
If you installed a SIM in step 3, the device will attempt to setup the APN automatically. However, if
your SIM was setup with a custom APN, you will need to configure it manually:

Navigate to the Settings tab in the Remote Manager Device Details view.

Expand the Config menu item and click on the Network settings menu.

Expand Interfaces > WWAN1 > APN list > APN list 1.

For APN, enter the custom APN provided by your cellular provider.

Click Apply.

Navigate back to the Details tab and watch for confirmation of cellular connectivity.

O kA w N
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Digi TX54 hardware reference

Digi TX54 features and specifications
The TX54 is available in both 5G and 4G LTE models, and in both dual cellular and dual Wi-Fi models.

Part number Cellular Wi-Fi

TX54-A152 Single 5G cellular modem Dual Wi-Fi radios
TX54-A156 Single 5G cellular modem Single Wi-Fi radio
TX54-A256 Dual 5G cellular modems Single Wi-Fi radio
TX54-A112 Single LTE cellular modem Dual Wi-Fi radios
TX54-A106 Single LTE cellular modem Single Wi-Fi radio
TX54-A206 Dual LTE cellular modems Single Wi-Fi radio

The Digi TX54 key features include:

® 5G or LTE-CAT 11 cellular with dual SIM for carrier failover/flexibility.
= 802.11ac Wi-Fi with support for hotspots and content filtering.
® 4 gigabit Ethernet ports for high-speed connectivity.

For a detailed list of TX54 hardware specifications, see TX54 specifications.

TX54 accessories

Digi offers the following TX54 accessories and accessory kits:

Accessory kits for TX54 5G models

76002143 TX54 5G Accessory Kit - Single Cellular
76002144 TX54 5G Accessory Kit - Dual Cellular
76002145 TX54 5G Accessory Kit - Dual Wi-Fi
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Digi TX54 hardware reference TX54 front view

Accessory kits for TX54 LTE models

Digi part number Description

76002084 WR54/TX54 Accessory Kit - Single Cellular
76002085 WR54/TX54 Accessory Kit - Dual Cellular
76002086 WR54/TX54 Accessory Kit - Dual Wi-Fi

Power supply

Digi part number Description

76002121 WR54/TX54 Power Supply, Extended Temp Range

DIN rail bracket

76002091 TX54 DIN Rail Bracket

TX54 front view

The following figure shows the front view of the TX54 dual cellular model. Other models will look
slightly different.

Item Decription

SIM gasket See Install SIM cards

LEDs See TX54 LEDs

Power button  See Power sensor and button behavior

TX54 LEDs

The TX54 LEDs are located on the top front panel. The number of LEDs varies by model. During
bootup, the front-panel LEDs light up in sequence to indicate boot progress.
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Digi TX54 hardware reference TX54 LEDs

Single cellular models

WWAN WWAN Wi-Fi GNsSSs Power
Signal Service Service Service

Dual cellular models

WWAN1 WWAN1 WWAN2 WWAN2 Wi-Fi GNSSs Power
Signal Service Signal Service Service Service

Dual Wi-Fi models

WWAN WWAN Wi-Fi1 Wi-Fi2
Signal Service Service  Service

Power

= Off: No power.
= Blinking Blue: Unit is powering on.
= Blue: Unit has power.

GNSS Service

® Solid Green: GNSS is enabled and has a valid fix.
= Blinking Green: GNSS is enabled but does not have a valid fix.
® Off: GNSS is not enabled.

Wi-Fi Service (single Wi-Fi models)

= Solid Green: Wi-Fi access points or Wi-Fi clients are enabled.

= Off: No Wi-Fi access points or Wi-Fi clients are enabled.

Wi-Fil Service (dual Wi-Fi models)

= Solid Green: Wi-Fi access points or Wi-Fi clients using Wi-Fil radio are enabled.

® Off: No Wi-Fi access points or Wi-Fi clients using Wi-Fil radio are enabled.

Wi-Fi2 Service (dual Wi-Fi models)

® Solid Green: Wi-Fi access points or Wi-Fi clients using Wi-Fi2 radio are enabled.

= Off: No Wi-Fi access points or Wi-Fi clients using Wi-Fi2 radio are enabled.
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Digi TX54 hardware reference Power sensor and button behavior

WWAN Signal

Indicates strength of cellular signal.

®  Off: No service.
= Yellow: Poor / Fair signal.
®  Green: Good / Excellent signal.

WWAN Service

Indicates the presence and level of cellular service running on the device.

= Off: No service.
= Blinking Green: 2G/3G/4G connection is coming up.
= Solid Yellow: 2G or 3G connection is up.

= Solid Green: 4G connection is up.

Ethernet 1-4 Link and Activity (on rear panel)

The LEDs on the WAN/ETH1, ETH2, ETH3, and ETH4 ports indicate that the Ethernet network
interface is up and there is activity on the network interface.

WAN/ETH1 ETH2 ETH3

Left LED (on top of port connector)

®  Off: No Ethernet link detected.
= Blinking amber: Indicates Ethernet traffic.

Right LED (on top of port connector)

= Off: No Ethernet link detected.
= Solid green: 10/100 Mbps link detected.
= Solid amber: 1000 Mbps link detected.

Power sensor and button behavior

The TX54 has an ignition sensor that can automatically power on the device when the ignition line is
on.

You can also power on the TX54 using the Power button. If the TX54 does not automatically restart
when the power ignition sense is on, press the Power button to restore power.

TX54 back view

The following figure shows the back view of the TX54 dual cellular model. Other models will look
slightly different.

TX54 User Guide 29



Digi TX54 hardware reference Digi TX54 serial connector pinout

The number of antenna connectors vary depending on the model.

= Antenna connectors
= WAN/ETH1

® ETH2/ETH3/ETH4
= USB3.0

= Serial

= Power

Digi TX54 serial connector pinout

The TX54 is a DTE device. The pinout for the DB9 serial connector is as follows:

Direction
Signal name DB9 pin number
Transmit Data TxD Out In 3
Receive Data RxD In Out 2
Ready To Send RTS Out In 7
Clear to Send CTS In Out 8
Data Set Ready DSR In Out 6
Ground GND N/A N/A 5
Data Carrier Detect DCD In Out 1
Data Terminal Ready DTR Out In 4
Ring Indicate RI In Out 9

QR code definition

A QR code is printed on the label attached to the device and on the loose label included in the box
with the device components. The QR code contains information about the device.
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Digi TX54 hardware reference QR code definition

OIGI7” xxxx

i imermational inc. PNz BOO0CX0000K
i Rev: XX

Password: 1234567890

SN: 00000000

IMEI: 00000000000000

MAC: 000000000000

REIVER RO

QR code items
Semicolon separated list of:

ProductName;DevicelD;Password;SerialNumber;SKUPartNumber-SKUPartRevision

Example
TX54;00000000-00000000-112233FF-FF445566;PW1234567890;50001001-00
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Hardware setup

This chapter contains the following topics:

CoNNECt ANtENNAS ..
Mount the TX54 to @ MoOUNtiNg SUIMACe ... ...
CONNECE POWRT
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Hardware setup Install SIM cards

Install SIM cards

To install SIM cards:

1. On the TX54 front panel, use a Philips screwdriver to remove the SIM slot cover.
2. For high-vibration environments, apply a thin layer of dielectric grease to the SIM contacts.

If the TX54 device is used in an environment with high vibration levels, SIM card contact
fretting may cause unexpected SIM card failures. To protect the SIM cards, Digi strongly
recommends that you apply a thin layer of dielectric grease to the SIM contacts prior to
installing the SIM cards. See Apply Dielectric Grease over SIM Contacts for instructions.

3. Insert the SIM card(s) into the SIM sockets in the positions shown on the SIM gasket:

® Single cellular models:

4. After all SIM cards are in place, replace the SIM slot cover.

Apply Dielectric Grease over SIM Contacts

Digi recommends using either ...the Loctite® LB 8423 Dielectric Grease or Synco Lube® Silicone
Dielectric Grease.

Use a sheet of paper or cardboard over the area where you intend to work.

2. Use isopropyl alcohol and a cotton-tipped applicator to gently clean the SIM contacts. Using
isopropyl alcohol requires a well vented environment. Demineralized water can also be used as
an alternative.

SIM
Contacts
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Hardware setup

Connect data cables

3. Once the surface is clean and dry, apply a small amount of dielectric grease in a thin layer over
the contacts. Use a new cotton-tipped applicator to work the grease smoothy over the

contacts. Apply gentle pressure.

4. When the dielectric grease has been applied, insert the SIM into the SIM slot as described

above.

Tips for improving cellular signal strength

If the signal strength LEDs or the signal quality for your device indicate Poor or No service, try the

following things to improve signal strength:

= Move the device to another location.
®  Try connecting a different set of antennas, if available.
® Purchase a Digi Antenna Extender Kit: Antenna Extender Kit, 1m.

Connect data cables
The TX54 provides two types of data ports:

®m Ethernet (RJ-45): Use a Cat 5e or Cat 6 Ethernet cable.
® Serial (9-pin RS-232): Use a serial cable with a 9-pin RS-232 connector.

Connect antennas

BT oNss Fil2  WWANIL WWANI2  WWANL3  WWANL4  WWANZ1  WWAN22

The number of antenna connectors vary depending on the model.

Connect antennas to the appropriate antenna connector:

= Wi-Fil, Wi-Fi2 (dual Wi-Fi models only).
= WWAN1, WWAN2 (dual cellular models only).

Mount the TX54 to a mounting surface

Mount the TX54 device to a mounting surface by using the two mounting brackets. The mounting

brackets are preinstalled when the device is delivered.

Tighten self-tapping screws to the mounting surface through the mounting holes of mounting

brackets.

The mounting screw specifications are: Roundhead M4 size screws or comparable non-metric (6-

32 size). Type and length is dependent on the mounting surface type.
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Hardware setup Connect power

Attach to mounting
surface

Round-head M4 size screws. C;
Type and length is dependent
on the mounting surface type.

Connect power

Connect the TX54 power cable to a power source.

Vehicle installation

The TX54 shall be powered from a 5 A fused circuit or shall be installed with an in-line Slow Blow fuse
rated at 5 A.

Maximum ambient operating temperature is limited to 74°C.

Always follow the vehicle manufacturer recommendations for electrical accessories connections.
All components used in the electrical connection to the vehicle should be UL listed. See also Mount
and ground chassis.

Alternate installations

The TX54 shall be powered by a Certified ITE LPS power supply or a Direct Plugin Class 2 output
transformer rated at either 12 VDC/2.5 A or 24 VDC/1.25 A minimum. Supplies shall be suitable for the
ambient for which they are installed.

Maximum ambient operating temperature is limited to the lower of the maximum ambient operating
temperature of the power supply or 74° C.

Digi recommends the power supplies in the following accessory kits:

® |nstallations up to +40° C: Digi part number 24000140
® |nstallations up to +70° C: Digi part number 76002079 or 76002081

® |nstallations up to +74° C: TRACO Power TPP-30-112J, TPP-30-115J, TPP-30-124J, and TEX120-
112

Mount and ground chassis

If you intend to install the TX54 in a vehicle, follow these directions for mounting and grounding the
device.
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Hardware setup Connect power

Always follow the vehicle manufacturer recommendations for electrical accessories connections.

Mount the device following these general guidelines:

Device position allows easy access to all ports located on the back of the device.
Device position allows you to easily view the LEDs located on the front of the device.

Device location is away from direct exposure to the elements, such as sun, rain, dust, and
similar conditions.

Device and cables should not be near high amperage or exposed to extreme temperatures.
Device and cables should be installed in an area with adequate airflow.

The TX54 has two mounting brackets located on the left and right sides of the device.

For DC installations (with a fixed system ground reference), ground the TX54 chassis to the system
ground reference.

For proper grounding reference:

Attach the device to a grounded metal surface.

Connect one end of a short AWG or larger gauge wire to the upper-right grounding hole and
connect the other end to the vehicle chassis.

Special considerations

Separate Ethernet and power cables from other wiring in the vehicle and route the cables
away from sharp edges.

Use cable strain relief for installations in high-vibration environments.

TX54 electrical rating

The TX54 device requires connection to a conditioned power system that meets these requirements:

Tolerance within maximum operating voltage range 5.5 VDC to 36 VDC.

TX54 power connector on the front of the device requires wiring terminals with the following
specifications:

Wire size: 30-12 AWG

Wire type: copper wire only

Terminal blocks torque: 5-7 pounds per inch

For supply connections, use wires suitable for at least 85° C.
Power installation must be performed by a qualified electrician, following the National

Electrical Code, ANSI/NFPA 70 and Canadian Electrical Code, Part I, CSA C22.1.

There must be a disconnect device in front of TX54 devices to protect maintenance workers.
Use a 20 A circuit-breaker as the disconnect device.

Before doing any maintenance, the maintenance worker must use caution and close the
general power supply.
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Hardware setup Connect power

TX54 power connector

The TX54 has a power connector located on the back of the device:

Pin Connection

1 Ignition sense
2 Positive

3 Negative

See Connect power for information on connecting power to the device.

Battery power management

When the TX54 device is used in a vehicle, Digi recommends that you use the ignition sense line. This
allows the device to properly shutdown when the vehicle is turned off. By default, the TX54 device
automatically powers on when it detects power on the ignition sensor, and powers off when it detects
that there is no power on the ignition sensor, and there is no delay for either power on or power off
based on the power ignition sensor.

You can configure delays for powering on or off the system based on the state of the ignition sensor.
See Configure power delays for power ignition sensor for details.
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Firmware configuration

This chapter contains the following topics:

Review TX54 default settings

Change the default password for the admin user
Change the default SSIDs and pre-shared keys for the preconfigured Wi-Fi access points

Configuration methods
Using Digi Remote Manager .
Using the local web interface

Use the local REST API to configure the TX54 device

Using the command line
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Firmware configuration Review TX54 default settings

Review TX54 default settings

You can review the default settings for your TX54 device by using the local WebUl or Digi Remote
Manager:

Local WebUI

1. Loginto the TX54 WebUI as a user with Admin access. See Using the local web interface for
details.

2. On the menu, click System > Device Configuration.

Digi Remote Manager

If you have not already done so, connect to your Digi Remote Manager account.

From the menu, click Devices to display a list of your devices.

Locate your device as described in Use Digi Remote Manager to view and manage your device.
Click the Device ID.

Click Settings.

Click to expand Config.

O kA w N

The following tables list important factory default settings for the TX54.

Default interface configuration

Interface type Preconfigured interfaces m Default configuration

Wide Area = WAN1 ® Ethernet: Firewall zone:
Network (WAN) ETH1 External
= WAN priority:
Metric=1
= |P Address: DHCP
client
® Digi SureLink™
enabled for IPv4
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Firmware configuration Review TX54 default settings

Interface type | Preconfigured interfaces m Default configuration

Wireless Wide-  ® Single-cellular models: WWAN or = ® Single- Firewall zone:
Area Networks WWAN1 cellular External
(WWANS) ® Dual-cellular models: WWAN1 models: ® WAN priority:
WWAN Metric=3
cellular ® S|M failover after 5
modem or attempts
WWAN1 ® SurelLink enabled for
cellular IPv4
modem
® Dual-
cellular
models:
WWAN1
cellular
modem
® Dual cellular models only: ® Dual ® Firewall zone:
WWAN2 cellular External
models = WAN priority:
only: Metric=3
WWAN2 ® S|M failover after 5
cellular attempts
modem ® SurelLink enabled for
IPv4
Local Area = LAN1 = Bridge: ® Firewall zone:
Networks LAN1 Internal
(LANSs) ® |P address:

192.168.2.1/24
® DHCP server

enabled
® | AN priority:
Metric=5
= LAN hotspot = Bridge: ® DHCP server:
hotspot_ disabled
bridge
® Loopback ® Ethernet: ® Firewall zone:
Loopback Loopback
® |P address:
127.0.0.1/8
= Default IP = Bridge: ® Firewall zone: Setup
LAN1 ® [P address

192.168.210.1/24
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Firmware configuration

Interface type | Preconfigured interfaces m Default configuration

Review TX54 default settings

® Default Link-local IP = Bridge: ® Firewall zone: Setup
LAN1 ® |P address
169.254.100.100/16
Wi-Fi ®  Wi-Fi access point: Single-Wi-Fi | ® Enabled

¢ Single-Wi-Fi models: Digi AP models: Wi- | ® SSID: Digi-TX54-
(Wi-Fi) Fi radio serial_number

¢ Dual-Wi-Fi models: Digi AP Dual-Wi-Fi B Encryption: WPA2
(Wi-Fi) models: Wi- Personal (PSK)

Fil radio

Pre-shared key: The
unique password
printed on the
bottom label of the
device.

®  Wi-Fi access point: Dual-Wi-Fi Enabled
e Dual-Wi-Fi models only: Digi models ®  SSID: Digi-TX54-
AP (Wi-Fi2) only: Wi-Fi2 serial_number
radio ®  Encryption: WPA2
Personal (PSK)

B Pre-shared key: The
unique password
printed on the
bottom label of the
device.

B Hotspot access point: Single-Wi-Fi Disabled
* Single-Wi-Fi models: Digi models: Wi- = ® SSID: Digi Hotspot
Hotspot AP (Wi-Fil) Fi radio Encryption: Open
e Dual-Wi-Fi models: Digi Dual-Wi-Fi (Unencrypted)
Hotspot AP (Wi-Fi) models: Wi-
Fil radio
B Hotspot access point: Dual-Wi-Fi Disabled
e Dual-Wi-Fi models only: Digi models ®  SSID: Digi Hotspot
Hotspot AP (Wi-Fi2) only: Wi-Fi2 ™ Encryption: Open
radio (Unencrypted)
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Firmware configuration Review TX54 default settings

Interface type | Preconfigured interfaces m Default configuration

Bridges ® Bridge: LAN1 Ethernet: ® Enabled
ETH2 ® Used by the LAN1
® Ethernet: interface
ETH3
B Ethernet:
ETH4
= Single-Wi-Fi
models: Wi-
Fi access
point: Digi
AP (Wi-Fi)
® Dual-Wi-Fi
models: Wi-
Fi access
point: Digi
AP (Wi-Fi)
® Dual-Wi-Fi
models: Wi-
Fi access
point: Digi
AP (Wi-Fi2)

= hotspot_bridge ® Single-Wi-Fi = ® Disabled

models: Wi- = ® Used by the hotspot
Fi access interface
point: Digi
Hotspot AP
(Wi-Fi)

® Dual-Wi-Fi
models: Wi-
Fi access
point: Digi
Hotspot AP
(Wi-Fi1)

®  Dual-Wi-Fi
models: Wi-
Fi access
point: Digi
Hotspot AP
(Wi-Fi2)
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Firmware configuration Change the default password for the admin user

Interface type | Preconfigured interfaces m Default configuration

Hotspot = hotspot = Bridge: ® Disabled
hotspot_ B Authentication
bridge mode: Click-through
® |P address:
10.1.0.1/24

® DHCP server:
Automatically
enabled (on all
hotspots)

® DHCP server lease
range: 100-250

Other default configuration settings

Feature Configuration

Central ® Digi Remote Manager enabled as the central management service.
management

Security policies

Packet filtering allows all outbound traffic.
SSH and web administration:

e Enabled for local administration
¢ Firewall zone: Internal
Monitoring B Device heath metrics uploaded to Digi Remote Manager at 60 minute

interval.
SNMP: Disabled

Enabled

Serial mode: Login
Label: None

Baud rate: 115000
Data bits: 8

Parity: None

Stop bits: 1

Flow control: None

Serial port

Change the default password for the admin user

The unique, factory-assigned password for the default admin user account is printed on the bottom
label of the device and on the loose label included in the package.

If you erase the device configuration or reset the device to factory defaults, the password for the
admin user will revert to the original, factory-assigned default password.

To change the default password for the admin user:
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Firmware configuration Change the default password for the admin user

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.
2. Access the device configuration:

Remote Manager:
a. Locate your device as described in Use Digi Remote Manager to view and manage your

device.
b. Click the Device ID.
. Click Settings.
d. Click to expand Config.

Local Web Ul:
a. On the menu, click System. Under Configuration, click Device Configuration.

@outbors B B 0.

The Configuration window is displayed.

D I GI @ Dashboard B8 Status £ system © admin
DigiTxs

Click Authentication > Users > admin.
Enter a new password for the admin user. The password must be at least eight characters long
and must contain at least one uppercase letter, one lowercase letter, one number, and one

special character.

5. Click Apply to save the configuration and apply the change.
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Firmware
configuration

1.

Change the default SSIDs and pre-shared keys for the preconfigured Wi-Fi access
points

Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

At the command line, type config to enter configuration mode:

> config
(config)>

Set a new password for the admin user. The password must be at least eight characters long
and must contain at least one uppercase letter, one lowercase letter, one number, and one
special character.

(config)> auth user admin password new-password
(config)>

Save the configuration and apply the change:

(config)> save
Configuration saved.
>

Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Change the default SSIDs and pre-shared keys for the

preconfigured Wi-Fi access points
By default, the SSIDs and pre-shared keys for the preconfigured Wi-Fi access points are:

Enabled

SSID: Digi-TX54-serial_number

Encryption: WAP2 Personal (PSK)

Pre-shared key: The unique password printed on the bottom label of the device.

Log into Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.
Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. Click the Device ID.
Click Settings.
d. Click to expand Config.
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Firmware

Change the default SSIDs and pre-shared keys for the preconfigured Wi-Fi access
configuration

points

Local Web Ul:

a. On the menu, click System. Under Configuration, click Device Configuration.

The Configuration window is displayed.

oIGI”
ogmoe

@ Dashboard B8 Status £ System © admin

excmoa || avpiy

3. Click Network > Wi-Fi > Digi AP (Wi-Fi) (single-Wi-Fi models) or Digi AP (Wi-Fi) (dual-Wi-Fi
models).

Enabl © -
WirFi - \;’
D)
©

4. Enter a new SSID and Pre-shared key.

5. (Dual-Wi-Fi models only): Repeat the above steps for the Digi AP (Wi-Fi2) access point.

6. Click Apply to save the configuration and apply the change.

Command line

1. Select the device in Remote Manager and click Actions > Open Console, or log into the TX54

local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.
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Firmware configuration Configuration methods

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Set anew SSID for the digi_ap1 access point:

(config)> network wifi ap digi_apl ssid new_ssid
(config)>

4. Set a new pre-shared key:

(config)> network wifi ap digi_apl encryption key_psk2 new_key
(config)>

5. (Dual-Wi-Fi models only) Set a new SSID and pre-shared key for the digi_ap2 access point:

(config)> network wifi ap digi_ap2 ssid new_ssid
(config)> network wifi ap digi_ap2 encryption key_psk2 new_key
(config)>

6. Save the configuration and apply the change:

(config)> save
Configuration saved.
>

7. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Configuration methods

There are two primary methods for configuring your TX54 device:

= Web interface.
The web interface can be accessed in two ways:

* Central management using the Digi Remote Manager, a cloud-based device management
and data enablement platform that allows you to connect any device to any application,
anywhere. With the Remote Manager, you can configure your TX54 device and use the
configuration as a basis for a Remote Manager configuration which can be applied to other
similar devices. See Central management for more information about using the Remote
Manager to manage and configure your TX54 device.

e The local web interface. See Using the local web interface for more information about
using the local web interface to manage and configure your TX54 device.

Changes made to the device's configuration by using the local web interface will not
be automatically reflected in Digi Remote Manager. You must manually refresh Remote

Manager for the changes to be displayed.

Web-based instructions in this guide are applicable to both the Remote Manager and the local
web interface.

TX54 User Guide 47



Firmware configuration Using Digi Remote Manager

® Command line.

A robust command line allows you to perform all configuration and management tasks from
within a command shell. Both the Remote Manager and the local web interface also have the
option to open a terminal emulator for executing commands on your TX54 device. See Using
the command line for more information about using the command line to manage and
configure your TX54 device.

In this guide, task topics show how to perform tasks:

Shows how to perform a task by using the local web interface.

Shows how to perform a task by using the command line interface.

Using Digi Remote Manager
By default, your TX54 device is configured to use Digi Remote Manager as its central management
server. Devices must be registered with Remote Manager, either:
®  As part of the getting started process. See the Quick Start Guide for further information.
= |f you have not registered your device already, you can add a device to Remote Manager. See

Add a device to Digi Remote Manager.

For information about configuring central management for your TX54 device, see Central
management.

Using the local web interface
To connect to the TX54 local Web Ul:

Use an Ethernet cable to connect the TX54's ETH2 port to a laptop or PC.

Open a browser and go to 192.168.2.1.

Log into the device using a configured user name and password.

The default user name is admin and the default password is the unique password printed on
the label packaged with your device.

After logging in, the local web admin dashboard is displayed.

The dashboard shows the current state of the device.
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DET LLETL
area Description

Network Summarizes network statistics: the total number of bytes sent and received over all
activity configured bridges and Ethernet devices.

Digi Remote | Displays the device connection status for Digi Remote Manager, the amount of time
Manager the connection has been up, and the Digi Remote Manager device ID.
See Using Digi Remote Manager.

Device Displays the TX54 device's status, statistics, and identifying information.

Network Displays the status of the network interfaces configured on the device.

Interfaces

Modems Provides information about the signal strength and technology of the cellular
modem(s).

Log out of the web interface
®  On the main menu, click your user name. Click Log out.

@ Dashboard B8 Status £ System O admin

o swor

Use the local REST API to configure the TX54 device

Your TX54 device includes a REST API that can be used to return information about the device's
configuration and to make modifications to the configuration. You can view the REST API specification
from your web browser by opening the URL:

https://ip-address/cgi-bin/config.cgi
For example:

https://192.168.210.1/cgi-bin/config.cgi

Use the GET method to return device configuration information

To return device configuration, issue the GET method. For example, using curl:
$ curl -k -u admin https://ip-address/cgi-bin/config.cgi/value/path -X GET
where:

®  jp-address is the IP address of the TX54 device.

® path is the path location in the configuration for the information being returned.
To determine allowed values for path from the Admin CLI:

1. Select the device in Remote Manager and click Actions > Open Console, or log into the
TX54 local command line as a user with full Admin access rights.
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Depending on your device configuration, you may be presented with an Access
selection menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. At the config prompt, type ? (question mark):

(config)> ?

auth Authentication
cloud Central management
firewall Firewall
monitoring Monitoring

network Network

serial Serial

service Services

system System

vpn VPN

(config)>

The allowed values for path are listed in the first (left) column.

4. To determine further allowed path location values by using the ? (question mark) with
the path name:

(config> service ?
Services

Additional Configuration

dns DNS

iperf IPerf

location Location

mdns Service Discovery (mDNS)
modbus_gateway Modbus Gateway
multicast Multicast

ntp NTP

ping Ping responder
snmp SNMP

ssh SSH

telnet Telnet

web_admin Web administration

(config)> service

For example, to use curl to return the ssh configuration:
$ curl -k -u admin https://192.168.210.1/cgi-bin/config.cgi/value/service/ssh -

X GET
Enter host password for user 'admin':
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{
ok": true,
"result": {

"type": "object",
"path": "service.ssh"

5 "collapsed": {

"acl.zone.@": "dinternal"

J

"acl.zone.1l": "edge"

)

"acl.zone.2": "dipsec"

J

"acl.zone.3": "setup"

)

"enable": "true"

J

llkeyll : nmn

)

"mdns.enable": "true"

5mdns.name": "

)

"mdns.type": "_ssh._tcp."

l’lportll: "22"

)
"protocol.0": "tcp"
}
}

}

$

You can also use the GET method to return the configuration parameters associated with an item:
curl -k -u admin https://192.168.210.1/cgi-bin/config.cgi/keys/service/ssh -X
Eﬁler host password for user 'admin':

{ "ok": true, "result": [ "acl", "custom", "enable", "key", "mdns", "port",
"protocol" ] }

Use the POST method to modify device configuration parameters
and list arrays

Use the POST method to modify device configuration parameters
To modify configuration parameters, use the POST method with the path and value parameters.

$ curl -k -u admin "https://ip-address/cgi-
bin/config.cgi/value?path=path&value=new_value" -X POST

where:

® path is the path to the configuration parameter, in dot notation (for example,
ssh.service.enable).

= pew_value is the new value for the parameter.
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For example, to disable the ssh service using curl:

$ curl -k -u admin "https://192.168.210.1/cgi-
bin/config.cgi/value?path=service.ssh.enable&value=false" -X POST
Enter host password for user 'admin':

{ "ok": true }

$

Use the POST method to add items to a list array
To add items to a list array, use the POST method with the path and append parameters. For
example, to add the external firewall zone to the ssh service:

$ curl -k -u admin "https://192.168.210.1/cgi-
bin/config.cgi/value?path=service.ssh.acl.zone&append=true&value=external" -X

POST

Enter host password for user 'admin':

{ "ok": true, "result": "service.ssh.acl.zone.4" }
$

Use the POST method to add objects to a list array

Objects in an array that require one or more underlying values can be set using the collapsed URI
parameter. We recommend including the -g option as well, to instruct curl to turn off globbing. The
below example would add a new static route for the WAN interface for the 1.2.4.0/24 destination
network:

$ curl -g -k -u admin "https://192.168.210.1/cgi-
bin/config.cgi/value?path=network.route.static&append=true&collapsed
[dst]=1.2.4.0/24&collapsed[interface]=/network/interface/wan" -X POST
Enter host password for user 'admin':

{ "ok": true, "result": "network.route.static.1" }

$

Use the DELETE method to remove items from a list array

To remove items from a list array, use the DELETE method. For example, using curl:
$ curl -k -u admin "https://192.168.210.1/cgi-bin/config.cgi/value?path=path

where path is the path to the list item, including the list number, in dot notation (for example,
service.ssh.acl.zone.4).

For example, to remove the external firewall zone to the ssh service:

1. Use the GET method to determine the SSH service's list number for the external zone:

$ curl -k -u admin "https://192.168.210.1/cgi-
bin/config.cgi/value?path=service/ssh/acl/zone -X GET

{
"ok": true,
"result": {
"type": uarrayn,
"path": "service.ssh.acl.zone"
5 "collapsed": {
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I|O||:

l|1||:

l|2||:

l|3||:

l|4||:

}
$

"internal"
lledge"
"ipsec"
"setup"

"external"

Use the local REST API to configure the TX54 device

2. Use the DELETE method to remove the external zone (list item 4).

TX54 User Guide

$ curl -k -u admin https://192.168.210.1/cgi-
bin/config.cgi/value?path=service.ssh.acl.zone.4 -X DELETE
Enter host password for user 'admin':

{ "ok": true }

$

53



Firmware configuration Using the command line

Using the command line

The Digi TX54 device provides a command-line interface that you can use to configure the device,
display status and statistics, update firmware, and manage device files.

See Command line interface for detailed instructions on using the command line interface and see
Command line reference for information on available commands.

Access the command line interface

You can access the TX54 command line interface using an SSH connection, a telnet connection, or a
serial connection. You can use an open-source terminal software, such as PuTTY or TeraTerm, to
access the device through one of these mechanisms.

You can also access the command line interface in the WebUl by using the Terminal, or the Digi
Remote Manager by using the Console.

To access the command line, your device must be configured to allow access, and you must log in as
a user who has been configured for the appropriate access. For further information about configuring
access to these services, see:

® Serial: Serial port

= WebUI: Configure the web administration service

B SSH: Configure SSH access

® Telnet: Configure telnet access

Log in to the command line interface

1. Connect to the TX54 device by using a serial connection, SSH or telnet, or the Terminal in the
WebUI or the Console in the Digi Remote Manager. See Access the command line interface for
more information.

®  For serial connections, the default configuration is:
e 115200 baud rate
» 8 data bits
* no parity
e 1 stop bit
* no flow control

B For SSH and telnet connections, the default IP address of the device is 192.168.2.1 on
the ETH2, ETH3, and ETH4 Ethernet ports.

2. At the login prompt, enter the username and password of a user with Admin access:

login: admin
Password: *x*xkx*x*xx*x%

The default username is admin. The default unique password for your device is printed on the
device label.

3. Depending on the device configuration, you may be presented with another menu, for
example:
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Access selection menu:

a: Admin CLI
s: Shell
q: Quit

Select access or quit [admin]

Type a or admin to access the TX54 command line.

You will now be connected to the Admin CLI:

Connecting now...

Press Tab to autocomplete commands

Press '?' for a list of commands and details

Type 'help' for details on navigating the CLI

Type 'exit' to disconnect from the Admin CLI
>

See Command line interface for detailed instructions on using the command line interface.

Exit the command line interface

1. Atthe command prompt, type exit.
> exit

2. Depending on the device configuration, you may be presented with another menu, for
example:

Access selection menu:
a: Admin CLI
s: Shell
q: Quit
Select access or quit [admin]

Type q or quit to exit.
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Central management

This chapter contains the following topics:

Digi Remote Manager support
Certificate-based enhanced security

Log into Digi Remote Manager

Configure multiple TX54 devices by using Digi Remote Manager configurations

View Digi Remote Manager connection status ...

Learn more

TX54 User Guide

Configure your device for Digi Remote Manager support ..............................
Use Digi Remote Manager to view and manage your device ..........................
Add a device to Digi Remote Manager ...................cooocoiiiiiii
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Digi Remote Manager support

Digi Remote Manager is a hosted remote configuration and management system that allows you to
remotely manage a large number of devices. Remote Manager includes a web-based interface that
you can use to perform device operations, such as viewing and changing device configurations and
performing firmware updates. Remote Manager servers also provide a data storage facility. The Digi
Remote Manager is the default cloud-based management system, and is enabled by default.

To use Remote Manager, you must set up a Remote Manager account. To set up a Remote Manager
account and learn more about Digi Remote Manager, go to http://www.digi.com/products/cloud/digi-
remote-manager.

To learn more about Remote Manager features and functions, see the Digi Remote Manager User
Guide.

Certificate-based enhanced security

Beginning with firmware version 22.2.9.x, the default URL for the device's Remote Manager connection
is edpl12.devicecloud.com. This URL is required to utilize the client-side certificate support. Prior to
release 22.2.9.x, the default URL was my.devicecloud.com.

= |f your Digi device is configured to use a non-default URL to connect to Remote Manager,
updating the firmware will not change your configuration. However, if you erase the device's
configuration, the Remote Manager URL will change to the default of edp12.devicecloud.com.

= |f you perform a factory reset by pressing the RESET twice, the client-side certificate will be
erased and you must use the Remote Manager interface to reset the certificate. Select the
device in Remote Manager and select Actions > Reset Device Certificate.

= The certificate that is provided to the client by Remote Manager is signed by a specific
certificate authority, and the device is expecting that same certificate authority. If your IT
infrastructure uses its own certificate-based authentication, this might cause the device to
interpret the certificate provided by Remote Manager as being from an incorrect certificate
authority. If this is the case, you need to include an exception to allow edpl2.devicecloud.com
to authenticate using its own certificate.

The new URL of edp12.devicecloud.com is for device communication only. Use

https://remotemanager.digi.com for user interaction with remote manager.

Firewall issues

To utilize the certificate-based security, you may need to open a port through your firewall for egress
connectivity to edpl2.devicecloud.com. TCP port 3199 is used for communication with Remote
Manager.

Configure your device for Digi Remote Manager support

By default, your TX54 device is configured to use Digi Remote Manager for central management.

Additional configuration options

These additional configuration settings are not typically configured, but you can set them as needed:

® Disable the Digi Remote Manager connection if it is not required. You can also configure an
alternate cloud-based central management application.
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®  Change the reconnection timer.

= The non-cellular keepalive timeout.

® The cellular keepalive timeout.

® The keepalive count before the Remote Manager connection is dropped.
B SMS support.

B HTTP proxy server support.

To configure your device's Digi Remote Manager support:

1. Log into Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.
2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. Click the Device ID.
Click Settings.
d. Click to expand Config.

Local Web Ul:
a. On the menu, click System. Under Configuration, click Device Configuration.

@ S O ©sinin

The Configuration window is displayed.

oIGI @Owtboud  EEsaws - Rpsysem @ admin
DigiTX5e
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3.

10.

11.

Click Central management.
The Central management configuration window is displayed.

Digi Remote Manager support is enabled by default. To disable, toggle off Enable central
management.

For Service, select Digi Remote Manager.
(Optional) For Management server, type the URL for the central management server.
The default varies depending on firmware versions:

B Firmware version 22.2.9.x and newer, the default is the edp12.devicecloud.com. This
server is for device-connectivity only, and uses enhanced security through certificate-
based communication. See Digi Remote Manager support for further infomation.

®  Firmware prior to version 22.2.9.x, the default is the Digi Remote Manager server,
https://remotemanager.digi.com.

(Optional) For Management port, type the destination port for the remote cloud services
connection. The default is 3199.

Firmware server should normally be left at the default location.

(Optional) For Speedtest server, type the name or IP address of the server to use to test the
speed of the device's internet connection(s).

(Optional) For Retry interval, type the amount of time that the TX54 device should wait before
reattempting to connect to remote cloud services after being disconnected. The default is 30
seconds.

Allowed values are any number of hours, minutes, or seconds, and take the format number
{h|m|s}.
For example, to set Retry interval to ten minutes, enter 10m or 600s.

(Optional) For Keep-alive interval, type the amount of time that the TX54 device should wait
between sending keep-alive messages to remote cloud services when using a non-cellular
interface. The default is 60 seconds.

Allowed values are any number of hours, minutes, or seconds, and take the format number
{h|m|s}.
For example, to set Keep-alive interval to ten minutes, enter 10m or 600s.

(Optional) For Cellular keep-alive interval, type the amount of time that the TX54 device
should wait between sending keep-alive messages to remote cloud services when using a
cellular interface. The default is 290 seconds.
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12.

13.

14.

15.

16.

17.

Allowed values are any number of hours, minutes, or seconds, and take the format number
{h|m|s}.
For example, to set Cellular keep-alive interval to ten minutes, enter 10m or 600s.

(Optional) For Allowed keep-alive misses, type the number of allowed keep-alive misses. The
default is 3.

Enable watchdog is used to monitor the connection to remote cloud services. If the
connection is down, you can configure the device to restart the connection, or to reboot. The
watchdog is enabled by default.

If Enable watchdog is enabled:

a. (Optional) For Restart Timeout, type the amount of time to wait before restarting the
connection to the remote cloud services, once the connection is down.

Allowed values are any number of hours, minutes, or seconds, and take the format
number{h|m|s}.

For example, to set Restart Timeout to ten minutes, enter 10m or 600s.

The minimum value is 30 minutes and the maximum is 48 hours. If not set, this option is
disabled. The default is 30 minutes.

b. (Optional) For Reboot Timeout, type the amount of time to wait before rebooting the
device, once the connection to the remote cloud servicesis down. By default, this option is
not set, which means that the option is disabled.

Allowed values are any number of hours, minutes, or seconds, and take the format
number{h|m|s}.

For example, to set Reboot Timeout to ten minutes, enter 10m or 600s.

The minimum value is 30 minutes and the maximum is 48 hours. If not set, this option is
disabled. The default is disabled.

(Optional) Enable Locally authenticate CLI to require a login and password to authenticate
the user from the remote cloud services CLI. If disabled, no login prompt will be presented and
the user will be logged in as admin. The default is disabled.

(Optional) Configure the TX54 device to communicate with remote cloud services by using
SMS:

a. Click to expand Short message service.

b. Enable SMS messaging.

c. For Destination phone number, type the phone number for the remote cloud services:
= Within the US: 12029823370
® |nternational: 447537431797

d. (Optional) Type the Service identifier.

(Optional) Configure the TX54 device to communicate with remote cloud services by using an
HTTP proxy server:

a. Click to expand HTTP Proxy.

b. Enable the use of an HTTP proxy server.

c. For Server, type the hostname of the HTTP proxy server.
d

For Port, type or select the port number on the HTTP proxy server that the device should
connect to. The default is 2138.
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18. Click Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Digi Remote Manager support is enabled by default. To disable Remote Manager support:

(config)> cloud enable false
(config)>

4. (Optional) Set the URL for the central management server.

(config)> cloud drm drm_url url
(config)>

The default varies depending on firmware versions:

® Firmware version 22.2.9.x and newer, the default is the edpl2.devicecloud.com. This
server is for device-connectivity only, and uses enhanced security through certificate-
based communication. See Digi Remote Manager support for further infomation.

= Firmware prior to version 22.2.9.x, the default is the Digi Remote Manager server,
https://remotemanager.digi.com.

5. (Optional) Set the amount of time that the TX54 device should wait before reattempting to
connect to the remote cloud services after being disconnected. The minimum value is ten
seconds. The default is 30 seconds.

(config)> cloud drm retry_interval value

where value is any number of hours, minutes, or seconds, and takes the format number
{h|m|s}.
For example, to set the retry interval to ten minutes, enter either 10m or 600s:

(config)> cloud drm retry_interval 600s
(config)>

6. (Optional) Set the amount of time that the TX54 device should wait between sending keep-
alive messages to the Digi Remote Manager when using a non-cellular interface. Allowed
values are from 30 seconds to two hours. The default is 60 seconds.

(config)> cloud drm keep_alive value
(config)>

where value is any number of hours, minutes, or seconds, and takes the format number
{h|m|s}.
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For example, to set the keep-alive interval to ten minutes, enter either 10m or 600s:

(config)> cloud drm keep_alive 600s
(config)>

7. (Optional) Set the amount of time that the TX54 device should wait between sending keep-
alive messages to the Digi Remote Manager when using a cellular interface. Allowed values are
from 30 seconds to two hours. The default is 290 seconds.

(config)> cloud drm cellular_keep_alive value
(config)>

where value is any number of hours, minutes, or seconds, and takes the format number
{h|m|s}.

For example, to set the cellular keep-alive interval to ten minutes, enter either 10m or 600s:

(config)> cloud drm cellular_keep_alive 600s
(config)>

8. Set the number of allowed keep-alive misses. Allowed values are any integer between 2 and
64. The default is 3.

(config)> cloud drm keep_alive_misses integer
(config)>

9. The watchdog is used to monitor the connection to remote cloud services. If the connection is
down, you can configure the device to restart the connection, or to reboot. The watchdog is
enabled by default. To disable:

(config)> cloud drm watchdog false
(config)>
10. If watchdog is enabled:

a. (Optional) Set the amount of time to wait before restarting the connection to the remote
cloud services, once the connection is down.

where value is any number of hours, minutes, or seconds, and takes the format number
{h|m|s}.

For example, to set restart_timeout to ten minutes, enter either 10m or 600s:

(config)> cloud drm restart_timeout 600s
(config)>

The minimum value is 30 minutes and the maximum is 48 hours. If not set, this option is
disabled. The default is 30 minutes.

b. (Optional) Set the amount of time to wait before rebooting the device, once the
connection to the remote cloud servicesis down. By default, this option is not set, which
means that the option is disabled.

where value is any number of hours, minutes, or seconds, and takes the format number
{h|m|s}.

For example, to set reboot_timeout to ten minutes, enter either 10m or 600s:
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(config)> cloud drm reboot_timeout 600s
(config)>

The minimum value is 30 minutes and the maximum is 48 hours. If not set, this option is
disabled. The default is disabled.

11. firmware_url should normally be left at the default location. To change:

(config)> cloud drm firmware_url url
(config)>

12. (Optional) Set the hostname or IP address of the speedtest server. The default is
speedtest.accns.com.

(config)> cloud drm speedtest_server name
(config)>

13. (Optional) Determine whether to require a login and password to authenticate the user from
the remote cloud services CLI:

(config)> cloud drm cli_local_auth true
(config)>

If set to false, no login prompt will be presented and the user will be logged in as admin. The
default is false.

14. (Optional) Configure the TX54 device to communicate with remote cloud services by using
SMS:

a. Enable SMS messaging:

(config)> cloud drm sms enable true
(config)>

b. Set the phone number for Digi Remote Manager:

(config)> cloud drm sms destination value
(config)>
where value is either:
= Within the US: 12029823370
® |nternational: 447537431797
c. (Optional) Set the service identifier:

(config)> cloud drm sms sercice_id id
(config)>

15. (Optional) Configure the TX54 device to communicate with remote cloud services by using an
HTTP proxy server:

a. Enable the use of an HTTP proxy server:

(config)> cloud drm proxy enable true
(config)>
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b. Set the hostname of the proxy server:

(config)> cloud drm proxy host hostname
(config)>

c. (Optional) Set the port number on the proxy server that the device should connect to. The
default is 2138.

(config)> cloud drm proxy port integer
(config)>

16. Save the configuration and apply the change:

(config)> save
Configuration saved.
>

17. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Collect device health data and set the sample interval

You can enable or disable the collection of device health data to upload to Digi Remote Manager, and
configure the interval between health sample uploads. By default, device health data upload is
enabled, and the health sample interval is set to 60 minutes.

To avoid a situation where several devices are uploading health metrics information to Remote
Manager at the same time, the TX54 device includes a preconfigured randomization of two minutes
for uploading metrics. For example, if Health sample interval is set to five minutes, the metrics will
be uploaded to Remote Manager at a random time between five and seven minutes.

To disable the collection of device health data or enable it if it has been disabled, or to change the
health sample interval:

1. Log into Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.
2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. Click the Device ID.
Click Settings.
d. Click to expand Config.

Local Web Ul:
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a. On the menu, click System. Under Configuration, click Device Configuration.

The Configuration window is displayed.

oIGI @Owtooard  EEsous - Lrsysem - ©admin
DlgiTXs4

3. Click Monitoring > Device Health.

: 08

4. (Optional) Click to expand Data point tuning.

Data point tuning options allow to you configure what data are uploaded to the Digi Remote
Manager. All options are enabled by default.

5. Only report changed values to Digi Remote Manager is enabled by default.
When enabled:

® The device only reports device health metrics that have changed health metrics were
last uploaded. This is useful to reduce the bandwidth used to report health metrics.

= All metrics are uploaded once every hour.
When disabled, all metrics are uploaded every Health sample interval.

6. Device health data upload is enabled by default. To disable, toggle off Enable Device Health
samples upload.

For Health sample interval, select the interval between health sample uploads.
8. Click Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.
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2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Device health data upload is enabled by default. To enable or disable:
= To enable:

(config)> monitoring devicehealth enable true
(config)>

® To disable:

(config)> monitoring devicehealth enable false
(config)>

4. The interval between health sample uploads is set to 60 minutes by default. To change:

(config)> monitoring devicehealth interval value
(config)>

where value is one of 1, 5, 15, 30, or 60, and represents the number of minutes between
uploads of health sample data.

5. By default, the device will only report health metrics values to Digi Remote Manager that have
changed health metrics were last uploaded. This is useful to reduce the bandwidth used to
report health metrics. This is useful to reduce the bandwidth used to report health metrics.
Even if enabled, all metrics are uploaded once every hour.

To disable:

(config)> monitoring devicehealth only_send_deltas false
(config)>

When disabled, all metrics are uploaded every Health sample interval.

6. (Optional) Tuning parameters allow to you configure what data are uploaded to the Digi
Remote Manager. By default, all tuning parameters are enabled.

To view a list of all available tuning parameters, use the show command:

(config)> show monitoring devicehealth tuning

all
cellular
rx
bytes
enable true
tx
bytes
enable true
eth
rx
bytes
enable true
tx
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bytes
enable true
serial
rx
bytes
enable true
tx
bytes
enable true
cellular
1
rx
bytes

enable true
packets
enable true

(config)>

To disable a tuning parameter, set its value to false. For example, to turn off all reporting for
the serial port:

(config)> monitoring devicehealth tuning all serial rx bytes enabled
false

(config)> monitoring devicehealth tuning all serial tx bytes enabled
false

(config)>

7. Save the configuration and apply the change:

(config)> save
Configuration saved.
>

8. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Enable event log upload to Digi Remote Manager

You can configure your device to upload the event log to Digi Remote Manager, and configure the
interval between event log uploads.

To enable the event log upload, or disable it if it has been disabled, and to change the upload
interval:

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.
2. Access the device configuration:
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Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. Click the Device ID.
Click Settings.
d. Click to expand Config.

Local Web UL:
a. On the menu, click System. Under Configuration, click Device Configuration.

@ o o @ o

The Configuration window is displayed.
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3. Click Monitoring > Device event logs.

: 08

Click Enable event log uploads.
For Device event log upload interval, select the interval between health sample uploads.
Click Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.
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2. At the command line, type config to enter configuration mode:

> config
(config)>
3. Device health data upload is enabled by default. To enable or disable:
® To enable:

(config)> monitoring events enable true
(config)>

® To disable:

(config)> monitoring events enable false
(config)>

4. The interval between event log uploads is set to 60 minutes by default. To change:

(config)> monitoring events interval value
(config)>

where value is one of 1, 5, 15, 30, or 60, and represents the number of minutes between
uploads of health sample data.

5. Save the configuration and apply the change:
(config)> save

Configuration saved.
>

6. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Log into Digi Remote Manager
To start Digi Remote Manager
1. If you have not already done so, click here to sign up for a Digi Remote Manager account.
2. Check your email for Digi Remote Manager login instructions.
3. Go to remotemanager.digi.com.
4

Log into your Digi Remote Manager account.
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Use Digi Remote Manager to view and manage your device

To view and manage your device:

If you have not already done so, connect to your Digi Remote Manager account.
From the menu, click Devices to display a list of your devices.

Use the Filter bar to locate the device you want to manage. For example, to search by type of
device:

a. Click the Advanced Search button (E3)
b. Click in the filter bar.

Digi Remote Manager DIGI OB nemal-oig e ) -
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¢. Type the type of device (for example, TX54).

Add a device to Digi Remote Manager

You can register your device with Remote Manager as part of the getting started process. See the
Quick Start Guide for further information.

If you have not registered your device already, you can add a device to Remote Manager:

1. If you have not already done so, connect to your Digi Remote Manager account.
2. From the menu, click Devices to display a list of your devices.
3. Click Add.

(= K ol -

4. Type the Device ID, MAC Address, or IMEI.

For Device Default Password, enter the default password on the printed label packaged with
your device. The same default password is also shown on the label affixed to the bottom of the
device.

(Optional) Complete the other fields.
7. Click Add Device.
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Remote Manager adds your TX54 device to your account and it appears in the Device Management
view,

Configure multiple TX54 devices by using Digi Remote Manager
configurations

Digi recommends you take advantage of Remote Manager configurations to manage multiple TX54
devices. A Remote Manager configuration is a named set of device firmware, settings, and file system
options. You use the configuration to automatically update multiple devices and to periodically scan
devices to check for compliance with the configuration. See the Digi Remote Manager User Guide for
more information about Remote Manager configurations.

Typically, if you want to provision multiple TX54 routers:
1. Using the TX54 local WebUI, configure one TX54 router to use as the model configuration for all
subsequent TX54s you need to manage.
2. Register the configured TX54 device in your Remote Manager account.
In Remote Manager, create a configuration:

a. From the Dashboard, select Configurations.

olGl o
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b. Click Create.

......
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c. Enter a Name and an optional Description for the configuration, and select the Groups,
Device Type, and Firmware Version.

Click Save and continue.

Click Import from device and select the device configured above.

Click Import.

At the Settings page, configure any desired configuration overrides and click Continue.

5 @ «~ 0 o

At the File System page, make any desired changes to the files that were imported from
the device and click Continue.

At the Automations page, click Enable Scanning, make any other desired changes, and
click Save.
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Central management View Digi Remote Manager connection status

Digi Remote Manager provides multiple methods for applying configurations to registered devices.
You can also include site-specific settings with a profile to override settings on a device-by-device
basis.

View Digi Remote Manager connection status

To view the current Digi Remote Manager connection status from the local device:

1. Log into the TX54 WebUI as a user with Admin access.

2. The dashboard includes a Digi Remote Manager status pane:

oIGI @outbord  $ESous - Bsyem - Qadain

1. Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. Use the show cloud command to view the status of your device's connection to Remote
Manager:

> show cloud

Device Cloud Status

Status : Connected
Server : edpl2.devicecloud.com Device ID : 00000000-000000O0O-89E1FE-
7550D7>

1. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.
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Learn more

To learn more about Digi Remote Manager features and functions, see the Digi Remote Manager User
Guide.
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Interfaces

TX54 devices have several physical communications interfaces. The available interfaces vary by device
model. These interfaces can be bridged in a Local Area Network (LAN) or assigned to a Wide Area
Network (WAN).

This chapter contains the following topics:

Wide Area NetWorks (WANS) ..o
Local Area Networks (LANS) ...
VIFUAL LANS (VLANS)
BIIA I ..
Show SureLink status and statistics ... ... .
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Wide Area Networks (WANs)

The TX54 device is preconfigured with one Wide Area Network (WAN), named WAN1, and one or two
Wireless Wide Area Network (WWAN)s, named WWAN or WWAN1 and WWAN2.

Interface type

Preconfigured interfaces

Devices

DIAET
configuration

Wide Area
Network (WAN)

= WAN1

Wireless Wide- ® Single-cellular models: WWAN or
Area Networks WWAN1
(WWANSs) ® Dual-cellular models: WWAN1

® Dual cellular models only: WWAN2
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® Fthernet:
ETH1

® Single-
cellular
models:
WWAN
cellular
modem or
WWAN1
cellular
modem

® Dual-
cellular
models:
WWAN1
cellular
modem

® Dyal
cellular
models
only:
WWAN2
cellular
modem

® Firewall

zone:
External
WAN
priority:
Metric=1

IP Address:
DHCP client
Digi
SureLink™
enabled for
IPv4

Firewall
zone:
External
WAN
priority:
Metric=3
SIM failover
after 5
attempts
SureLink
enabled for
IPv4

Firewall
zone:
External
WAN
priority:
Metric=3
SIM failover
after 5
attempts
SureLink
enabled for
IPv4

75



Interfaces Wide Area Networks (WANs)

You can modify configuration settings for the existing WAN and WWANSs, and you can create new WANs
and WWANSs.

This section contains the following topics:

Wide Area Networks (WANs) and Wireless Wide Area Networks (WWANs)
Configure WAN/WWAN priority and default route metrics
WAN MWW AN Fai OV O
Configure SureLink active recovery to detect WAN/WWAN failures
Configure the device to reboot when a failure is detected
Disable SUreLink .. .. ...
Example: Use a ping test for WAN failover from Ethernet to cellular
Using Ethernet devices in a WAN . .
Using cellular modems in a Wireless WAN (WWAN)
Configure a Wide Area Network (WAN) ..
Configure a Wireless Wide Area Network (WWAN)
Show WAN and WWAN status and statistics
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Wide Area Networks (WANs) and Wireless Wide Area Networks
(WWANS)

A Wide Area Network (WAN) provides connectivity to the internet or a remote network. A WAN
configuration consists of the following:
® A physical device, such as an Ethernet device or a cellular modem.

® Several networking parameters for the WAN, such as firewall configuration and IPv4 and IPv6
support.

®  Several parameters controlling failover.

Configure WAN/WWAN priority and default route metrics

The TX54 device is preconfigured with one Wide Area Network (WAN), named WAN1, and one or two
Wireless Wide Area Network (WWAN)s, named WWAN or WWAN1 and WWAN2. You can also create
additional WANs and WWANSs.

When a WAN is initialized, the TX54 device automatically adds a default IP route for the WAN. The
priority of the WAN is based on the metric of the default route, as configured in the WAN's IPv4 and
IPv6 metric settings.

Assigning priority to WANs

By default, the TX54 device's WAN (WAN1) is configured with the lowest metric (1), and is therefor the
highest priority WAN. By default, the Wireless WANs (WWAN or WWAN1 and WWAN?2) are configured
with a metric of 3, which means they have an equal priority between themselves, and a lower priority
than WANL1. You can assign priority to WANs based on the behavior you want to implement for
primary and backup WAN interfaces. For example, if you want a cellular connection to be your
primary WAN, with an Ethernet interface as backup, configure the metric of the WWAN to be lower
than the metric of the WAN.

Example: Configure cellular connection as the primary WAN, and the Ethernet
connection as backup

Required configuration items
= Configured WAN and WWAN interfaces. This example uses the preconfigured WAN1 and
WWAN/WWAN1 interfaces.
= The metric for each WAN.

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.
2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. Click the Device ID.
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c. Click Settings.
d. Click to expand Config.

Local Web UL:
a. On the menu, click System. Under Configuration, click Device Configuration.

The Configuration window is displayed.

oIGI @Owtboard  EEseus - fpsysem @ admin
DigiTXse

3. Set the metrics for WWAN or WWAN1.:
a. Click Network > Interfaces > WWAN or WWANL1 > IPv4.
For Metric, type 1.
Click IPveé.
For Metric, type 1.

e o T

4. Set the metrics for WAN1.:
a. Click Network > Interfaces > WAN1 > IPv4.
b. For Metric, type 2.
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c. Click IPve.
d. For Metric, type 2.

5. Click Apply to save the configuration and apply the change.

The TX54 device is now configured to use the cellular modem WWAN, WWAN1 or WWAN, as its highest
priority WAN, and its Ethernet WAN, WAN1, as its secondary WAN.

1. Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Set the metrics for WWAN or WWAN1:
a. Set the IPv4 metric for WWAN or WWAN1 to 1. For example:

(config)> network interface wwanl +ipv4 metric 1
(config)>

b. Set the IPv6 metric for WWAN or WWAN1 to 1:

(config)> network interface wwanl {ipv6 metric 1
(config)>

4, Set the metrics for WAN1:
a. Set the IPv4 metric for WAN1 to 2:

(config)> network interface wanl ipv4 metric 2
(config)>

b. Set the IPv6 metric for WAN1 to 1:
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(config)> network dinterface wanl {ipv6 metric 2
(config)>

5. Save the configuration and apply the change:

(config)> save
Configuration saved.
>

6. Type exit to exit the Admin CLI.
Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

The TX54 device is now configured to use the cellular modem WWAN, WWAN or WWANL1, as its highest
priority WAN, and its Ethernet WAN, WAN1, as its secondary WAN.

WAN/WWAN failover

If a connection to a WAN interface is lost for any reason, the TX54 device will immediately fail over to
the next WAN or WWAN interface, based on WAN priority. See Configure WAN/WWAN priority and
default route metrics for more information about WAN priority.

Active vs. passive failure detection
There are two ways to detect WAN or WWAN failure: active detection and passive detection.

® Active detection uses Digi SureLink™ technology to send probe tests to a target host or to test
the status of the interface. The WAN/WWAN is considered to be down if there are no responses
for a configured amount of time. See Configure SurelLink active recovery to detect WAN/WWAN
failures for more information about active failure detection.

®  Passive detection involves detecting the WAN going down by monitoring its link status by some
means other than active detection. For example, if an Ethernet cable is disconnected or the
state of a cellular interface changes from on to off, the WAN is down.

Default Digi SureLink configuration
Surelink is enabled by default for IPv4 on all WAN and WWAN interfaces, and is configured to perform
two tests on these interfaces:

® |nterface connectivity.

® DNS query to the DNS servers for interface's the network connection.

DNS servers are typically received as part of the interface's DHCP client connection, although
you can manually configure the DNS servers that will be used by SureLink.

If your device is operating on a private APN or on wired network with firewall restrictions,
ensure that the DNS servers on your private network allow DNS lookups for
https://remotemanager.digi.com; otherwise, the SureLink DNS query test will fail and the TX54
device will determine that the interface is down.

By default, these tests will be performed every 15 minutes, with a response timeout of 15 seconds. If
the tests fail three consecutive times, the device will reset the network interface to attempt to recover
the connection.
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Configure SurelLink active recovery to detect WAN/WWAN failures

Problems can occur beyond the immediate WAN/WWAN connection that prevent some IP traffic from
reaching its destination. Normally this kind of problem does not cause the TX54 device to detect that
the WAN has failed, because the connection continues to work while the core problem exists
somewhere else in the network.

Using Digi SureLink, you can configure the TX54 device to regularly probe connections through the
WAN to determine if the WAN has failed, and to perform recovery actions, such as changing the
interface metric to use a new default gateway.

Required configuration items

® Epable SureLink.

By default, SureLink is enabled for the preconfigured WAN (WAN1) and WWANs (WWAN1 and,
for dual-cellular models, WWANZ2). The default configuration tests the DNS servers configured
for the interface.

When SureLink is configured for Wireless WANSs, SureLink tests are only run if the cellular
modem is connected and has an IP address. Use the SIM failover options to configure the
TX54 device to automatically recover the modem in the event that it cannot obtain an IP
address. See Configure a Wireless Wide Area Network (WWAN) for details about SIM failover.

® The type of tests to be performed:

Ping test: Uses ICMP to determine connectivity. The default behavior is to ping the
interface gateway, which means that an initial traceroute is sent to the hostname or IP
address configured in the SurelLink advanced settings, and then the first hop in that route
is used for the ping test.

DNS test: Performs a DNS query to the named DNS server.

HTTP test: Uses HTTP(s) GET requests to determine connectivity to the configured web
server.

Test DNS servers configured for this interface: Tests communication with DNS servers
that are either provided by DHCP, or statically configured for this interface.

Test the interface status: Tests the current status of the interface. The test fails if the
interface is down. Failing this test infers that all other tests fail.

Custom test: Tests the interface with custom commands.

TCP connection test: Tests that the interface can reach a destination port on the
configured host.

Test another interface's status: Tests the status of another interface.

® The actions to take to recover connectivity in the event of failed tests:
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Change default gateway: Increases the interface's metric to change the default gateway.
This recovery action is enabled by default for the preconfigured WAN and WWAN interfaces.

Restart interfaceThis recovery action is enabled by default for the preconfigured WAN and
WWAN interfaces.

Reset modem: This recovery action is enabled by default for the preconfigured WWAN
interfaces.

Switch to alternate SIM: Switches to an alternate SIM. This recovery action is enabled by
default for the preconfigured WWAN interfaces.

Reboot device.
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e Execute custom Recovery commands.

* Powercycle the modem. This recovery action is enabled by default for the preconfigured
WWAN interfaces.

* Two options also apply to every type of action:
o Attempts: The number of attempts for this recovery action to perform, before moving to
the next recovery action.
o Override wait interval before performing the next recovery action: The time to wait
before the next test is run. If set to the default value of 0s, the Test interval is used.

Additional configuration items

The Test interval between connectivity tests.

If more than one tests is configured, determine whether the interface should fail over based on
the failure of one of the tests, or all of the tests.

The number of test that must pass before the interface is considered to be working and its
default route and DNS servers are reinstated.

The amount of time that the device should wait for a response from an individual test before
considering it to have failed.

Advanced configuration items:

* Delayed Start: The amount of time to wait while the device is starting before SureLink
testing begins. This setting is bypassed when the interface is determined to be up.

e Backoff interval: The time to add to the test interval when restarting the list of actions.

* Test interface gateway by pinging: Used by the Interface gateway Ping test as the
endpoint for traceroute to use to determine the interface gateway.

Order of precedence for SureLink actions

SureLink recovery actions are preformed in the order that they are configured. As a result, if you
include the Reboot Device with other SureLink recovery actions, it should be the last action in the
recovery action list. Otherwise, the device will reboot and all recovery actions listed after the Reboot
Device action will be ignored.

1.

2.

Log into Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.
Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. Click the Device ID.
Click Settings.
d. Click to expand Config.

Local Web UlI:
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a. On the menu, click System. Under Configuration, click Device Configuration.
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The Configuration window is displayed.
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3. Click Network > Interfaces.
4. Create a new WAN or WWAN or select an existing one:

® To create a new WAN or WWAN, see Configure a Wide Area Network (WAN) or Configure
a Wireless Wide Area Network (WWAN).

® To edit an existing WAN or WWAN, click to expand the appropriate WAN or WWAN.
5. After creating or selecting the WAN or WWAN, click SureLink.

By default, SureLink is enabled for the preconfigured WAN (WAN1) and WWANs (WWAN1 and,

for dual-cellular models, WWAN2). The default configuration tests the DNS servers configured

for the interface.

When SureLink is configured for Wireless WANs, SureLink tests are only run if the cellular

modem is connected and has an IP address. Use the SIM failover options to configure the

TX54 device to automatically recover the modem in the event that it cannot obtain an IP

address. See Configure a Wireless Wide Area Network (WWAN) for details about SIM failover.
6. (Optional) Change the Test interval between connectivity tests.

Allowed values are any number of weeks, days, hours, minutes, or seconds, and take the

format number{w|d|h|m|s}.

For example, to set Interval to ten minutes, enter 10m or 600s.
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The default is 15 minutes.

~

(Optional) If more than one test target is configured, for Success condition, select either:
®  One test passes: Only one test needs to pass for Surelink to consider an interface to be
up.
= All test pass: All tests need to pass for SureLink to consider the interface to be up.

®

(Optional) For Pass threshold, type or select the number of times that the test must pass after
failure, before the interface is determined to be working and is reinstated.

w

(Optional) For Response timeout, type the amount of time that the device should wait for a
response to a test attempt before considering it to have failed.

Allowed values are any number of weeks, days, hours, minutes, or seconds, and take the
format number{w|d|h|m]s}.

For example, to set Response timeout to ten minutes, enter 10m or 600s.
The default is 15 seconds.
10. Click to expand Tests.

By default, Test DNS servers configured for this interface is automatically configured and
enabled. This test communication with DNS servers that are either provided by DHCP, or
statically configured for this interface.

a. Click <.

New tests are enabled by default. To disable, click to toggle off Enable.
b. Type a Label for the test.
c. Click to toggle on IPv6 if the test should apply to both IPv6 rather than IPv4.
d. Select the Test type.
Available test types:
® Ping test: Uses ICMP to determine connectivity.
If Ping test is selected, complete the following:
* Ping target: The type of target for the ping, one of:
° Hostname or IP address of an external server.
° Ping host: hostname or IP address of the server.

° The Interface gateway. If Interface gateway is selected, an initial
traceroute is sent to the hostname or IP address configured in the SureLink
advanced settings, and then the first hop in that route is used for the ping
test.

° The Interface address.
° The Interface DNS server.
* Ping payload size: The number of bytes to send as part of the ping payload.
® DNS test: Performs a DNS query to the named DNS server.
If DNS test is selected, complete the following:
* DNS server: The IP address of the DNS server.

TX54 User Guide 84



Interfaces

TX54 User Guide

Wide Area Networks (WANs)

HTTP test: Uses HTTP(s) GET requests to determine connectivity to the configured
web server.

If HTTP test is selected, complete the following:

e Web server: The URL of the web server.

Test DNS servers configured for this interface: Tests communication with DNS
servers that are either provided by DHCP, or statically configured for this interface.

Test the interface status: Tests the current status of the interface. The test fails if
the interface is down. Failing this test infers that all other tests fail.

If Test the interface status is selected, complete the following:

¢ Down time: The amount of time that the interface is down before the test can
be considered to have failed.

Allowed values are any number of weeks, days, hours, minutes, or seconds, and
take the format number{w|d|h|m|s}.

For example, to set Down time to ten minutes, enter 10m or 600s.

 Initial connection time: The amount of time to wait for the interface to
connect for the first time before the test is considered to have failed.

Allowed values are any number of weeks, days, hours, minutes, or seconds, and

take the format number{w|d|h|m|s}.

For example, to set Initial connection time to ten minutes, enter 10m or 600s.
Custom test: Tests the interface with custom commands.
If Custom test is selected, complete the following:

¢ The Commands to run to test.

TCP connection test: Tests that the interface can reach a destination port on the
configured host.

If TCP connection test is selected, complete the following:

e TCP connect host: The hostname or IP address of the host to create a
TCP connection to.

* TCP connect port: The TCP port to create a TCP connection to.
Test another interface's status: Tests the status of another interface.
If Test another interface's status is selected, complete the following:

» Test interface: The interface to test.

* IP version: The type of IP connection, one of:

° Any: Either the IPv4 or IPv6 connection must be up.
° Both: Both the IPv4 or IPv6 connection must be up.
° |Pv4: The IPv4 connection must be up.
° |Pv6: The IPv6 connection must be up.
e Expected status: The status required for the test to past.

© Up: The test will pass only if the referenced interface is up and passing its
own SureLink tests (if applicable).
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° Down: The test will pass only if the referenced interface is down or failing its
own SureLink tests (if applicable).

e. Repeat for each additional test.
11. Add recovery actions:
a. Click to expand Recovery actions.
By default, there are two preconfigured recovery actions:

= Update routing: Uses the Change default gateway action, which increases the
interface's metric by 100 to change the default gateway.

m Restart interface.
b. Click <.

New recovery actions are enabled by default. To disable, click to toggle off Enable.
Type a Label for the recovery action.
d. For Recovery type, select Reboot device.

e. For Recovery type, select the type of recovery action. If multiple recovery actions are
configured, they are performed in the order that they are listed.

®  Change default gateway: Increases the interface's metric to change the default
gateway.

If Change default gateway is selected, complete the following:

e Attempts: The number of attempts for this recovery action to perform, before
moving to the next recovery action.

* Increase metric to change active default gateway: Increase the interface's
metric by this amount. This should be set to a number large enough to change
the routing table to use another default gateway. The default is 100.

¢ Override wait interval before performing the next recovery action: The
time to wait before the next test is run. If set to the default value of 0s, the Test
interval is used.

B Restart interface.
If Restart interface is selected, complete the following:

e Attempts: The number of attempts for this recovery action to perform, before
moving to the next recovery action.

e Override wait interval before performing the next recovery action: The
time to wait before the next test is run. If set to the default value of 0s, the Test
interval is used.

= Reset modem: This recovery action is available for WWAN interfaces only.
If Reset modem is selected, complete the following:

e Attempts: The number of attempts for this recovery action to perform, before
moving to the next recovery action.
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* Override wait interval before performing the next recovery action: The
time to wait before the next test is run. If set to the default value of 0s, the Test
interval is used.

= Switch to alternate SIM: Switches to an alternate SIM. This recovery action is
available for WWAN interfaces only.

If Switch to alternate SIM is selected, complete the following:

e Attempts: The number of attempts for this recovery action to perform, before
moving to the next recovery action.

e Override wait interval before performing the next recovery action: The
time to wait before the next test is run. If set to the default value of 0s, the Test
interval is used.

= Reboot device.
If Reboot device is selected, complete the following:

e Attempts: The number of attempts for this recovery action to perform, before
moving to the next recovery action.

* Override wait interval before performing the next recovery action: The
time to wait before the next test is run. If set to the default value of 0s, the Test
interval is used.

® Execute custom Recovery commands.
If Recovery commandes is selected, complete the following:

e Attempts: The number of attempts for this recovery action to perform, before
moving to the next recovery action.

¢ The Commands to run to recovery connectivity.

* Override wait interval before performing the next recovery action: The
time to wait before the next test is run. If set to the default value of 0s, the Test
interval is used.

= Powercycle the modem. This recovery action is available for WWAN interfaces
only.
If Powercycle the modem is selected, complete the following:

e Attempts: The number of attempts for this recovery action to perform, before
moving to the next recovery action.

* Override wait interval before performing the next recovery action: The
time to wait before the next test is run. If set to the default value of 0s, the Test
interval is used.

f. Repeat for each additional recovery action.
12. (Optional) Configure advanced SureLink parameters:
a. Click to expand Advanced settings.

b. For Delayed Start, type the amount of time to wait while the device is starting before
SureLink testing begins. This setting is bypassed when the interface is determined to be
up.

Allowed values are any number of weeks, days, hours, minutes, or seconds, and take the
format number{w|d|h|m|s}.
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For example, to set Delayed start to ten minutes, enter 10m or 600s.
The default is 300 seconds.

c. For Backoff interval, type the time to add to the test interval when restarting the list of
actions. This option is capped at 15 minutes.

Allowed values are any number of weeks, days, hours, minutes, or seconds, and take the
format number{w|d|h|m|s}.

For example, to set Backoff interval to ten minutes, enter 10m or 600s.

The default is 300 seconds.

d. Test interface gateway by pinging is used by the Interface gateway Ping test as the
endpoint for traceroute to use to determine the interface gateway. The default is 8.8.8.8,
and should only be changed if this IP address is not accessible due to networking issues.

Click Apply to save the configuration and apply the change.

Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

At the command line, type config to enter configuration mode:

> config
(config)>

Create a new WAN or WWAN, or edit an existing one:

® To create a new WAN or WWAN, see Configure a Wide Area Network (WAN) or Configure
a Wireless Wide Area Network (WWAN).

® To edit an existing WAN or WWAN, change to the WAN or WWAN's node in the
configuration schema. For example, for a WAN or WWAN named my_wan, change to the
my_wan node in the configuration schema:

(config)> network interface my_wan
(config network interface my_wan)>

Enable SureLink.

By default, SureLink is enabled for the preconfigured WAN (wanl) and WWANs (wwanl and, for
dual-cellular models, wwan2). The default configuration tests the DNS servers configured for
the interface.

When SureLink is configured for Wireless WANSs, SureLink tests are only run if the cellular
modem is connected and has an IP address. Use the SIM failover options to configure the
TX54 device to automatically recover the modem in the event that it cannot obtain an IP
address. See Configure a Wireless Wide Area Network (WWAN) for details about SIM failover.

(config network interface my_wan)> surelink enable true
(config network dinterface my_wan)>

By default, the Test DNS servers configured for this interface test is automatically
configured and enabled. This tests communication with DNS servers that are either provided
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by DHCP, or statically configured for this interface.
To add additional tests:
a. Add atest:

(config network interface my_wan)> add surelink tests end
(config network interface my_wan surelink tests 1)>

b. New tests are enabled by default. To disable:

(config network interface my_wan surelink tests 1)> enable false
(config network interface my_wan surelink tests 1)>

c. Create a label for the test:

(config network interface my_wan surelink tests 1)> label string
(config network interface my_wan surelink tests 1)>

d. if the test should apply to both IPv6 rather than IPv4, enable IPv6:

(config network dinterface my_wan surelink tests 1)> 1ipv6 true
(config network dinterface my_wan surelink tests 1)>

e. Set the test type:

(config network interface my_wan surelink tests 1)> test value
(config network interface my_wan surelink tests 1)>

where value is one of:
= ping: Uses ICMP to determine connectivity.
If ping is selected, complete the following:
* Set the ping_method:

(config network interface my_wan surelink tests 1)> ping_
method value
(config network interface my_wan surelink tests 1)>

where value is one of:
° hostname: The hostname or IP address of an external server.
° Set ping_host to the hostname or IP address of the server:

(config network interface my_wan surelink tests 1)> ping_
host hostname/IP_address
(config network interface my_wan surelink tests 1)>

° interface_gateway. If set, an initial traceroute is sent to the hostname or IP
address configured in the SureLink advanced settings, and then the first hop
in that route is used for the ping test.

° interface_address.
° interface_dns: The interface's DNS server.
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 Set the number of bytes to send as part of the ping payload:

(config network interface my_wan ipsec tunnel ipsec_example
surelink tests 1)> ping_size int
(config network interface my_wan surelink tests 1)>

® dns: Performs a DNS query to the named DNS server.
If dns is set, set the IPv4 or IPv6 address of the DNS server:

(config network interface my_wan surelink tests 1)> dns_server
IP_address
(config network interface my_wan surelink tests 1)>

= http: Uses HTTP(s) GET requests to determine connectivity to the configured web
server.

If http is set, set the URL of the web server.

(config network interface my_wan surelink tests 1)> http url

(config network interface my_wan surelink tests 1)>

= dns_configured: Tests communication with DNS servers that are either provided by
DHCP, or statically configured for this interface.

= interface_up: Tests the current status of the interface. The test fails if the interface
is down. Failing this test infers that all other tests fail.

If interface_up is set, complete the following:

¢ Set the amount of time that the interface is down before the test can be
considered to have failed.

(config network interface my_wan surelink tests 1)>
interface_down_time value
(config network interface my_wan surelink tests 1)>

where value is any number of weeks, days, hours, minutes, or seconds, and
takes the format number{w|d|h|m|s}.

For example, to set interface_down_time to ten minutes, enter either 10m or
600s:

(config network interface my_wan surelink tests 1)>
interface_down_time 600s
(config)>

¢ Set the amount of time to wait for the interface to connect for the first time
before the test is considered to have failed.

(config network interface my_wan surelink tests 1)>
interface_timeout value
(config network interface my_wan surelink tests 1)>
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where value is any number of weeks, days, hours, minutes, or seconds, and
takes the format number{w|d|h|m|s}.

For example, to set interface_timeout to ten minutes, enter either 10m or
600s:

(config network interface my_wan surelink tests 1)>
interface_timeout 600s
(config)>

B custom_test: Tests the interface with custom commands.

If custom_test is set, set the commands to run to perform the test:

(config network interface my_wan surelink tests 1)> custom_
test_commands "string"

(config network dinterface my_wan surelink tests 1)>

= tcp_connection: Tests that the interface can reach a destination port on the
configured host.

If tcp_connection is selected, complete the following:

¢ Set the hostname or IP address of the host to create a TCP connection to:

(config network interface my_wan surelink tests 1)> tcp_host
hostname/IP_address
(config network interface my_wan surelink tests 1)>

e Set the TCP port to create a TCP connection to.

(config network interface my_wan surelink tests 1)> tcp_port
port
(config network interface my_wan surelink tests 1)>

® other: Tests the status of another interface.
If other is selected, complete the following:

¢ Set the interface to test.
i. Use the ? to determine available interfaces:

(config network interface my_wan surelink tests 1)> other_
interface ?

Test interface: Test the status of this other -[interface.
Format:
/network/interface/defaultip
/network/interface/defaultlinklocal
/network/interface/lanl
/network/interface/lan_hotspot
/network/interface/loopback
/network/interface/wanl
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/network/interface/wwanl
/network/interface/wwan2
Current value:

(config network interface my_wan surelink tests 1)> other_
interface

ii. Set the interface. For example:

(config network interface my_wan surelink tests 1)> other_
interface /network/interface/wanl
(config network interface my_wan surelink tests 1)>

e Set the type of IP connection:

(config network interface my_wan surelink tests 1)> other_ip_
version value
(config network interface my_wan surelink tests 1)>

where value is one of:

° any: Either the IPv4 or IPv6 connection must be up.
° both: Both the IPv4 or IPv6 connection must be up.
° ipv4 The IPv4 connection must be up.

° ipv6: The IPv6 connection must be up.

e The status required for the test to past.

(config network interface my_wan surelink tests 1)> other_
status value
(config network interface my_wan surelink tests 1)>

where value is one of:

° up: The test will pass only if the referenced interface is up and passing its
own SureLink tests (if applicable).

° down: The test will pass only if the referenced interface is down or failing its
own SurelLink tests (if applicable).

f. Repeat for each additional test.
6. Add recovery actions:
a. Type ... to return to the root of the configuration:

(config network interface my_wan surelink tests 1)>
(config)>

b. Add a recovery action:

(config)> add network interface my_wan surelink actions end
(config network interface my_wan surelink actions 0)>

¢. New actions are enabled by default. To disable:
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(config network interface my_wan surelink actions 0)> enable false
(config network interface my_wan surelink actions 0)>

d. Create a label for the action:

(config network interface my_wan surelink actions 0)> label string
(config network interface my_wan surelink actions 0)>

e. Set the type of recovery action. If multiple recovery actions are configured, they are
performed in the order that they are listed. The command varies depending on whether
the interface is a WAN or WWAN:

= WAN interfaces:

(config network +interface my_wan surelink actions 0)> action
value
(config network interface my_wan surelink actions 0)>

= WWAN interfaces:

(config network interface my_wan surelink actions 0)> modem_
action value
(config network interface my_wan surelink actions 0)>

where value is one of:

= update_routing_table: Increases the interface's metric to change the default
gateway.
If update_routing_table is selected, complete the following:

¢ Set the number of attempts for this recovery action to perform, before moving
to the next recovery action:

(config network interface my_wan surelink actions 0)> max_
attempts int
(config network interface my_wan surelink actions 0)>

The default is 3.

e Set the amount that the interface's metric should be increased. This should be
set to a number large enough to change the routing table to use another
default gateway.

(config network interface my_wan surelink actions 0)> metric_
adjustment_modem int
(config network interface my_wan surelink actions 0)>

The default is 100.

¢ Set the time to wait before the next test is run. If set to the default value of Os,
the test interval is used.

(config network interface my_wan surelink actions 0)>

override_interval int
(config network interface my_wan surelink actions 0)>
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= restart_interface.
If restart_interface is selected, complete the following:
e Set the number of attempts for this recovery action to perform, before moving

to the next recovery action:

(config network interface my_wan surelink actions 0)> max_
attempts int
(config network interface my_wan surelink actions 0)>

The default is 3.
¢ Set the time to wait before the next test is run. If set to the default value of 0s,

the test interval is used.

(config network interface my_wan surelink actions 0)>
override_dinterval int
(config network interface my_wan surelink actions 0)>
= reset_modem: This recovery action is available for WWAN interfaces only.
If reset_modem is selected, complete the following:

* Set the number of attempts for this recovery action to perform, before moving
to the next recovery action:

(config network interface my_wan surelink actions 0)> max_
attempts int
(config network interface my_wan surelink actions 0)>

The default is 3.

¢ Set the time to wait before the next test is run. If set to the default value of 0Os,
the test interval is used.

(config network interface my_wan surelink actions 0)>
override_interval int
(config network interface my_wan surelink actions 0)>

= switch_sim: Switches to an alternate SIM. This recovery action is available for
WWAN interfaces only.
If switch_sim is selected, complete the following:
e Set the number of attempts for this recovery action to perform, before moving

to the next recovery action:

(config network interface my_wan surelink actions 0)> max_
attempts int

(config network interface my_wan surelink actions 0)>

The default is 3.

¢ Set the time to wait before the next test is run. If set to the default value of 0Os,
the test interval is used.
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(config network interface my_wan surelink actions 0)>
override_dinterval int
(config network interface my_wan surelink actions 0)>
® modem_power_cycle: This recovery action is available for WWAN interfaces only.
If modem_power_cycle is selected, complete the following:
e Set the number of attempts for this recovery action to perform, before moving
to the next recovery action:

(config network interface my_wan surelink actions 0)> max_
attempts int
(config network interface my_wan surelink actions 0)>

The default is 3.

¢ Set the time to wait before the next test is run. If set to the default value of 0s,
the test interval is used.

(config network interface my_wan surelink actions 0)>
override_interval int
(config network interface my_wan surelink actions 0)>
= reboot_device.
If reboot_device is selected, complete the following:
» Set the number of attempts for this recovery action to perform, before moving
to the next recovery action:

(config network interface my_wan surelink actions 0)> max_
attempts int
(config network interface my_wan surelink actions 0)>
The default is 3.

e Set the time to wait before the next test is run. If set to the default value of Os,
the test interval is used.

(config network interface my_wan surelink actions 0)>
override_interval int
(config network interface my_wan surelink actions 0)>
= custom_action: Execute custom recovery commands.
If custom_action is selected, complete the following:
e Set the number of attempts for this recovery action to perform, before moving
to the next recovery action:

(config network interface my_wan surelink actions 0)> max_
attempts int
(config network interface my_wan surelink actions 0)>

The default is 3.
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» Set the commands to run to attempt to recovery connectivity.

(config network interface my_wan surelink actions 0)> custom_
action_commands_modem "string"
(config network interface my_wan surelink actions 0)>

¢ Set the time to wait before the next test is run. If set to the default value of 0Os,
the test interval is used.

(config network interface my_wan surelink actions 0)>
override_interval int
(config network interface my_wan surelink actions 0)>

f. Repeat for each additional recovery action.
7. Optional SureLink configuration parameters:

a. Type ... toreturn to the root of the configuration:

(config network interface my_wan surelink actions 0)>
(config)>

b. Set the test interval between connectivity tests:

(config)> network interface my_wan surelink interval value
(config)>

where value is any number of weeks, days, hours, minutes, or seconds, and takes the
format number{w|d|h|m|s}.

For example, to set interval to ten minutes, enter either 10m or 600s:

(config)> network interface my_wan surelink interval 600s
(config)>
The default is 15m.
c. If more than one test target is configured, set the success condition:

(config)> network interface my_wan surelink success_condition value
(config)>
where value is either:
= one: Only one test needs to pass for Surelink to consider an interface to be up.
= all: All tests need to pass for SureLink to consider the interface to be up.

d. Set the number of times that the test must pass after failure, before the interface is
determined to be working and is reinstated.

(config)> network dinterface my_wan surelink pass_threshold int
(config)>

The default is 1.

e. Set the amount of time that the device should wait for a response to a test attempt before
considering it to have failed:
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(config)> network interface my_wan surelink timeout value
(config)>

where value is any number of weeks, days, hours, minutes, or seconds, and takes the
format number{w|d|h|m|s}.

For example, to set timeout to ten minutes, enter either 10m or 600s:

(config)> network interface my_wan surelink timeout 600s
(config)>

The default is 15s.

Set the amount of time to wait while the device is starting before SureLink testing begins.
This setting is bypassed when the interface is determined to be up.

(config)> network interface my_wan surelink advanced delayed_start
value
(config)>

where value is any number of weeks, days, hours, minutes, or seconds, and takes the
format number{w|d|h|m|s}.

For example, to set delayed_start to ten minutes, enter either 10m or 600s:

(config)> network interface my_wan surelink advanced delayed_start
600s
(config)>

The default is 300s.

Set the time to add to the test interval when restarting the list of actions. This option is
capped at 15 minutes.

(config)> network interface my_wan surelink advanced backoff_interval
value
(config)>

where value is any number of weeks, days, hours, minutes, or seconds, and takes the
format number{w|d|h|m|s}.

For example, to set backoff_interval to ten minutes, enter either 10m or 600s:

(config)> network interface my_wan surelink advanced backoff_interval
600s
(config)>

The default is 300 seconds.

The interface_gateway parameter is used by the Interface gateway Ping test as the
endpoint for traceroute to use to determine the interface gateway. The default is 8.8.8.8,
and should only be changed if this IP address is not accessible due to networking issues.
To set to an alternate host:
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(config)> network interface my_wan surelink advanced interface_gateway
hostname/IP_address
(config)>

8. Save the configuration and apply the change:

(config network interface my_wan ipv4 surelink)> save
Configuration saved.

>

9. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Configure the device to reboot when a failure is detected

Using SureLink, you can configure the TX54 device to reboot when it has determined that an interface

has failed.

Required configuration items

B Enable SureLink.

By default, SureLink is enabled for the preconfigured WAN (WAN1) and WWANs (WWAN1 and,
for dual-cellular models, WWAN2). The default configuration tests the DNS servers configured
for the interface.

When SureLink is configured for Wireless WANs, SureLink tests are only run if the cellular
modem is connected and has an IP address. Use the SIM failover options to configure the
TX54 device to automatically recover the modem in the event that it cannot obtain an IP
address. See Configure a Wireless Wide Area Network (WWAN) for details about SIM failover.

= Enable device reboot upon interface failure.

® The type of tests to be performed:

TX54 User Guide

Ping test: Uses ICMP to determine connectivity. The default behavior is to ping the
interface gateway, which means that an initial traceroute is sent to the hostname or IP
address configured in the SureLink advanced settings, and then the first hop in that route
is used for the ping test.

DNS test: Performs a DNS query to the named DNS server.

HTTP test: Uses HTTP(s) GET requests to determine connectivity to the configured web
server.

Test DNS servers configured for this interface: Tests communication with DNS servers
that are either provided by DHCP, or statically configured for this interface.

Test the interface status: Tests the current status of the interface. The test fails if the
interface is down. Failing this test infers that all other tests fail.

Custom test: Tests the interface with custom commands.

TCP connection test: Tests that the interface can reach a destination port on the
configured host.

Test another interface's status: Tests the status of another interface.
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Additional configuration items
® See Configure SurelLink active recovery to detect WAN/WWAN failures for optional SureLink
configuration parameters.

To configure the TX54 device to reboot when an interface has failed:

1. Log into Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.
2. Access the device configuration:

Remote Manager:
a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.
b. Click the Device ID.

Click Settings.

d. Click to expand Config.

Local Web Ul:
a. On the menu, click System. Under Configuration, click Device Configuration.

@outoond Bsuus O © sdnin

The Configuration window is displayed.

oIGI @ estioard EBSuts  grsysem Q) edmin
DigiTxse

3. Click Network > Interfaces.

4. Create a new interface or select an existing one:
® To create a new interface, see Configure a Local Area Network (LAN), Configure a Wide
Area Network (WAN), or Configure a Wireless Wide Area Network (WWAN).

® To edit an existing interface, click to expand the appropriate interface.
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After creating or selecting the interface, click SureLink.

By default, SureLink is enabled for the preconfigured WAN (WAN1) and WWANs (WWAN1 and,
for dual-cellular models, WWANZ2). The default configuration tests the DNS servers configured
for the interface.

When SureLink is configured for Wireless WANSs, SureLink tests are only run if the cellular
modem is connected and has an IP address. Use the SIM failover options to configure the
TX54 device to automatically recover the modem in the event that it cannot obtain an IP
address. See Configure a Wireless Wide Area Network (WWAN) for details about SIM failover.

(Optional) Change the Test interval between connectivity tests.

Allowed values are any number of weeks, days, hours, minutes, or seconds, and take the
format number{w|d|h|m|s}.

For example, to set Interval to ten minutes, enter 10m or 600s.
The default is 15 minutes.
(Optional) If more than one test target is configured, for Success condition, select either:
= One test passes: Only one test needs to pass for Surelink to consider an interface to be
up.
= All test pass: All tests need to pass for SureLink to consider the interface to be up.

(Optional) For Pass threshold, type or select the number of times that the test must pass after
failure, before the interface is determined to be working and is reinstated.

(Optional) For Response timeout, type the amount of time that the device should wait for a
response to a test attempt before considering it to have failed.

Allowed values are any number of weeks, days, hours, minutes, or seconds, and take the
format number{w|d|h|m|s}.

For example, to set Response timeout to ten minutes, enter 10m or 600s.
The default is 15 seconds.
Click to expand Tests.

By default, Test DNS servers configured for this interface is automatically configured and
enabled. This test communication with DNS servers that are either provided by DHCP, or
statically configured for this interface.
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Click <.

New tests are enabled by default. To disable, click to toggle off Enable.
Type a Label for the test.
Click to toggle on IPv6 if the test should apply to both IPv6 rather than IPv4.
Select the Test type.
Available test types:

= Ping test: Uses ICMP to determine connectivity.

If Ping test is selected, complete the following:
* Ping target: The type of target for the ping, one of:
° Hostname or IP address of an external server.
° Ping host: hostname or IP address of the server.

° The Interface gateway. If Interface gateway is selected, an initial
traceroute is sent to the hostname or IP address configured in the SureLink
advanced settings, and then the first hop in that route is used for the ping
test.

° The Interface address.
° The Interface DNS server.
* Ping payload size: The number of bytes to send as part of the ping payload.
= DNS test: Performs a DNS query to the named DNS server.
If DNS test is selected, complete the following:
* DNS server: The IP address of the DNS server.

® HTTP test: Uses HTTP(s) GET requests to determine connectivity to the configured
web server.

If HTTP test is selected, complete the following:

¢ Web server: The URL of the web server.

= Test DNS servers configured for this interface: Tests communication with DNS
servers that are either provided by DHCP, or statically configured for this interface.

® Test the interface status: Tests the current status of the interface. The test fails if
the interface is down. Failing this test infers that all other tests fail.

If Test the interface status is selected, complete the following:

¢ Down time: The amount of time that the interface is down before the test can
be considered to have failed.

Allowed values are any number of weeks, days, hours, minutes, or seconds, and
take the format number{w|d|h|m|s}.

For example, to set Down time to ten minutes, enter 10m or 600s.

¢ Initial connection time: The amount of time to wait for the interface to
connect for the first time before the test is considered to have failed.
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Allowed values are any number of weeks, days, hours, minutes, or seconds, and

take the format number{w|d|h|m|s}.
For example, to set Initial connection time to ten minutes, enter 10m or 600s.
®  Custom test: Tests the interface with custom commands.
If Custom test is selected, complete the following:

e The Commands to run to test.
= TCP connection test: Tests that the interface can reach a destination port on the
configured host.
If TCP connection test is selected, complete the following:

¢ TCP connect host: The hostname or IP address of the host to create a
TCP connection to.

e TCP connect port: The TCP port to create a TCP connection to.
® Test another interface's status: Tests the status of another interface.

If Test another interface's status is selected, complete the following:

e Test interface: The interface to test.
 |IP version: The type of IP connection, one of:
° Any: Either the IPv4 or IPv6 connection must be up.
° Both: Both the IPv4 or IPv6 connection must be up.
° IPv4: The IPv4 connection must be up.
° IPv6: The IPv6 connection must be up.
» Expected status: The status required for the test to past.

° Up: The test will pass only if the referenced interface is up and passing its
own SurelLink tests (if applicable).

° Down: The test will pass only if the referenced interface is down or failing its
own SurelLink tests (if applicable).

e. Repeat for each additional test.
11. Add recovery actions:
a. Click to expand Recovery actions.
By default, there are two preconfigured recovery actions:

=  Update routing: Uses the Change default gateway action, which increases the
interface's metric by 100 to change the default gateway.

B Restart interface.
b. Click <.

New recovery actions are enabled by default. To disable, click to toggle off Enable.
Type a Label for the recovery action.
d. For Recovery type, select Reboot device.
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e. For Recovery type, select the type of recovery action. If multiple recovery actions are
configured, they are performed in the order that they are listed.

= Change default gateway: Increases the interface's metric to change the default
gateway.

If Change default gateway is selected, complete the following:

e Attempts: The number of attempts for this recovery action to perform, before
moving to the next recovery action.

* Increase metric to change active default gateway: Increase the interface's
metric by this amount. This should be set to a number large enough to change
the routing table to use another default gateway. The default is 100.

e Override wait interval before performing the next recovery action: The
time to wait before the next test is run. If set to the default value of 0s, the Test
interval is used.

= Restart interface.
If Restart interface is selected, complete the following:
e Attempts: The number of attempts for this recovery action to perform, before
moving to the next recovery action.

e Override wait interval before performing the next recovery action: The
time to wait before the next test is run. If set to the default value of 0s, the Test
interval is used.

= Reset modem: This recovery action is available for WWAN interfaces only.
If Reset modem is selected, complete the following:

e Attempts: The number of attempts for this recovery action to perform, before
moving to the next recovery action.

e Override wait interval before performing the next recovery action: The
time to wait before the next test is run. If set to the default value of 0s, the Test
interval is used.

= Switch to alternate SIM: Switches to an alternate SIM. This recovery action is
available for WWAN interfaces only.
If Switch to alternate SIM is selected, complete the following:

e Attempts: The number of attempts for this recovery action to perform, before
moving to the next recovery action.

* Override wait interval before performing the next recovery action: The
time to wait before the next test is run. If set to the default value of 0s, the Test
interval is used.

= Reboot device.
If Reboot device is selected, complete the following:

e Attempts: The number of attempts for this recovery action to perform, before
moving to the next recovery action.

* Override wait interval before performing the next recovery action: The
time to wait before the next test is run. If set to the default value of 0s, the Test
interval is used.
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®  Execute custom Recovery commands.
If Recovery commands is selected, complete the following:
e Attempts: The number of attempts for this recovery action to perform, before
moving to the next recovery action.
¢ The Commands to run to recovery connectivity.

e Override wait interval before performing the next recovery action: The
time to wait before the next test is run. If set to the default value of 0s, the Test
interval is used.

= Powercycle the modem. This recovery action is available for WWAN interfaces
only.
If Powercycle the modem is selected, complete the following:
e Attempts: The number of attempts for this recovery action to perform, before
moving to the next recovery action.

e Override wait interval before performing the next recovery action: The
time to wait before the next test is run. If set to the default value of 0s, the Test
interval is used.

f. Repeat for each additional recovery action.
12. (Optional) Configure advanced SureLink parameters:
a. Click to expand Advanced settings.

b. For Delayed Start, type the amount of time to wait while the device is starting before
SureLink testing begins. This setting is bypassed when the interface is determined to be

up.

Allowed values are any number of weeks, days, hours, minutes, or seconds, and take the
format number{w|d|h|m|s}.

For example, to set Delayed start to ten minutes, enter 10m or 600s.

The default is 300 seconds.

c. For Backoff interval, type the time to add to the test interval when restarting the list of
actions. This option is capped at 15 minutes.

Allowed values are any number of weeks, days, hours, minutes, or seconds, and take the
format number{w|d|h|m|s}.

For example, to set Backoff interval to ten minutes, enter 10m or 600s.
The default is 300 seconds.

d. Test interface gateway by pinging is used by the Interface gateway Ping test as the
endpoint for traceroute to use to determine the interface gateway. The default is 8.8.8.8,
and should only be changed if this IP address is not accessible due to networking issues.

13. Click Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.
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2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Create a new interface, or edit an existing one:

® To create a new interface, see Configure a Local Area Network (LAN), Configure a Wide
Area Network (WAN), or Configure a Wide Area Network (WAN) or Configure a Wireless
Wide Area Network (WWAN).

® To edit an existing interface, change to the interface's node in the configuration
schema. For example, for a interface named my_wan, change to the my_wan node in
the configuration schema:

(config)> network interface my_wan
(config network interface my_wan)>

4. Enable Surelink.

By default, SureLink is enabled for the preconfigured WAN (wanl) and WWANs (wwanl and, for
dual-cellular models, wwan2). The default configuration tests the DNS servers configured for
the interface.

When SureLink is configured for Wireless WANSs, SureLink tests are only run if the cellular
modem is connected and has an IP address. Use the SIM failover options to configure the
TX54 device to automatically recover the modem in the event that it cannot obtain an IP
address. See Configure a Wireless Wide Area Network (WWAN) for details about SIM failover.

(config network dinterface my_wan)> surelink enable true
(config network dinterface my_wan)>

5. By default, the Test DNS servers configured for this interface test is automatically
configured and enabled. This tests communication with DNS servers that are either provided
by DHCP, or statically configured for this interface.

To add additional tests:
a. Add atest:

(config network interface my_wan)> add surelink tests end
(config network interface my_wan surelink tests 1)>

b. New tests are enabled by default. To disable:

(config network interface my_wan surelink tests 1)> enable false
(config network interface my_wan surelink tests 1)>

c. Create a label for the test:

(config network interface my_wan surelink tests 1)> label string
(config network interface my_wan surelink tests 1)>
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d. if the test should apply to both IPv6 rather than IPv4, enable IPv6:

(config network interface my_wan surelink tests 1)> ipv6 true
(config network interface my_wan surelink tests 1)>

e. Set the test type:

(config network interface my_wan surelink tests 1)> test value
(config network dinterface my_wan surelink tests 1)>

where value is one of:
®  ping: Uses ICMP to determine connectivity.
If ping is selected, complete the following:
e Set the ping_method:

(config network interface my_wan surelink tests 1)> ping_
method value
(config network interface my_wan surelink tests 1)>

where value is one of:
° hostname: The hostname or IP address of an external server.

° Set ping_host to the hostname or IP address of the server:

(config network interface my_wan surelink tests 1)> ping_
host hostname/IP_address
(config network interface my_wan surelink tests 1)>

° interface_gateway. If set, an initial traceroute is sent to the hostname or IP
address configured in the SureLink advanced settings, and then the first hop
in that route is used for the ping test.

° interface_address.
° interface_dns: The interface's DNS server.

» Set the number of bytes to send as part of the ping payload:
(config network interface my_wan ipsec tunnel ipsec_example

surelink tests 1)> ping_size int
(config network interface my_wan surelink tests 1)>

= dns: Performs a DNS query to the named DNS server.
If dns is set, set the IPv4 or IPv6 address of the DNS server:

(config network interface my_wan surelink tests 1)> dns_server
IP_address
(config network interface my_wan surelink tests 1)>

= http: Uses HTTP(s) GET requests to determine connectivity to the configured web
server.

If http is set, set the URL of the web server.
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(config network interface my_wan surelink tests 1)> http url

(config network dinterface my_wan surelink tests 1)>

®  dns_configured: Tests communication with DNS servers that are either provided by
DHCP, or statically configured for this interface.

® interface_up: Tests the current status of the interface. The test fails if the interface
is down. Failing this test infers that all other tests fail.

If interface_up is set, complete the following:

¢ Set the amount of time that the interface is down before the test can be
considered to have failed.

(config network interface my_wan surelink tests 1)>
interface_down_time value
(config network interface my_wan surelink tests 1)>

where value is any number of weeks, days, hours, minutes, or seconds, and
takes the format number{w|d|h|m|s}.

For example, to set interface_down_time to ten minutes, enter either 10m or
600s:

(config network interface my_wan surelink tests 1)>
interface_down_time 600s
(config)>

¢ Set the amount of time to wait for the interface to connect for the first time
before the test is considered to have failed.

(config network interface my_wan surelink tests 1)>
interface_timeout value
(config network interface my_wan surelink tests 1)>

where value is any number of weeks, days, hours, minutes, or seconds, and
takes the format number{w|d|h|m|s}.

For example, to set interface_timeout to ten minutes, enter either 10m or
600s:

(config network interface my_wan surelink tests 1)>
interface_timeout 600s
(config)>

B custom_test: Tests the interface with custom commands.

If custom_test is set, set the commands to run to perform the test:

(config network interface my_wan surelink tests 1)> custom_
test_commands "string"

(config network interface my_wan surelink tests 1)>
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= tcp_connection: Tests that the interface can reach a destination port on the
configured host.

If tcp_connection is selected, complete the following:

¢ Set the hostname or IP address of the host to create a TCP connection to:

(config network interface my_wan surelink tests 1)> tcp_host
hostname/IP_address
(config network interface my_wan surelink tests 1)>

e Set the TCP port to create a TCP connection to.

(config network interface my_wan surelink tests 1)> tcp_port
port
(config network interface my_wan surelink tests 1)>

® other: Tests the status of another interface.
If other is selected, complete the following:

¢ Set the interface to test.
i. Use the ? to determine available interfaces:

(config network interface my_wan surelink tests 1)> other_
interface ?

Test interface: Test the status of this other +interface.

Format:
/network/interface/defaultip
/network/interface/defaultlinklocal
/network/interface/lanl
/network/interface/lan_hotspot
/network/interface/loopback
/network/interface/wanl
/network/interface/wwanl
/network/interface/wwan2

Current value:

(config network interface my_wan surelink tests 1)> other_
interface

ii. Set the interface. For example:

(config network dinterface my_wan surelink tests 1)> other_
interface /network/interface/wanl
(config network dinterface my_wan surelink tests 1)>

e Set the type of IP connection:

(config network interface my_wan surelink tests 1)> other_ip_
version value
(config network interface my_wan surelink tests 1)>
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where value is one of:
° any: Either the IPv4 or IPv6 connection must be up.
° both: Both the IPv4 or IPv6 connection must be up.
° ipv4 The IPv4 connection must be up.
° ipv6: The IPv6 connection must be up.

e The status required for the test to past.

(config network interface my_wan surelink tests 1)> other_
status value
(config network interface my_wan surelink tests 1)>

where value is one of:

° up: The test will pass only if the referenced interface is up and passing its
own SureLink tests (if applicable).

° down: The test will pass only if the referenced interface is down or failing its
own SureLink tests (if applicable).

f. Repeat for each additional test.
6. Add recovery actions:

a. Type ... to return to the root of the configuration:

(config network interface my_wan surelink tests 1)>
(config)>

b. Add a recovery action:

(config)> add network interface my_wan surelink actions end
(config network interface my_wan surelink actions 0)>

¢. New actions are enabled by default. To disable:

(config network interface my_wan surelink actions 0)> enable false
(config network interface my_wan surelink actions 0)>

d. Create a label for the action:

(config network interface my_wan surelink actions 0)> label string
(config network interface my_wan surelink actions 0)>

e. Set the type of recovery action to reboot_device:

(config network interface my_wan surelink actions 0)> action reboot_
device
(config network interface my_wan surelink actions 0)>

® Set the number of attempts for this recovery action to perform, before moving to
the next recovery action:
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(config network interface my_wan surelink actions 0)> max_
attempts int
(config network interface my_wan surelink actions 0)>

The default is 3.

® Set the time to wait before the next test is run. If set to the default value of 0s, the
test interval is used.

(config network interface my_wan surelink actions 0)> override_
interval int
(config network interface my_wan surelink actions 0)>

7. Optional SureLink configuration parameters:
a. Type ... to return to the root of the configuration:

(config network interface my_wan surelink actions 0)>
(config)>

b. Set the test interval between connectivity tests:

(config)> network interface my_wan surelink interval value
(config)>

where value is any number of weeks, days, hours, minutes, or seconds, and takes the
format number{w|d|h|m|s}.

For example, to set interval to ten minutes, enter either 10m or 600s:
(config)> network interface my_wan surelink interval 600s
(config)>

The default is 15m.

¢. If more than one test target is configured, set the success condition:

(config)> network interface my_wan surelink success_condition value
(config)>

where value is either:

= one: Only one test needs to pass for Surelink to consider an interface to be up.

= all: All tests need to pass for SureLink to consider the interface to be up.

d. Set the number of times that the test must pass after failure, before the interface is
determined to be working and is reinstated.

(config)> network interface my_wan surelink pass_threshold int
(config)>

The default is 1.

e. Setthe amount of time that the device should wait for a response to a test attempt before
considering it to have failed:
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(config)> network interface my_wan surelink timeout value
(config)>

where value is any number of weeks, days, hours, minutes, or seconds, and takes the
format number{w|d|h|m|s}.

For example, to set timeout to ten minutes, enter either 10m or 600s:

(config)> network interface my_wan surelink timeout 600s
(config)>

The default is 15s.

Set the amount of time to wait while the device is starting before SureLink testing begins.
This setting is bypassed when the interface is determined to be up.

(config)> network interface my_wan surelink advanced delayed_start
value
(config)>

where value is any number of weeks, days, hours, minutes, or seconds, and takes the
format number{w|d|h|m|s}.

For example, to set delayed_start to ten minutes, enter either 10m or 600s:

(config)> network interface my_wan surelink advanced delayed_start
600s
(config)>

The default is 300s.

Set the time to add to the test interval when restarting the list of actions. This option is
capped at 15 minutes.

(config)> network interface my_wan surelink advanced backoff_interval
value
(config)>

where value is any number of weeks, days, hours, minutes, or seconds, and takes the
format number{w|d|h|m|s}.

For example, to set backoff_interval to ten minutes, enter either 10m or 600s:

(config)> network interface my_wan surelink advanced backoff_interval
600s
(config)>

The default is 300 seconds.

The interface_gateway parameter is used by the Interface gateway Ping test as the
endpoint for traceroute to use to determine the interface gateway. The default is 8.8.8.8,
and should only be changed if this IP address is not accessible due to networking issues.
To set to an alternate host:
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(config)> network interface my_wan surelink advanced interface_gateway
hostname/IP_address
(config)>

8. Save the configuration and apply the change:

(config network interface my_wan ipv4 surelink)> save
Configuration saved.
>

9. Type exit to exit the Admin CLI.
Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Disable SureLink

If your device uses a private APN with no Internet access or has a restricted WAN connection that
doesn't allow DNS resolution, you can disable SureLink connectivity tests. You can also reconfigure
SureLink to disable the DNS test and use one or more other tests.

1. Log into Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.
2. Access the device configuration:

Remote Manager:
a. Locate your device as described in Use Digi Remote Manager to view and manage your

device.
b. Click the Device ID.
. Click Settings.
d. Click to expand Config.

Local Web UL:
a. On the menu, click System. Under Configuration, click Device Configuration.

@ o o @ o

The Configuration window is displayed.
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3. Click Network > Interfaces.
4. Select the appropriate WAN or WWAN on which SureLink should be disabled..
5. After selecting the WAN or WWAN, click SureLink.

Toggle off Enable to disable SureLink.
7. Click Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Change to the WAN or WWAN's node in the configuration schema. For example, to disable
SureLink for the WWANT1 interface:

(config)> network interface wwanl
(config network interface wwanl)>
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4. Disable SureLink:

(config network interface wwanl> surelink enable false
(config network interface wwanl)>

5. Save the configuration and apply the change:

(config network +interface my_wwan surelink)> save
Configuration saved.
>

6. Type exit to exit the Admin CLI.
Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Disable the default DNS test

Alternatively, you can the default DNS test for devices that use a private APN with no Internet access,
or that have restricted wired WAN connections that do not allow DNS resolution, and configure

alternate test.

1. Log into Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.
2. Access the device configuration:

Remote Manager:
a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.
b. Click the Device ID.
. Click Settings.
d. Click to expand Config.

Local Web Ul:
a. On the menu, click System. Under Configuration, click Device Configuration.

@owtbors  suws @ R

The Configuration window is displayed.
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3. Click Network > Interfaces.
4. Select the appropriate WAN or WWAN on which the default DNS test should be disabled..
5. After selecting the WAN or WWAN, click SureLink.

Click to expand Tests.

Click to expand the default DNS configured test.
Click to toggle off Enable.

Click 4* to add a new test.

w e N

10. Type a Label for the test.
11. Click to toggle on IPv6 if the test should apply to both IPv6 rather than IPv4.
12. Select the Test type.
Available test types:
= Ping test: Uses ICMP to determine connectivity.

If Ping test is selected, complete the following:
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* Ping target: The type of target for the ping, one of:
° Hostname or IP address of an external server.
° Ping host: hostname or IP address of the server.

° The Interface gateway. If Interface gateway is selected, an initial traceroute is
sent to the hostname or IP address configured in the SureLink advanced settings,
and then the first hop in that route is used for the ping test.

° The Interface address.
° The Interface DNS server.
* Ping payload size: The number of bytes to send as part of the ping payload.
= DNS test: Performs a DNS query to the named DNS server.
If DNS test is selected, complete the following:
* DNS server: The IP address of the DNS server.

® HTTP test: Uses HTTP(s) GET requests to determine connectivity to the configured web
server.

If HTTP test is selected, complete the following:

¢ Web server: The URL of the web server.

= Test DNS servers configured for this interface: Tests communication with DNS
servers that are either provided by DHCP, or statically configured for this interface.

® Test the interface status: Tests the current status of the interface. The test fails if the
interface is down. Failing this test infers that all other tests fail.

If Test the interface status is selected, complete the following:

¢ Down time: The amount of time that the interface is down before the test can be
considered to have failed.

Allowed values are any number of weeks, days, hours, minutes, or seconds, and
take the format number{w|d|h|m|s}.

For example, to set Down time to ten minutes, enter 10m or 600s.

¢ [Initial connection time: The amount of time to wait for the interface to connect for
the first time before the test is considered to have failed.

Allowed values are any number of weeks, days, hours, minutes, or seconds, and
take the format number{w|d|h|m|s}.
For example, to set Initial connection time to ten minutes, enter 10m or 600s.
®  Custom test: Tests the interface with custom commands.
If Custom test is selected, complete the following:

¢ The Commands to run to test.

= TCP connection test: Tests that the interface can reach a destination port on the
configured host.

If TCP connection test is selected, complete the following:

¢ TCP connect host: The hostname or IP address of the host to create a
TCP connection to.

e TCP connect port: The TCP port to create a TCP connection to.
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= Test another interface's status: Tests the status of another interface.
If Test another interface's status is selected, complete the following:
» Test interface: The interface to test.
* IP version: The type of IP connection, one of:
° Any: Either the IPv4 or IPv6 connection must be up.
° Both: Both the IPv4 or IPv6 connection must be up.
° |Pv4: The IPv4 connection must be up.
° |Pv6: The IPv6 connection must be up.
e Expected status: The status required for the test to past.

© Up: The test will pass only if the referenced interface is up and passing its own
SurelLink tests (if applicable).

° Down: The test will pass only if the referenced interface is down or failing its own
SureLink tests (if applicable).

13. Click Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Change to WAN or WWAN's node in the configuration schema. For example, to disable the
default DNS test for an interface named my_wan:

(config)> network interface my_wan
(config network interface my_wan)>

4. Disable the default DNS test:

(config network interface my_wan)> surelink tests 0 enable false
(config network interface my_wan)>

5. Add a new test:
a. Add atest:

(config network interface my_wan)> add surelink tests end
(config network interface my_wan surelink tests 1)>

b. Create a label for the test:

(config network interface my_wan surelink tests 1)> label string
(config network interface my_wan surelink tests 1)>
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c. if the test should apply to both IPv6 rather than IPv4, enable IPv6:

(config network interface my_wan surelink tests 1)> ipv6 true
(config network interface my_wan surelink tests 1)>

d. Set the test type:

(config network interface my_wan surelink tests 1)> test value
(config network dinterface my_wan surelink tests 1)>

where value is one of:
®  ping: Uses ICMP to determine connectivity.
If ping is selected, complete the following:
e Set the ping_method:

(config network interface my_wan surelink tests 1)> ping_
method value
(config network interface my_wan surelink tests 1)>

where value is one of:
° hostname: The hostname or IP address of an external server.

° Set ping_host to the hostname or IP address of the server:

(config network interface my_wan surelink tests 1)> ping_
host hostname/IP_address
(config network interface my_wan surelink tests 1)>

° interface_gateway. If set, an initial traceroute is sent to the hostname or IP
address configured in the SureLink advanced settings, and then the first hop
in that route is used for the ping test.

° interface_address.
° interface_dns: The interface's DNS server.

» Set the number of bytes to send as part of the ping payload:
(config network interface my_wan ipsec tunnel ipsec_example

surelink tests 1)> ping_size int
(config network interface my_wan surelink tests 1)>

= dns: Performs a DNS query to the named DNS server.
If dns is set, set the IPv4 or IPv6 address of the DNS server:

(config network interface my_wan surelink tests 1)> dns_server
IP_address
(config network interface my_wan surelink tests 1)>

= http: Uses HTTP(s) GET requests to determine connectivity to the configured web
server.

If http is set, set the URL of the web server.

TX54 User Guide 118



Interfaces Wide Area Networks (WANs)

(config network interface my_wan surelink tests 1)> http url

(config network dinterface my_wan surelink tests 1)>

®  dns_configured: Tests communication with DNS servers that are either provided by
DHCP, or statically configured for this interface.

® interface_up: Tests the current status of the interface. The test fails if the interface
is down. Failing this test infers that all other tests fail.

If interface_up is set, complete the following:

¢ Set the amount of time that the interface is down before the test can be
considered to have failed.

(config network interface my_wan surelink tests 1)>
interface_down_time value
(config network interface my_wan surelink tests 1)>

where value is any number of weeks, days, hours, minutes, or seconds, and
takes the format number{w|d|h|m|s}.

For example, to set interface_down_time to ten minutes, enter either 10m or
600s:

(config network interface my_wan surelink tests 1)>
interface_down_time 600s
(config)>

¢ Set the amount of time to wait for the interface to connect for the first time
before the test is considered to have failed.

(config network interface my_wan surelink tests 1)>
interface_timeout value
(config network interface my_wan surelink tests 1)>

where value is any number of weeks, days, hours, minutes, or seconds, and
takes the format number{w|d|h|m|s}.

For example, to set interface_timeout to ten minutes, enter either 10m or
600s:

(config network interface my_wan surelink tests 1)>
interface_timeout 600s
(config)>

B custom_test: Tests the interface with custom commands.

If custom_test is set, set the commands to run to perform the test:

(config network interface my_wan surelink tests 1)> custom_
test_commands "string"

(config network interface my_wan surelink tests 1)>
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= tcp_connection: Tests that the interface can reach a destination port on the
configured host.

If tcp_connection is selected, complete the following:

¢ Set the hostname or IP address of the host to create a TCP connection to:

(config network interface my_wan surelink tests 1)> tcp_host
hostname/IP_address
(config network interface my_wan surelink tests 1)>

e Set the TCP port to create a TCP connection to.

(config network interface my_wan surelink tests 1)> tcp_port
port
(config network interface my_wan surelink tests 1)>

® other: Tests the status of another interface.
If other is selected, complete the following:

¢ Set the interface to test.
i. Use the ? to determine available interfaces:

(config network interface my_wan surelink tests 1)> other_
interface ?

Test interface: Test the status of this other +interface.

Format:
/network/interface/defaultip
/network/interface/defaultlinklocal
/network/interface/lanl
/network/interface/lan_hotspot
/network/interface/loopback
/network/interface/wanl
/network/interface/wwanl
/network/interface/wwan2

Current value:

(config network interface my_wan surelink tests 1)> other_
interface

ii. Set the interface. For example:

(config network dinterface my_wan surelink tests 1)> other_
interface /network/interface/wanl
(config network dinterface my_wan surelink tests 1)>

e Set the type of IP connection:

(config network interface my_wan surelink tests 1)> other_ip_
version value
(config network interface my_wan surelink tests 1)>
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where value is one of:

° any: Either the IPv4 or IPv6 connection must be up.
° both: Both the IPv4 or IPv6 connection must be up.
° ipv4 The IPv4 connection must be up.

° ipv6: The IPv6 connection must be up.

e The status required for the test to past.

(config network interface my_wan surelink tests 1)> other_
status value
(config network interface my_wan surelink tests 1)>

where value is one of:

° up: The test will pass only if the referenced interface is up and passing its
own SureLink tests (if applicable).

° down: The test will pass only if the referenced interface is down or failing its
own SureLink tests (if applicable).

6. Save the configuration and apply the change:

(config network interface my_wan ipv4 surelink)> save
Configuration saved.
>

7. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Example: Use a ping test for WAN failover from Ethernet to cellular

In this example configuration, the WAN1 interface serves as the primary WAN, while the cellular
WWAN1 and WWAN2 interfaces, respectively, serve as the backup WANs. This example assumes a
dual-cellular model.

WANT

M T $ o
N
Cellar provider 1
~ -

~
WWAN2

’ 1P host 43.66.93.111

In this example configuration, SureLink is used over for the WAN1 interface to send a probe packet of
size 256 bytes to the IP host 43.66.93.111 every 10 seconds. If there are three consecutive failed
responses, the default Update Routing recovery action will increase the metric for the WAN1
interface by 100, which will cause the TX54 device to start using the WWANL1 interface as the default
route.

If the TX54 device cannot get a connection on the WWANL1 interface, it attempts to use the WWAN2
interface. It continues to regularly test the connection to WAN1 and WWAN1, and when tests on one
of those WANSs succeeds, the device falls back to the successful highest priority WAN.

To achieve this WAN failover from the WAN1 to the WWAN1 and WWAN2 interfaces, the WAN failover
configuration is:
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1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.
2. Access the device configuration:

Remote Manager:
a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. Click the Device ID.
. Click Settings.
d. Click to expand Config.

Local Web Ul:
a. On the menu, click System. Under Configuration, click Device Configuration.

@ o S O ©sdnin

The Configuration window is displayed.

oIGI @Owtboud  EEsaus - fpssem @ admin
DigiTX54

3. Configure active recovery on WAN1:
a. Click Network > Interface > WAN1 > SureLink.

b. For Test interval, type 10s.
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c. Click to expand Tests.

d. Disable the default DNS test:
i. Click to expand the default DNS configured test.
ii. Click to toggle off Enable.

e. Click 4 to add a new test.

f. For Test type, select Ping test.
g. For Ping host, type 43.66.93.111.
h. For Ping payload size, type 256.

4. Repeat the above step for WWAN1 and WWAN2 to enable SureLink on those interfaces.
5. Configure WWANL1 to have priority over WWANZ2. The default configurations for WWAN1 and

WWAN?2 both have the metric set to 3, while WAN1 has a metric of 1. To configure WWANL1 to
have priority over WWAN2 and continue to be serve as a backup to WAN1, WWAN1's metric
should be set to 2.

a. Click Network > Interface > WWANL1 > IPv4.
b. For Metric, type 2.

Click Apply to save the configuration and apply the change.

Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.
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2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Configure SureLink on WAN1:
a. Set the interval to ten seconds:

(config)> network interface wanl surelink +interval 10s
(config)>

b. Disable the default DNS test:

(config)> network interface wanl surelink tests 0 enable false
(config)>

c. Add a test:

(config)> add network interface wanl surelink tests end
(config network interface wanl surelink tests 1)>

d. Set the probe type to ping:

(config network interface wanl ipv4 surelink tests 1)> test ping
(config network interface wanl ipv4 surelink tests 1)>

e. Set the packet size to 256 bytes:

(config network interface wanl 1ipv4 surelink tests 1)> ping_size 256
(config network dinterface wanl 1ipv4 surelink tests 1)>

f. Set the host to ping:

(config network interface wanl ipv4 surelink tests 1)> ping_host
43.66.93.111
(config network interface wanl ipv4 surelink tests 1)>

1. Repeat the above step for the cellular WWAN1 (wwanl) and WWAN2 (wwan2) interfaces to
enable SureLink on those interfaces. Note that this will cause the interfaces to send a ping
every 10 seconds, which will incur data costs.

2. Configure WWANL1 to have priority over WWANZ2. The default configurations for WWAN1 and
WWAN?2 both have the metric set to 3, while WAN1 has a metric of 1. To configure WWANL1 to
have priority over WWAN2 and continue to be serve as a backup to WAN1, WWAN1's metric
should be set to 2.

a. Type ... to return to the root of the config prompt:

(config network interface wanl surelink tests 1)>
(config)>
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b. Set the metric for WWAN1:

(config)> network dinterface wwanl [ipv4 metric 2
(config)>

4. Save the configuration and apply the change:

(config)> save
Configuration saved.
>

5. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Using Ethernet devices in a WAN

The TX54 device has four Ethernet devices, named ETH1, ETH2, ETH3, and ETH4. You can use these
Ethernet interfaces as a WAN when connecting to the Internet, through a device such as a cable
modem:

2161”7 WAN/ETH1 CABLE
o R INTERNET

By default, the WAN/ETH1 Ethernet device is configured as a WAN, named WAN1, with both DHCP and
NAT enabled and using the External firewall zone. This means you should be able to connect to the
Internet by connecting the WAN/ETH1 Ethernet port to another device that already has an internet
connection.

The ETH2, ETH3, and ETH4 devices are by default configured as part of a bridge named LAN1 that is
used by the LAN1 interface, which uses the Internal firewall zone. If desired, you can assign these
Ethernet devices to a WAN.

Using cellular modems in a Wireless WAN (WWAN)

The TX54 supports either one or two cellular modems, depending on the model. The modems are
named:

® Single-cellular models:

* WWAN cellular modem or WWAN1 cellular modem
® Dual-cellular models:

¢ WWAN1 cellular modem

* WWAN2 cellular modem.

These devices are included in one or two preconfigured Wireless WANs, WWAN or WWAN1, and
WWAN2.

Each cellular modem can have only one active SIM slot at any one time. For example, WWAN1 cellular
modem can have either SIM1 or SIM2 up at one time.

Typically, you configure SIM1 of the cellular modem as the primary cellular interface, and SIM2 as the
backup cellular interface. In this way, if the TX54 device cannot connect to the network using SIM1, it
automatically fails over to SIM2. TX54 devices automatically use the correct cellular module firmware
for each carrier when switching SIMs.
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The dual-cellular variants of the TX54 device can have two cellular interfaces up at one time—one for
each modem. Typically, an administrator would route traffic to different destinations over a specific
cellular interface.

Configure cellular modems

Configuring the TX54's cellular modems involves configuring the following items:

Required configuration items

® Enable the cellular modem.

Cellular modems are enabled by default.
® Determine the SIM slot that will be used when connecting to the cellular network.
®  Configure the maximum number of interfaces that can use the modem.

® Enable carrier switching, which allows the modem to automatically match the carrier for the
active SIM.

Carrier switching is enabled by default.
®  Configure the access technology.

B Determine which cellular antennas to use.

Additional configuration items

= |f Active SIM slot is set to Any, determine the preferred SIM slot.

In the event of a failover to a non-preferred SIM, or if manual SIM switching is used to switch to
a non-preferred SIM, the modem will attempt to reconnect to the SIM in the preferred SIM slot.

® 5G single slice (NSSAI) support

=

56

The Digi TX54 supports 5G technology. In order to take advantage of the 5G capabilities of the device,
you must use a SIM that has been provisioned for 5G support.

To configure the modem:

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.
2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. Click the Device ID.
Click Settings.
d. Click to expand Config.

Local Web Ul:
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a. On the menu, click System. Under Configuration, click Device Configuration.

@owtbors  suws @ R

The Configuration window is displayed.

oIGI @Owtooard  EEsous - Lrsysem - ©admin
DlgiTXs4

3. Forsingle-cellular models, click Network > Modems > WWAN cellular modem or WWAN1
cellular modem.
For dual-cellular variants, there are two cellular modems, WWAN1 cellular modem and

WWAN2 cellular modem. Select the appropriate cellular modem. For example, to configure
the WWAN1 cellular modem, click Network > Modems > WWAN1 cellular modem.

4. Modem are enabled by default. Click to toggle Enable to off to disable.

For Active SIM slot, select the SIM slot that should be used by the modem, or select Any to use
any SIM slot. The default is Any.

6. If Active SIM slot is set to Any, for Preferred SIM slot, select the SIM slot that should be
considered the preferred slot for this modem, or select None. In the event of a failover to a
non-preferred SIM, or if manual SIM switching is used to switch to a non-preferred SIM, the
modem will attempt to reconnect to the SIM in the preferred SIM slot. None is the default.

7. For Maximum number of interfaces, type the number of interfaces that can be configured to
use this modem. This is used when using dual-APN SIMs. The default is 1.

8. For Signal strength query interval, type or select the amount of time the system waits before
polling the modem for signal information.
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Allowed values are any number of weeks, days, hours, minutes, or seconds, and take the
format number{w|d|h|m|s}.

For example, to set Signal strength query interval to ten minutes, enter 10m or 600s.
The default is 30s.

Enable Carrier switching to allow the modem to automatically match the carrier for the active
SIM. Carrier switching is enabled by default.

For Access technology, select the type of cellular technology that this modem should use to
access the cellular network, or select All technologies to configure the modem to use the best
available technology. The default is All technologies.

For Antennas, select whether the modem should use the main antenna, the auxiliary antenna,
or both the main and auxiliary antennas.

Click to expand Default Slice Information.
a. Click Enable to enable the default slice for this modem.
b. For Slice Service Type (SST), select the type of slice to be used.
Allowed values are:
= eMBB: Enhanced Mobile Broadband.
®  URLLC: Ultra-Reliable Low-Latency Communications.
®  MloT: Massive Internet of Things.
The default is eMBB.

c. (Optional) For Slice Differentator (SD), type additional information that supplements the
SST to differentiate among multiple network slices of the same SST.

Click Apply to save the configuration and apply the change.

Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

At the command line, type config to enter configuration mode:

> config
(config)>

Depending on the model of the TX54 device, there may be one cellular modem, named either
wwan or wwanl, or there may be two cellular modems, wwanl and wwan2, which
correspond to each cellular modem. Use the appropriate cellular modem name to configure
the modem. The examples in this section will use the wwanl modem. Modem configurations
are enabled by default. To disable:

(config)> network modem wwanl enable false
(config)>
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Set the SIM slot that should be used by the modem:

(config)> network modem wwanl sim_slot value
(config)>

where value is one of the following:
= any: Uses either SIM slot.
® 1: Uses the first SIM slot.
® 2. Uses the second SIM slot.
The default is any.

If sim_slot is set to any, set the SIM slot that should be considered the preferred slot for this
modem:

(config)> network modem wwanl sim_slot_preference value
(config)>

where value is one of the following:
® none: Does not consider either SIM slot to be the preferred slot.
® 1: Configures the first SIM slot as the preferred SIM slot.
® 2. Configures the second SIM slot as the preferred SIM slot.

In the event of a failover to a non-preferred SIM, or if manual SIM switching is used to switch to
a non-preferred SIM, the modem will attempt to reconnect to the SIM in the preferred SIM slot.
The default is none.

Set the amount of time the system waits before polling the modem for signal information:

(config)> network modem wwanl query_interval value
(config)>

where value is any number of weeks, days, hours, minutes, or seconds, and takes the format
number{w|d|h|m|s}.
For example, to set query_interval to ten minutes, enter either 10m or 600s:

(config)> network modem wan query_interval 600s
(config)>
The default is 30s.

Set the maximum number of interfaces. This is used when using dual-APN SIMs. The default is
1

(config)> network modem wwanl max_intfs int
(config)>

Carrier switching allows the modem to automatically match the carrier for the active SIM.
Carrier switching is enabled by default. To disable:

(config)> network modem wwanl carrier_switch false
(config)>
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9. Set the type of cellular technology that this modem should use to access the cellular network:

(config)> network modem wwanl access_tech value
(config)>

Available options for value vary depending on the modem type. To determine available
options:

(config)> network modem wwanl access_tech ?

Access technology: The cellular network technology that the modem may
use.
Format:

2G

3G

4G

4GM

4GT

5G

5G-ALL

5G-NSA

all
Default value: all
Current value: all

(config)>

The default is all, which uses the best available technology.

10. Set whether the modem should use the main antenna, the auxiliary antenna, or both the main
and auxiliary antennas:

(config)> network modem wwanl antenna value
(config)>
where value is one of the following:
® main
= aux
= both
11. Configure default slice information:
a. Enable the default slice for this modem:

(config)> network modem wwanl default_slice_info enabled true
(config)>

b. Set the type of slice to be used:

(config)> network modem wwanl default_slice_info sst value
(config)>
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where value is one of:
= EMBB: Enhanced Mobile Broadband.
®  URLLC: Ultra-Reliable Low-Latency Communications.
= MIOT: Massive Internet of Things.

The default is EMBB.

c. (Optional) Add additional information that supplements the SST to differentiate among
multiple network slices of the same SST:

(config)> network modem wwanl default_slice_info sd string
(config)>

12. Save the configuration and apply the change:

(config)> save
Configuration saved.
>

13. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Configure cellular modem APNs

The TX54 device uses a preconfigured list of Access Point Names (APNs) when attempting to connect
to a cellular carrier for the first time. After the device has successfully connected, it will remember the
correct APN. As a result, it is generally not necessary to configure APNs. However, you can configure
the system to use a specified APN.

To configure the APN:

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.
2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. Click the Device ID.
Click Settings.
d. Click to expand Config.

Local Web Ul:
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a. On the menu, click System. Under Configuration, click Device Configuration.

@owtbors  suws @ R

The Configuration window is displayed.

oIGI @Owtooard  EEsous - Lrsysem - ©admin
DlgiTXs4

For single-cellular models, click Network > Interfaces > WWAN or WWAN1 > APN list.

For dual-cellular variants, there are two WWANs, WWAN1 and WWAN2, which correspond to
each cellular modem. Select the appropriate WWAN. For example, to configure the Access
Point Names (APNs) for WWAN1, click Network > Interfaces > WWAN1 > APN list > APN.

+

For APN, type the Access Point Name (APN) to be used when connecting to the cellular carrier.
(Optional) IP version:
For IP version, select one of the following:
= Automatic: Requests both IPv4 and IPv6 address.
= |Pv4: Requests only an IPv4 address.
= |Pv6: Requests only an IPv6 address.
The default is Automatic.
(Optional) For Authentication method, select one of the following:
= None: No authentication is required.
= Automatic: The device will attempt to connect using CHAP first, and then PAP.
B CHAP: Uses the Challenge Handshake Authentication Profile (CHAP) to authenticate.
B PAP: Uses the Password Authentication Profile (PAP) to authenticate.
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If Automatic, CHAP, or PAP is selected, enter the Username and Password required to
authenticate.

The default is None.

AT&T LWM2M support is enabled by default. Disable if you are using an AT&T SIM that does
not support AT&T lightweight M2M.

8. To add additional APNs, for Add APN, click 4 and repeat the preceding instructions.

10.

(Optional) To configure the device to bypass its preconfigured APN list and only use the
configured APNs, enable APN list only.

Click Apply to save the configuration and apply the change.

Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

At the command line, type config to enter configuration mode:

> config
(config)>

Depending on the model of the TX54 device, there may be one WWAN, named either wwan or
wwanl, or there may be two WWANs, wwanl1 and wwan2, which correspond to each cellular
modem. Use the appropriate WWAN name to set the APN for the modem used by that WWAN.
For example, to configure the APN for the modem used by wwan1:

(config)> network interface wwanl modem apn 0 apn value
(config)>

where value is the APN for the SIM card.
(Optional) To add additional APNs:
a. Use the add command to add a new APN entry. For example:

(config)> add network interface wwanl modem apn end
(config network interface wwanl modem apn 1)>

b. Set the value of the APN:

(config network interface wwanl modem apn 1)> apn value
(config network dinterface wwanl modem apn 1)>

where value is the APN for the SIM card.
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5. (Optional) Set the IP version:

(config)> network interface wwanl modem apn 0 ip_version version
(config)>

where version is one of the following:
= auto: Requests both IPv4 and IPv6 address.
= jpv4: Requests only an IPv4 address.
® jpv6: Requests only an IPv6 address.
The default is auto.
6. (Optional) Set the authentication method:

(config)> network interface wwanl modem apn 0 auth method
(config)>
where method is one of the following:
® none: No authentication is required.
= auto: The device will attempt to connect using CHAP first, and then PAP.
= chap: Uses the Challenge Handshake Authentication Profile (CHAP) to authenticate.
= pap: Uses the Password Authentication Profile (PAP) to authenticate.
If auto, chap, or pap is selected, enter the Username and Password required to authenticate:
(config)> network interface wwanl modem apn 0 username name
(config)> network dinterface wwanl modem apn 0 password pwd
(config)>
The default is none.
7. Disable AT&T lightweight M2M if you are using an AT&T SIM that does not support AT&T
lightweight M2M:

(config)> network interface wwanl modem apn 0 attm2mglobal false
(config)>

(Optional) To configure the device to bypass its preconfigured APN list and only use the
configured APNs:

(config)> network interface wwanl modem apn_lock true
(config)>

10. Save the configuration and apply the change:
(config)> save

Configuration saved.
>

11. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.
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Configure dual APNs

Some cellular carriers offer a dual APN feature that allows a SIM card to be provisioned with two
separate APNs that can be used simultaneously. For example, Verizon offers this service as its Split
Data Routing feature. This feature provides two separate networking paths through a single cellular
modem and SIM card, and allows for configurations such as:

®  Segregating public and private traffic, including policy-based routes to ensure that your
internal network traffic always goes through the private connection.

®  Separation of untrusted Internet traffic from trusted internal network traffic.

®  Secure connection to internal customer network without using a VPN.

®  Separate billing structures for public and private traffic.

® Sjte-to-site networking, without the overhead of tunneling for each device.

In the following example configuration, all traffic on LAN1 is routed through the public APN to the
internet, and all traffic on LAN2 is routed through the private APN to the customer's data center:

To accomplish this, we will create separate WWAN interfaces that use the same modem but use
different APNs, and then use routing roles to forward traffic to the appropriate WWAN interface.

1. Log into Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.
2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. Click the Device ID.
Click Settings.
d. Click to expand Config.

Local Web Ul:
a. On the menu, click System. Under Configuration, click Device Configuration.

The Configuration window is displayed.
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3. Increase the maximum number of interfaces allowed for the modem:

a. Click Network > Modems > WWAN1 cellular modem (for certain models, this will be
WWAN cellular modem).

b. For Maximum number of interfaces, type 2.

4. Create the WWAN interfaces:
In this example, we will create two interfaces named WWAN_Public and WWAN_Private.
a. Click Network > Interfaces.
b. For Add Interface, type WWAN_Public and click 4.

For Interface type, select Modem.
d. For Zone, select External.

e. For Device, select WWAN1 cellular modem (for certain models, this will be WWAN
cellular modem).

f. (Optional): Configure the public APN. If the public APN is not configured, the TX54 will
attempt to determine the APN.

i. Click to expand APN list > APN.
ii. For APN, type the public APN for your cellular carrier.
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g. For Add Interface, type WWAN_Private and click <.

h. For Interface type, select Modem.
i. For Zone, select External.

j. For Device, select WWAN1 cellular modem (for certain models, this will be WWAN
cellular modem).

This should be the same modem selected for the WWAN_Public WWAN.
k. Enable APN list only.
[. Click to expand APN list > APN.
m. For APN, type the private APN provided to you by your cellular carrier.

5. Create the routing policies. For example, to route all traffic from LAN1 through the public APN,
and LAN2 through the private APN:
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a. Click Network > Routes > Policy-based routing.
b. Click the 4 to add a new route policy.

For Label, enter Route through public APN.
d. For Interface, select Interface: WWAN_Public.
e. Configure the source address:
i. Click to expand Source address.
ii. For Type, select Interface.
iii. For Interface, select LAN1.
f. Configure the destination address:
i. Click to expand Destination address.

ii. For Type, select Interface.

iii. For Interface, select Interface: WWAN_Public.

g. Click the 4 to add another route policy.
h. For Label, enter Route through private APN.
i. For Interface, select Interface: WWAN_Private.
j- Configure the source address:
i. Click to expand Source address.
ii. For Type, select Interface.
iii. For Interface, select LAN2.
k. Configure the destination address:
i. Click to expand Destination address.
ii. For Type, select Interface.
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iii. For Interface, select Interface: WWAN_Private.

6. Click Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Set the maximum number of interfaces for the modem:

(config)> network modem wwanl max_intfs 2
(config)>

4, Create the WWAN interfaces:
a. Create the WWANPublic interface:

(config)> add network interface WWANPublic
(config network interface WWANPublic)>

b. Set the interface type to modem:

(config network interface WWANPublic)> type modem
(config network interface WWANPublic)>

c. Setthe modem device:

(config network interface WWANPublic)> modem device wwanl
(config network interface WWANPublic)>

d. (Optional): Set the public APN. If the public APN is not configured, the TX54 will attempt to
determine the APN.

(config network interface WWANPublic)> modem apn public_apn
(config network interface WWANPublic)>
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e. Use to periods (..) to move back one level in the configuration:

(config network interface WWANPublic)>
(config network interface)>

f. Create the WWANPrivate interface:

(config network dinterface)> add WWANPrivate
(config network 1interface WWANPrivate)>

g. Set the interface type to modem:

(config network interface WWANPrivate)> type modem
(config network interface WWANPrivate)>

h. Set the modem device:

(config network interface WWANPrivate)> modem device wwanl
(config network interface WWANPrivate)>

i. Enable APN list only:

(config network interface WWANPrivate)> apn_lock true
(config network 1interface WWANPrivate)>

j- Set the private APN:

(config network interface WWANPublic)> modem apn private_apn
(config network interface WWANPublic)>

5. Create the routing policies. For example, to route all traffic from LAN1 through the public APN,
and LAN2 through the private APN:

a. Add a new routing policy:

(config)> add network route policy end
(config network route policy 0)>

b. Set the label that will be used to identify this route policy:

(config network route policy 0)> label "Route through public apn"
(config network route policy 0)>

c. Set the interface:

(config network route policy 0)> dinterface
/network/interface/WWANPublic
(config network route policy 0)>

d. Configure the source address:

i. Set the source type to interface:

(config network route policy 0)> src type interface
(config network route policy 0)>
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ii. Setthe interface to LAN1:

(config network route policy 0)> src interface LAN1
(config network route policy 0)>

e. Configure the destination address:
i. Set the type to interface:

(config network route policy 0)> dst type interface
(config network route policy 0)>

ii. Set the interface to WWANPublic :

(config network route policy 0)> interface
/network/interface/WWANPublic
(config network route policy 0)>

f. Use to periods (..) to move back one level in the configuration:

(config nnetwork route policy 0)>
(config nnetwork route policy)>

g. Add a new routing policy:

(config network route policy )> add end
(config network route policy 1)>

h. Set the label that will be used to identify this route policy:

(config network route policy 1)> label "Route through private apn"
(config network route policy 1)>

i. Setthe interface:

(config network route policy 1)> dinterface
/network/interface/WWANPrivate
(config network route policy 1)>

j. Configure the source address:
i. Set the source type to interface:

(config network route policy 1)> src type interface
(config network route policy 1)>

ii. Set the interface to LAN2:

(config network route policy 1)> src interface LAN2
(config network route policy 1)>
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k. Configure the destination address:
i. Set the type to interface:

(config network route policy 1)> dst type interface
(config network route policy 1)>

ii. Setthe interface to WWANPrivate :

(config network route policy 1)> dinterface
/network/interface/WWANPrivate
(config network route policy 1)>

6. Save the configuration and apply the change:

(config network route policy 1)> save
Configuration saved.
>

7. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Configure manual carrier selection

By default, your TX54 automatically selects the most appropriate cellular carrier based on the
SIM that is in use and the status of available carriers in your area.

Alternatively, you can configure the devices to manually select the carrier, based on the Network
PLMN ID. You can also configure the device to use manual carrier selection and fall back to automatic
carrier selection if connecting to the manually-configured carrier fails.

You can use also use the modem scan command at the command line to scan for available carriers
and determine their PLMN ID.

Required configuration items

® Select Manual or Manual/Automatic carrier selection mode.
® The Network PLMN ID.

1. Log into Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. Click the Device ID.
Click Settings.
d. Click to expand Config.
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Local Web Ul:
a. On the menu, click System. Under Configuration, click Device Configuration.

@ostbond Bsouws o

The Configuration window is displayed.

oIGI @Owtboud  EEsaws - Rpsysem @ admin
DigiTX5e

3. For single-cellular models, click Network > Interfaces > WWAN or WWAN1.

For dual-cellular variants, there are two WWANs, WWAN1 and WWAN2, which correspond to

each cellular modem. Select the appropriate WWAN, for example WWAN1, click Network >
Interfaces > WWAN1.

4. For Carrier selection mode, select one of the following:

= Automatic—The device automatically selects the carrier based on your SIM and cellular
network status.

= Manual—The device will only connect to the carrier identified in the Network PLMN ID.
If the carrier is not available, no cellular connection will be established.

®  Manual/Automatic—The device will attempt to connect to the carrier identified in the
Network PLMN ID. If the carrier is not available, the device will fall back to using
automatic carrier selection.

5. If Manual or Manual/Automatic are selected for Carrier section mode, enter the Network
PLMN ID.
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You can use the modem scan command at the Admin CLI to scan for available carriers
and determine their PLMN ID. See Scan for available cellular carriers for details.

6. Click Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Depending on the model of the TX54 device, there may be one WWAN, named either wwan or
wwanl, or there may be two WWANs, wwanl and wwan2, which correspond to each cellular
modem. Use the appropriate WWAN name. For example, to configure the carrier selection
mode for wwanl:

(config)> network interface wwanl modem operator_mode value
(config)>

where value is one of:

= automatic—The device automatically selects the carrier based on your SIM and cellular
network status.

® manual—The device will only connect to the carrier identified in the Network PLMN ID.
If the carrier is not available, no cellular connection will be established.

® manual_automatic—The device will attempt to connect to the carrier identified in the
Network PLMN ID. If the carrier is not available, the device will fall back to using
automatic carrier selection.
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If carrier section mode is set to manual or manual_automatic, set the network PLMN ID:

(config)> network interface wwanl modem operator plmn_ID
(config)>

You can use the modem scan command at the Admin CLI to scan for available carriers
and determine their PLMN ID. See Scan for available cellular carriers for details.

Save the configuration and apply the change:

(config)> save
Configuration saved.
>

Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Scan for available cellular carriers

You can scan for available carriers and determine their network PLMN ID by using the modem scan
command at the Admin CLI.

4.

Log into the TX54 WebUI as a user with Admin access.
From the main menu, click Status > Modems.

If the device has multiple modems, for the appropriate modem, scroll to the Connection
Status section and click SCAN.

Connection Status

Modem

Modem State Connected
Interface Status Connected
APN 10569.mcs

Carrier Scan

The Carrier Scan window opens.

w0 e

(Optional) Change the Timeout for the carrier scan. The default is 300 seconds.
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5. When the Carrier Scan window opens, the results of the most recent previous scan are
displayed. If there is no previous scan available, or to refresh the list, click SCAN.

6. The current carrier is highlighted in green. To switch to a different carrier:
a. Highlight the appropriate carrier and click SELECT.
The Carrier selection dialog opens.

The following configuration parameters will be changed
Verizon

k PLMN ID 311480

 technology 46

Carrier selection mode Manual/Automatic -

SONEES

b. For Carrier selection mode, select one of the following:

®  Manual/Automatic: The device will use automatic carrier selection if this carrier is
not available.

= Manual: Does not allow the device to use automatic carrier selection if this carrier
is not available.

If Manual is selected, your modem must support the Network technology or
the modem will lose cellular connectivity. If you are using a cellular connection to
perform this procedure, you may lose your connection and the device will no longer
be accessible.

1. Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. If the device has more than one modem, identify the modem by using the name parameter, for
example:

> modem scan name wwanl
Issuing network scan, this may take some time...

Status Carrier PLMN ID Technology
Available T-Mobile 310260 5G
Available T-Mobile 310260 4G
Available T-Mobile 310260 3G
Available AT&T 310410 4G
Available Verizon 311480 4G
Available 311 490 311490 4G
Available 313 100 313100 4G
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Show cellular status and statistics

You can view a summary status for all cellular modems, or view detailed status and statistics for a
specific modem.

Standalone and non-standalone 5G modes

For models of the Digi TX54 that support 5G, uses both 5G SA (standalone) and NSA (non-standalone)
mode, depending on your connection to the cellular network. When operating in NSA mode, a device
will first connect to the 4G LTE network, and if 5G is available, the device will be able to use it for
additional bandwidth.

One result of the use of NSA mode is that the modem will report status for both 4G and 5G
technologies. When there is no cellular activity occurring on the 5G network, the modem reports the
5G RRC state as idle. The modem's status will only reflect activity on the 5G network when the
modem is actively transferring cellular data on the 5G network.

Log into the TX54 WebUI as a user with Admin access.
On the menu, click Status.

Under Connections, click Modems.

The modem status window is displayed

1. Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. Use the show modem command:

® To view a status summary for all modems:

> show modem

Modem SIM Status APN Signal Strength
wwanl 1 (ready) connected 1234 Good (-84 dBm)
wwan2 1 (ready) connected 1234 Good (-84 dBm)
>

® To view detailed status and statistics for a specific modem, use the show modem name
name command. For example, to view detailed status and statistics for a modem
named wwanl:

> show modem name wwanl

wwanl: [Telit] LM940

IMEI . 355890340104541
Mode'l : EM9191
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FW Version
Revision

State

Signal Strength
Bars

Access Mode

Network Technology (CNTI):

Temperature

wwanl Interface

IPv4 surelink
IPv4 address

IPv4 gateway

IPv4 MTU

IPv4 DNS server(s)

IPv6 surelink
IPv6 address
IPv6 gateway
IPve MTU

TX bytes
RX bytes
Uptime

SIM

SIM Slot

SIM Status
IMSI

ICCID

SIM Provider

4G
Band
RSRQ
RSRP
RSSI
SNR
SINR

5G

RRC State

Wide Area Networks (WANs)

01.07.19.00_TMO_001.010_000
01.07.19.00_TMO_001.010_000

connected

Good (-85 dBm)
2/5

5G

NR5G-NSA

34C

1234

passing
189.232.229.47
189.232.229.1
1500

245.144.162.207, 245.144.162.208

passing

11f6:4680:0d67:59d2:552b:3429:81a8:flea
ff50:d95d:7e98:abe8:3030:9138:4f25:f51b

1500

127941
61026
10 hrs, 56 mins (39360s)

1

ready

61582122197895
26587628655003992180

¢ AT&T

B66

Fair to Poor (-14.0 dB)
Excellent (-69.0 dBm)
Excellent (-51.0 dBm)
Good (9.0 dB)

Good (9.6 dB)

Connected

148



Interfaces Wide Area Networks (WANs)

Bars : 2/5
Band . n71
RSRQ : Poor (-14 dB)
RSRP : Good (-78 dBm)
SINR : Poor (4.5 dB)
>

Unlock a SIM card

A SIM card can be locked if a user tries to set an invalid PIN for the SIM card too many times. In
addition, some cellular carriers require a SIM PIN to be added before the SIM card can be used. If the
SIM card is locked, the TX54 device cannot make a cellular connection.

To unlock a SIM card:
1. Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the Admin CLI prompt, use the modem puk unlock command to set a new PIN for the SIM
card:

> modem puk unlock puk_code new_pin modem_name
>

For example, to unlock a SIM card in the modem named wwanl with PUK code 12345678, and
set the new SIM PIN to 1234:

> modem puk unlock 12345678 1234 wwanl
>

3. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

If the SIM remains in a locked state after using the unlock command, contact your cellular
carrier.

Signal strength for cellular connections

See Show cellular status and statistics for procedures to view this information.

Signal strength for 5G connections
For 5G connections, the RSRP value determines signal strength.

® Excellent: > -65 dBm
® Good: -64 dBm to -80 dBm
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Fair: -81 dBm to -90 dBm
Poor: <-90 dBm

Signal strength for 4G connections

For 4G connections, the RSRP value determines signal strength.

Excellent: > -90 dBm

Good: -90 dBm to -105 dBm

Fair: -106 dBm to -115 dBm

Poor: -116 dBm to -120 dBm
No service: <-120 dBm

Signal strength for 3G and 2G connections
For 3G and 2G cellular connections, the current RSSI value determines signal strength.

Excellent: > -70 dBm

Good: -70 dBm to -85 dBm
Fair: -86 dBm to -100 dBm
Poor: < -100 dBm to -109 dBm

No service: -110 dBm

Tips for improving cellular signal strength

If the signal strength LEDs or the signal quality for your device indicate Poor or No service, try the
following things to improve signal strength:

Move the TX54 device to another location.
Try connecting a different set of antennas, if available.
Purchase a Digi Antenna Extender Kit:

e Antenna Extender Kit, Im

AT command access

To run AT commands from the TX54 command line:

1.

2.

3.

Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

At the Admin CLI prompt, type modem at-interactive and press Enter. Type n if you do not

want exclusive access. This allows you to send AT commands to the device while still allowing
the device to connect, disconnect, and/or reconnect to the cellular network.

At the Admin CLI prompt, use the modem at-interactive command to begin an interactive AT
command session:
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> modem at-interactive

Do you want exclusive access to the modem? (y/n) [y]:
If the device has more than one modem, identify the modem by name, for example:

> modem at-interactive name wwanl

Do you want exclusive access to the modem? (y/n) [y]:

4. Type nif you do not want exclusive access. This allows you to send AT commands to the
device while still allowing the device to connect, disconnect, and/or reconnect to the cellular
network.

The following is an example interactive AT command:

> modem at-interactive name wwanl

Do you want exclusive access to the modem? (y/n) [y]: n
Starting terminal access to modem AT commands.
Note that the modem 1is still in operation.

To quit enter '~.' ('~~.' if using an ssh client) and press ENTER

Connected

ati

Manufacturer: Sierra Wireless, Incorporated
Model: MC7455

Revision: SWI9X30C_02.24.03.00 r6978 CARMD-EV-FRMWR2 2017/03/02 13:36:45
MEID: 35907206045169

IMEI: 359072060451693

IMET SV: 9

FSN: LQ650551070110

+GCAP: +CGSM

OK

5. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.
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Configure a Wide Area Network (WAN)

Configuring a Wide Area Network (WAN) involves configuring the following items:

Required configuration items

® A name for the interface.

If the interface name is more than eight characters, the name will be truncated in the
underlying network interface to the first six characters followed by three digits, incrementing

from 000. This affects any custom scripts or firewall rules that may be trying to adjust the
interface or routing table entries.

The interface type: Ethernet.

The firewall zone: External.

The network device or bridge that is used by the WAN.
Configure the WAN as a DHCP client.

Additional configuration items

failures for further information.

®  Additional IPv4 configuration:

* The metric for IPv4 routes associated with the WAN.
* The relative weight for IPv4 routes associated with the WAN.
* The IPv4 management priority of the WAN. The active interface with the highest

®  Active recovery configuration. See Configure SureLink active recovery to detect WAN/WWAN

management priority will have its address reported as the preferred contact address for

central management and direct device access.
e The IPv4 Maximum Transmission Unit (MTU) of the WAN.

¢ When to use DNS: always, never, or only when this interface is the primary default route.

* When to use DNS servers for this interface.
e Whether to include the TX54 device's hostname in DHCP requests.

® |Pv6 configuration:

e The metric for IPv6 routes associated with the WAN.
* The relative weight for IPv6 routes associated with the WAN.
e The IPv6 management priority of the WAN. The active interface with the highest

management priority will have its address reported as the preferred contact address for

central management and direct device access.
e The IPv6 Maximum Transmission Unit (MTU) of the WAN.

e When to use DNS: always, never, or only when this interface is the primary default route.

¢ When to use DNS servers for this interface.
e Whether to include the TX54 device's hostname in DHCP requests.

®  MAC address denylist and allowlist.

To create a new WAN or edit an existing WAN:
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1. Log into Digi Remote Manager, or log into the local Web Ul as a user with full Admin access

rights.
2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your

device.
b. Click the Device ID.
. Click Settings.
d. Click to expand Config.

Local Web Ul:
a. On the menu, click System. Under Configuration, click Device Configuration.

@ S O ©sinin

The Configuration window is displayed.

oIGI @Owtboud  EEsaws - Rpsysem @ admin
DigiTX5e

3. Click Network > Interfaces.
4. Create the WAN or select an existing WAN:

= To create a new WAN, for Add interface, type a name for the WAN and click <.

® To edit an existing WAN, click to expand the WAN.

The Interface configuration window is displayed.
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New WANSs are enabled by default. To disable, toggle off Enable.
5. For Interface type, leave at the default setting of Ethernet.
For Zone, select External.

For Device, select an Ethernet device, a Wi-Fi client, or a bridge. See Bridging for more
information about bridging.

8. (Optional) Click to expand 802.1x to configure 802.1x port based network access control.
The TX54 can function as an 802.1x authenticator; it does not function as an 802.1x supplicant.
a. Click to expand Authentication.
b. Click Enable server to enable the 802.1x authenticator on the TX54 device.
c. Set the Reauth period.
9. Configure IPv4 settings:
a. Click to expand IPv4.
IPv4 support is enabled by default.
b. For Type, select DHCP address.
¢. Optional IPv4 configuration items:
i. Set the Metric.

See Configure WAN/WWAN priority and default route metrics for further information
about metrics.

ii. For Weight, type the relative weight for default routes associated with this interface.
For multiple active interfaces with the same metric, Weight is used to load balance
traffic to the interfaces.

iii. Set the Management priority. This determines which interface will have priority for
central management activity. The interface with the highest number will be used.

iv. Setthe MTU.

v. For Use DNS, select one of the following:

= Always: DNS will always be used for this WAN; when multiple interfaces have
the same DNS server, the interface with the lowest metric will be used for DNS
requests.

® When primary default route: Only use the DNS servers provided for this
interface when the interface is the primary route.
® Never: Never use DNS servers for this interface.
vi. Enable DHCP Hostname to instruct the TX54 device to include the device's system
name with DHCP requests as the Client FQDN option. The DHCP server can then be

configured to register the device's hostname and IP address with an associated DNS
server.
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® See RFC4702 for further information about DHCP server support for the Client
FQDN option.

B See Configure system information for information about setting the TX54
device's system name.

10. (Optional) Configure IPv6 settings:
a. Click to expand IPv6.
Enable IPv6 support.
For Type, select DHCPv6 address.

& n U

For Prefix length, type the minimum length of the prefix to assign to this LAN. If the
minimum length is not available, then a longer prefix will be used.

e. For Prefix ID, type the identifier used to extend the prefix to the assigned length. Leave
blank to use a random identifier.

f. Set the Metric.

See Configure WAN/WWAN priority and default route metrics for further information about
metrics.

g. For Weight, type the relative weight for default routes associated with this interface. For
multiple active interfaces with the same metric, Weight is used to load balance traffic to
the interfaces.

h. Set the Management priority. This determines which interface will have priority for
central management activity. The interface with the highest number will be used.

i. Setthe MTU.
j- For Use DNS:

= Always: DNS will always be used for this WAN; when multiple interfaces have the
same DNS server, the interface with the lowest metric will be used for DNS
requests.

= When primary default route: Only use the DNS servers provided for this interface
when the interface is the primary route.

®  Never: Never use DNS servers for this interface.

k. Enable DHCP Hostname to instruct the TX54 device to include the device's system name
with DHCP requests as the Client FQDN option. The DHCP server can then be configured to
register the device's hostname and IP address with an associated DNS server.

® See RFC4702 for further information about DHCP server support for the Client
FQDN option.

® See Configure system information for information about setting the TX54 device's
system name.

11. (Optional) Click to expand MAC address denylist.

Incoming packets will be dropped from any devices whose MAC addresses is included in the
MAC address denylist.

a. Click to expand MAC address denylist.
b. For Add MAC address, click <.
c. Type the MAC address.
12. (Optional) Click to expand MAC address allowlist.
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If allowlist entries are specified, incoming packets will only be accepted from the listed MAC
addresses.

a. Click to expand MAC address allowlist.
b. For Add MAC address, click <.
c. Type the MAC address.

1. See Configure SurelLink active recovery to detect WAN/WWAN failures for information about
configuring SureLink.

13. Click Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Create a new WAN or edit an existing one:

® To create a new WAN named my_wan:

(config)> add network interface my_wan
(config network interface my_wan)>

®  To edit an existing WAN named my_wan, change to the my_wan node in the
configuration schema:

(config)> network interface my_wan
(config network interface my_wan)>

4. Set the appropriate firewall zone:

(config network interface my_wan)> zone zone
(config network interface my_wan)>

See Firewall configuration for further information.

5. Select an Ethernet device, a Wi-Fi device, or a bridge. See Bridging for more information about
bridging.
a. Enter device ? to view available devices and the proper syntax.

(config network interface my_wan)> device ?

Device: The network device used by this network {interface.
Format:

/network/device/ethl

/network/device/eth2

/network/device/eth3
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/network/device/eth4
/network/device/loopback
/network/bridge/hotspot_bridge
/network/bridge/lanl
/network/wireless/ap/digi_apl
/network/wireless/ap/digi_ap2
/network/wireless/ap/digi_hotspot_apl
/network/wireless/ap/digi_hotspot_ap2
Current value:

(config network interface my_wan)> device
b. Set the device for the LAN:

(config network interface my_wan)> device device
(config network interface my_wan)>
6. Configure IPv4 settings:
= |Pv4 support is enabled by default. To disable:

(config network interface my_wan)> ipv4 enable false
(config network interface my_wan)>

= Configure the WAN to be a DHCP client:

(config network interface my_wan)> ipv4 type dhcp
(config network interface my_wan)>

a. Optional IPv4 configuration items:
i. Setthe IP metric:

(config network interface my_wan)> 1ipv4 metric num
(config network interface my_wan)>

See Configure WAN/WWAN priority and default route metrics for further information
about metrics.

ii. Set the relative weight for default routes associated with this interface. For multiple
active interfaces with the same metric, the weight is used to load balance traffic to
the interfaces.

(config network interface my_wan)> 1ipv4 weight num
(config network interface my_wan)>

iii. Setthe management priority. This determines which interface will have priority for
central management activity. The interface with the highest number will be used.

(config network interface my_wan)> +dipv4 mgmt num
(config network interface my_wan)>
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iv. Set the MTU:

(config network interface my_wan)> 1dipv4 mtu num
(config network interface my_wan)>

v. Configure how to use DNS:

(config network interface my_wan)> {ipv4 use_dns value
(config network interface my_wan)>

where value is one of:

® always: DNS will always be used for this WAN; when multiple interfaces have
the same DNS server, the interface with the lowest metric will be used for DNS
requests.

® primary: Only use the DNS servers provided for this interface when the
interface is the primary route.

B pever: Never use DNS servers for this interface.

vi. Enable DHCP Hostname to instruct the TX54 device to include the device's system
name with DHCP requests as the Client FQDN option. The DHCP server can then be
configured to register the device's hostname and IP address with an associated DNS
server.

(config network interface my_wan)> 1ipv4 dhcp_hostname true
(config network interface my_wan)>

® See RFC4702 for further information about DHCP server support for the Client
FQDN option.

B See Configure system information for information about setting the TX54
device's system name.

7. (Optional) Configure IPv6 settings:
a. Enable IPv6 support:

(config network interface my_wan)> ipv6 enable true
(config network dinterface my_wan)>

b. Set the IPv6 type to DHCP:

(config network interface my_wan)> ipv6 type dhcpvé
(config network interface my_wan)>

¢. Generally, the default settings for IPv6 support are sufficient. You can view the default IPv6
settings by using the question mark (?):

(config network interface my_wan)> 1ipv6 ?
IPv6

Parameters Current Value
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dhcp_hostname false DHCP Hostname
enable true Enable

metric 0 Metric

mgmt 0 Management priority
mtu 1500 MTU

type dhcpv6 Type

use_dns always Use DNS

weight 10 Weight

Additional Configuration

connection_monitor Active recovery

(config network interface my_wan)>

d. Modify any of the remaining default settings as appropriate. For example, to change the
metric:

(config network tinterface my_wan)> ipv6 metric 1
(config network dinterface my_wan)>

If the minimum length is not available, then a longer prefix will be used.

See Configure WAN/WWAN priority and default route metrics for further information about
metrics.

8. (Optional) To configure 802.1x port based network access control:

The TX54 can function as an 802.1x authenticator; it does not function as an 802.1x
supplicant.

a. Enable the 802.1x authenticator on the TX54 device:

(config network interface my_wan)> 802_1x authentication enable true
(config network interface my_wan)>

b. Set the frequency period for reauthorization:

(config network interface my_wan)> 802_1x authentication reauth_period
value
(config network interface my_wan)>

where value is an integer between 0 and 86400. The default is 3600.

9. (Optional) Configure the MAC address deny list.

Incoming packets will be dropped from any devices whose MAC addresses is included in the
MAC address denylist.

a. Add a MAC address to the denylist:

(config network interface my_wan)> add mac_denylist end mac_address
(config network interface my_wan)>
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where mac_address is a hyphen-separated MAC address, for example, 32-A6-84-2E-81-58.
b. Repeat for each additional MAC address.
10. (Optional) Configure the MAC address allowlist.

If allowlist entries are specified, incoming packets will only be accepted from the listed MAC
addresses.

a. Add a MAC address to the allowlist:

(config network interface my_wan)> add mac_allowlist end mac_address
(config network interface my_wan)>

where mac_address is a hyphen-separated MAC address, for example, 32-A6-84-2E-81-58.
b. Repeat for each additional MAC address.

11. See Configure SureLink active recovery to detect WAN/WWAN failures for information about
configuring SureLink for active recovery.

12. Save the configuration and apply the change:

(config network interface my_wan)> save
Configuration saved.
>

13. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Configure a Wireless Wide Area Network (WWAN)

Configuring a Wireless Wide Area Network (WWAN) involves configuring the following items:

Required configuration items

® The interface type: Modem.
® The firewall zone: External.
® The cellular modem that is used by the WWAN.

Additional configuration items

= SIM selection for this WWAN.
® The SIM PIN.
® The SIM phone number for SMS connections.
® Enable or disable roaming.
= S|IM failover configuration.
= APN configuration.
® The custom gateway/netmask.
® |Pv4 configuration:
e The metric for IPv4 routes associated with the WAN.
* The relative weight for IPv4 routes associated with the WAN.
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The IPv4 management priority of the WAN. The active interface with the highest
management priority will have its address reported as the preferred contact address for
central management and direct device access.

The IPv4 Maximum Transmission Unit (MTU) of the WAN.
When to use DNS: always, never, or only when this interface is the primary default route.

SureLink active recovery configuration. See Configure SureLink active recovery to detect
WAN/WWAN failures for further information.

® |Pv6 configuration:

The metric for IPv6 routes associated with the WAN.
The relative weight for IPv6 routes associated with the WAN.

The IPv6 management priority of the WAN. The active interface with the highest
management priority will have its address reported as the preferred contact address for
central management and direct device access.

The IPv6 Maximum Transmission Unit (MTU) of the WAN.
When to use DNS: always, never, or only when this interface is the primary default route.

SureLink active recovery configuration. See Configure SurelLink active recovery to detect
WAN/WWAN failures for further information.

1. Log into Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. Click the Device ID.
Click Settings.

d. Click to expand Config.

Local Web Ul:

a. On the menu, click System. Under Configuration, click Device Configuration.
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The Configuration window is displayed.
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3. Click Network > Interfaces.
4. Create the WWAN or select an existing WWAN:
® To create a new WWAN:
a. For Add interface, type a name for the WWAN and click <.

b. For Interface type, select Modem.

New WWANSs are enabled by default. To disable, toggle off Enable.
®  To edit an existing WWAN, click to expand the WWAN.
For Zone, select External.
For Device, select the appropriate cellular modem.
For Match SIM by, select a SIM matching criteria to determine when this WWAN should be
used:
m |f SIM slot is selected, for Match SIM slot, select which SIM slot must be in active for
this WWAN to be used.
® |f Carrier is selected, for Match SIM carrier, select which cellular carrier must be in
active for this WWAN to be used.
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= |f PLMN identifier is selected, for Match PLMN identifier, type the PLMN id that must
be in active for this WWAN to be used.

= |f IMSI is selected, for Match IMSI, type the International Mobile Subscriber Identity
(IMSI) that must be in active for this WWAN to be used.

= [f ICCID is selected, for Match ICCID, type the unique SIM card ICCID that must be in
active for this WWAN to be used.

8. Type the PIN for the SIM. Leave blank if no PIN is required.
9. Type the Phone number for the SIM, for SMS connections.

Normally, this should be left blank. It is only necessary to complete this field if the SIM does
not have a phone number or if the phone number is incorrect.

10. Roaming is enabled by default. Click to disable.
11. For Carrier selection mode, select one of the following:
= Automatic: The cellular carrier is selected automatically by the device.

®  Manual: The cellular carrier must be manually configured. If the configured network is
not available, no cellular connection will be established.

= Manual/Automatic: The carrier is manually configured. If the configured network is not
available, automatic carrier selection is used.

If Manual or Manual/Automatic is selected:
a. For Network PLMN ID, type the PLMN ID for the cellular network.

b. For Network technology, select the technology that should be used. The default is All
technologies, which means that the best available technology will be used.

If Manual is configured for Carrier selection mode and a specific network
technology is selected for the Network technology, your modem must support the
selected technology or no cellular connection will be established. If you are using a cellular
connection to perform this procedure, you may lose your connection and the device will
no longer be accessible.

12. SIM failover is enabled by default, which means that the modem will automatically fail over
from the active SIM to the next available SIM when the active SIM fails to connect. If enabled:

a. For Connection attempts before SIM failover, type the number of times that the device
should attempt to connect to the active SIM before failing over to the next available SIM.
b. For SIM failover alternative, configure how SIM failover will function if automatic SIM
switching is unavailable:
®  None: The device will perform no alternative action if automatic SIM switching is
unavailable.

= Reset modem: The device will reset the modem if automatic SIM switching is
unavailable.

= Reboot device: The device will reboot if automatic SIM switching is unavailable.

13. For APN list and APN list only, the TX54 device uses a preconfigured list of Access Point
Names (APNs) when attempting to connect to a cellular carrier for the first time. After the
device has successfully connected, it will remember the correct APN. As a result, it is generally
not necessary to configure APNs. See Configure cellular modem APNs for further information
and instructions for setting an APN.
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14. (Optional) To configure the IP address of a custom gateway or a custom netmask:

a.
b.

C.

Click Custom gateway to expand.
Click Enable.

For Gateway/Netmask, enter the IP address and netmask of the custom gateway. To
override only the gateway netmask, but not the gateway IP address, use all zeros for the IP
address. For example, 0.0.0.0./32 will use the network-provided gateway, but with a /32
netmask.

15. Optional IPv4 configuration items:

a.
b.

C.

Click IPv4 to expand.
IPv4 support is Enabled by default. Click to disable.
Set the Metric.

See Configure WAN/WWAN priority and default route metrics for further information about
metrics.

For Weight, type the relative weight for default routes associated with this interface. For
multiple active interfaces with the same metric, Weight is used to load balance traffic to
the interfaces.

Set the Management priority. This determines which interface will have priority for
central management activity. The interface with the highest number will be used.

Set the MTU.
For Use DNS:

= Always: DNS will always be used for this WWAN; when multiple interfaces have the
same DNS server, the interface with the lowest metric will be used for DNS
requests.

= When primary default route: Only use the DNS servers provided for this WWAN
when the WWAN is the primary route.

= Never: Never use DNS servers for this WWAN.
The default setting is When primary default route.

16. Optional IPv6 configuration items:

a.
b.

C.
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Click IPv6 to expand.
IPv6 support is Enabled by default. Click to disable.
Set the Metric.

See Configure WAN/WWAN priority and default route metrics for further information about
metrics.

For Weight, type the relative weight for default routes associated with this interface. For
multiple active interfaces with the same metric, Weight is used to load balance traffic to
the interfaces.

Set the Management priority. This determines which interface will have priority for
central management activity. The interface with the highest number will be used.

Set the MTU.
For Use DNS:

= Always: DNS will always be used for this WWAN; when multiple interfaces have the
same DNS server, the interface with the lowest metric will be used for DNS
requests.
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= When primary default route: Only use the DNS servers provided for this WWAN
when the WWAN is the primary route.

= Never: Never use DNS servers for this WWAN.
The default setting is When primary default route.

1. See Configure SurelLink active recovery to detect WAN/WWAN failures for information about
configuring SureLink.

17. Click Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Create a new WWAN or edit an existing one:
® To create a new WWAN named my_wwan:

(config)> add network -interface my_wwan
(config network interface my_wwan)>

® To edit an existing WWAN named my_wwan, change to the my_wwan node in the
configuration schema:

(config)> network interface my_wwan
(config network interface my_wwan)>

4. Set the appropriate firewall zone:

(config network interface my_wwan)> zone zone
(config network interface my_wwan)>

See Firewall configuration for further information.
5. Select a cellular modem:
a. Enter modem device ? to view available modems and the proper syntax.

(config network interface my_wwan)> modem device ?

Device: The modem used by this network -interface.
Format:

wwanl

wwan2
Current value:

(config network interface my_wwan)> device
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b. Set the device:

(config network interface my_wwan)> modem device device
(config network interface my_wwan)>

6. Set theSIM matching criteria to determine when this WWAN should be used:

(config network interface my_wwan)> modem match value
(config network interface my_wwan)>

Where value is one of:
= any
= carrier
Set the cellular carrier must be in active for this WWAN to be used:

a. Use ? to determine available carriers:

(config network interface my_wwan)> modem carrier

Match SIM carrier: The SIM carrier match criteria. This
interface is applied when the SIM card ds
provisioned from the carrier.
Format:

AT&T

Rogers

Sprint

T-Mob1ile

Telstra

Verizon

Vodafone

other
Default value: AT&T
Current value: AT&T

(config network interface my_wwan)>
b. Set the carrier:

(config network interface my_wwan)> modem carrier value
(config network interface my_wwan)>

= jccid
Set the unique SIM card ICCID that must be in active for this WWAN to be used:

(config network interface my_wwan)> modem qiccid ICCID
(config network interface my_wwan)>

= imsi
Set the International Mobile Subscriber Identity (IMSI) that must be in active for this
WWAN to be used:
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(config network interface my_wwan)> modem -imsi IMSI
(config network interface my_wwan)>

= plmn_id
Set the PLMN id that must be in active for this WWAN to be used:

(config network interface my_wwan)> modem plmn_id PLMN_ID
(config network interface my_wwan)>

= sim_slot
Set which SIM slot must be in active for this WWAN to be used:

(config network interface my_wwan)> modem sim_slot value
(config network interface my_wwan)>

where value is either 1 or 2.
Set the PIN for the SIM. Leave blank if no PIN is required.

(config network interface my_wwan)> modem pin value
(config network interface my_wwan)>

Set the phone number for the SIM, for SMS connections:

(config network interface my_wwan)> modem phone num
(config network interface my_wwan)>

Normally, this should be left blank. It is only necessary to complete this field if the SIM does
not have a phone number or if the phone number is incorrect.

Roaming is enabled by default. To disable:

(config network dinterface my_wwan)> modem roaming false
(config network interface my_wwan)>

Set the carrier selection mode:

(config network interface my_wwan)> modem operator_mode value
(config network interface my_wwan)>

where value is one of:
= automatic: The cellular carrier is selected automatically by the device.

® manual: The cellular carrier must be manually configured. If the configured network is
not available, no cellular connection will be established.

® manual_automatic: The carrier is manually configured. If the configured network is not
available, automatic carrier selection is used.

If manual or manual_automatic is set:
a. Set the Network PLMN ID:

(config network 1interface my_wwan)> modem operator PLMN_ID
(config network interface my_wwan)>
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b. Set the cellular network technology:

(config network interface my_wwan)> modem operator_technology value
(config network interface my_wwan)>

where value is one of:
= all: The best available technology will be used.
® 2G: Only 2G technology will be used.
® 3G: Only 3G technology will be used.
® 4G: Only 4G technology will be used.
®  NR5G-NSA: Only 5G non-standalone technology will be used.
®  NR5G-SA: Only 5G standalone technology will be used.
The default is all.

If manual is configured forthe carrier selection mode and a specific network
technology is selected for the cellular network technology, your modem must support the
selected technology or no cellular connection will be established. If you are using a cellular
connection to perform this procedure, you may lose your connection and the device will
no longer be accessible.

11. SIM failover is enabled by default, which means that the modem will automatically fail over
from the active SIM to the next available SIM when the active SIM fails to connect. To disable:

(config network interface my_wwan)> modem sim_failover false
(config network interface my_wwan)>
If enabled:

a. Set the number of times that the device should attempt to connect to the active SIM
before failing over to the next available SIM:

(config network interface my_wwan)> modem sim_failover_retries num
(config network interface my_wwan)>
The default setting is 5.

b. Configure how SIM failover will function if automatic SIM switching is unavailable:

(config network interface my_wwan)> modem sim_failover_alt value
(config network interface my_wwan)>

where value is one of:

® npone: The device will perform no alternative action if automatic SIM switching is
unavailable.

® reset: The device will reset the modem if automatic SIM switching is unavailable.
= reboot: The device will reboot if automatic SIM switching is unavailable.

12. The TX54 device uses a preconfigured list of Access Point Names (APNs) when attempting to
connect to a cellular carrier for the first time. After the device has successfully connected, it
will remember the correct APN. As a result, it is generally not necessary to configure APNs. See
Configure cellular modem APNs for further information and instructions for setting an APN.
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13. (Optional) To configure the IP address of a custom gateway or a custom netmask:
a. Enable the custom gateway:

(config network interface my_wwan)> modem custom_gw enable true
(config network interface my_wwan)>

b. Set the IP address and netmask of the custom gateway:

(config network interface my_wwan)> modem custom_gw gateway ip_
address/netmask
(config network interface my_wwan)> modem custom_gw

To override only the gateway netmask, but not the gateway IP address, use all zeros for
the IP address. For example, 0.0.0.0./32 will use the network-provided gateway, but with a
/32 netmask.

14. Optional IPv4 configuration items:

a. IPv4 support is enabled by default. To disable:

(config network interface my_wwan)> ipv4 enable false
(config network interface my_wwan)>

b. Set the metric:

(config network interface my_wwan)> dipv4 metric num
(config network interface my_wwan)>

See Configure WAN/WWAN priority and default route metrics for further information about
metrics.

c. Set the relative weight for default routes associated with this interface. For multiple active
interfaces with the same metric, the weight is used to load balance traffic to the interfaces.

(config network interface my_wwan)> ipv4 weight num
(config network interface my_wwan)>

d. Setthe management priority. This determines which interface will have priority for central
management activity. The interface with the highest number will be used.

(config network interface my_wwan)> dipv4 mgmt num
(config network interface my_wwan)>

e. Setthe MTU:

(config network interface my_wwan)> ipv4 mtu num
(config network interface my_wwan)>

f. Configure when the WWAN's DNS servers will be used:

(config network interface my_wwan)> ipv4 dns value
(config network interface my_wwan)>

Where value is one of:
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= always: DNS will always be used for this WWAN; when multiple interfaces have the
same DNS server, the interface with the lowest metric will be used for DNS
requests.

® pever: Never use DNS servers for this WWAN.

= primary: Only use the DNS servers provided for this WWAN when the WWAN is the
primary route.

The default setting is primary.

15. Optional IPv6 configuration items:

a.
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IPv6 support is enabled by default. To disable:

(config network interface my_wwan)> ipv4 enable false
(config network interface my_wwan)>

Set the metric:

(config network interface my_wwan)> ipv4 metric num
(config network interface my_wwan)>

See Configure WAN/WWAN priority and default route metrics for further information about
metrics.

Set the relative weight for default routes associated with this interface. For multiple active
interfaces with the same metric, the weight is used to load balance traffic to the interfaces.

(config network interface my_wwan)> ipv4 weight num
(config network interface my_wwan)>

Set the management priority. This determines which interface will have priority for central
management activity. The interface with the highest number will be used.

(config network interface my_wwan)> ipv4 mgmt num
(config network interface my_wwan)>

Set the MTU:

(config network interface my_wwan)> ipv4 mtu num
(config network interface my_wwan)>

Configure when the WWAN's DNS servers will be used:

(config network tinterface my_wwan)> ipv4 dns value
(config network interface my_wwan)>

Where value is one of:

= always: DNS will always be used for this WWAN; when multiple interfaces have the
same DNS server, the interface with the lowest metric will be used for DNS
requests.

B never: Never use DNS servers for this WWAN.

= primary: Only use the DNS servers provided for this WWAN when the WWAN is the
primary route.
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The default setting is primary.

See Configure SureLink active recovery to detect WAN/WWAN failures for information about
configuring active recovery.

Save the configuration and apply the change:

(config network interface my_wan)> save
Configuration saved.
>

Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Show WAN and WWAN status and statistics

Log into the TX54 WebUI as a user with Admin access.
From the menu, click Status.
Under Networking, click Interfaces.

Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

Enter the show network command at the Admin CLI prompt:

> show network

Interface Proto Status Address

defaultip IPv4 up 192.168.210.1/24
defaultlinklocal 1IPv4 up 169.254.100.100/16
lanl IPv4 up 192.168.2.1/24
lanl IPve6 up fdo0:2704::1/48
loopback IPv4 up 127.0.0.1/8

wanl IPv4 up 10.10.10.10/24
wanl IPv6  up fe00:2404::240:f4ff:fe80:120/64
wwanl IPv4 up 10.200.1.101/30
wwanl IPv6 down

wwan2 IPv4 pending

wwan2 IPv6 down
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3. Additional information can be displayed by using the show network verbose command:

> show network verbose

Interface
Weight

defaultip
defaultlinklocal
lanl

lanl
loopback
wanl

wanl
wwanl
wwanl
wwan2
wwan2

>

Prot

IPv4
IPv4
IPv4
IPv6
IPv4
IPv4
IPv6
IPv4
IPv6
IPv4
IPv6

o Status

up
up
up
up
up
up
up
up
down
pending
up

static
static
static
static
static
dhcp
dhcp
modem
modem
modem
modem

setup

setup

internal
internal
loopback
external
external
external
external
external
external

Device

lanl
lanl
lanl
lanl
loopback
wanl
wanl
wwanl
wwanl
wwanl
wwanl

Metric

10
10
10
10
10
10
10
10
10
10

W wwwHERFE oo uu o

4. Enter show network interface name at the Admin CLI prompt to display additional
information about a specific WAN. For example, to display information about WAN1, enter
show network interface wani:

> show network interface wanl

wanl Interface Status

Device
Zone

IPv4 Status

IPv4 Type

IPv4 Address(es)
IPv4 Gateway

IPv4 MTU

IPv4 Metric

IPv4 Weight

IPv4 DNS Server(s)

IPv6 Status

IPv6 Type

IPv6 Address(es)
IPv6 Gateway

IPve MTU

IPv6 Metric

IPv6 Weight

IPv6 DNS Server(s)
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external

up
dhcp

10.10.10.10/24

10.10.10.1
1500

1

10

10.10.10.2,

up
dhcpv6

10.10.10.3

fe00:2404::240:f4ff:fe80:120/64
ff80::234:f3ff:ff0e:4320

1500
1
10

fde0:244::1, fe80::234:f3f4:fe0e:4320
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5. Type exit to exit the Admin CLI.
Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Delete a WAN or WWAN

Follow this procedure to delete any WANs and WWANSs that have been added to the system. You
cannot delete the preconfigured WAN, WAN1, or the preconfigured WWANs, WWAN (single-cellular
models) or WWAN1 and WWAN2 (dual cellular models).

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.
2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. Click the Device ID.
Click Settings.

d. Click to expand Config.

Local Web Ul:
a. On the menu, click System. Under Configuration, click Device Configuration.

oo B o

The Configuration window is displayed.

D | Gl @ Dashboard B8 Status £ system © admin
oigiTxse

3. Click Network > Interfaces.
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4. Click the menu icon (...) next to the name of the WAN or WWAN to be deleted and select
Delete.

aoncyy

5. Click Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. Atthe command line, type config to enter configuration mode:

> config
(config)>

3. Use the del command to delete the WAN or WWAN. For example, to delete a WWAN named
my_wwan:

(config)> del network interface my_wwan
4. Save the configuration and apply the change:

(config)> save
Configuration saved.
>

5. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Default outbound WAN/WWAN ports
The following table lists the default outbound network communications for TX54 WAN/WWAN

interfaces:
Port
Description TCP/UDP | number
Digi Remote Manager connection to edpl2.devicecloud.com, TCP 3199
NTP date/time sync to time.devicecloud.com, UDP 123
DNS resolution using WAN-provided DNS servers. UDP 53
HTTPS for modem firmware downloads from TCP 443

firmware.devicecloud.com.
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Local Area Networks (LANSs)

The TX54 device is preconfigured with the following Local Area Networks (LANs):

Interface type Preconfigured interfaces Devices Default configuration
Local Area = LAN1 ® Bridge: ® Firewall zone:
Networks LAN1 Internal
(LANS) ® |P address:
192.168.2.1/24
® DHCP server
enabled
® | AN priority:
Metric=5
= AN hotspot = Bridge: ® DHCP server:
hotspot_ disabled
bridge
= Loopback = Ethernet: ® Firewall zone:
Loopback Loopback
® |P address:
127.0.0.1/8
= Default IP = Bridge: ® Firewall zone: Setup
LAN1 ® |P address
192.168.210.1/24
= Default Link-local IP = Bridge: = Firewall zone: Setup
LAN1 ® |P address
169.254.100.100/16

You can modify configuration settings for LAN1, and you can create new LANs.
This section contains the following topics:

About Local Area Networks (LANS) ..o
Configure a Local Area Network (LAN) .
Configure the WAN/ETH1 portasa LAN orinabridge ... . ... ... .. . ... ...
Change the default LAN subnet ...
Example: Configure two LANS ..
Show LAN status and statistics
Delete a LAN
DH P SeIVIS
Default services listening on LAN POItS . ... ...
Configure an interface to operate in passthrough mode. ...
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About Local Area Networks (LANS)

A Local Area Network (LAN) connects network devices together, such as Ethernet or Wi-Fi, in a logical
Layer-2 network.
The following diagram shows a LAN connected to the ETH2, ETH3, and ETH4 Ethernet devices and the

Digi AP (Wi-Fi) access point. Once the LAN is configured and enabled, the devices connected to the
network interfaces can communicate with each other, as demonstrated by the ping commands.

Configure a Local Area Network (LAN)

Configuring a Local Area Network (LAN) involves configuring the following items:

Required configuration items

B A name for the interface.

If the interface name is more than eight characters, the name will be truncated in the
underlying network interface to the first six characters followed by three digits, incrementing
from 000. This affects any custom scripts or firewall rules that may be trying to adjust the
interface or routing table entries.

The interface type: either Ethernet, IP Passthrough, or PPPoE.
The firewall zone: Internal.
The network device or bridge that is used by the LAN.

The IPv4 address and subnet mask for the LAN. While it is not strictly necessary for a LAN to
have an IP address, if you want to send traffic from other networks to the LAN, you must
configure an IP address.

By default, LAN1 is set to an IP address of 192.168.2.1 and uses the IP subnet of
192.168.2.0/24. If the WAN/ETH1 Ethernet device is being used by a WAN with the same IP
subnet, you should change the default IP address and subnet of LAN1.

Additional configuration items

= Additional IPv4 configuration:

¢ The metric for IPv4 routes associated with the LAN.
* The relative weight for IPv4 routes associated with the LAN.

e The IPv4 management priority of the LAN. The active interface with the highest
management priority will have its address reported as the preferred contact address for
central management and direct device access.

e The IPv4 Maximum Transmission Unit (MTU) of the LAN.

e When to use DNS: always, never, or only when this interface is the primary default route.
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 |Pv4 DHCP server configuration. See DHCP servers for more information.
® |Pv6 configuration:

* The metric for IPv6 routes associated with the LAN.

* The relative weight for IPv6 routes associated with the LAN.

* The IPv6 management priority of the LAN. The active interface with the highest
management priority will have its address reported as the preferred contact address for
central management and direct device access.

e The IPv6 Maximum Transmission Unit (MTU) of the LAN.
* When to use DNS: always, never, or only when this interface is the primary default route.
* The IPv6 prefix length and ID.
e |Pv6 DHCP server configuration. See DHCP servers for more information.
= MAC address denylist and allowlist.

To create a new LAN or edit an existing LAN:

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.
2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. Click the Device ID.
Click Settings.
d. Click to expand Config.

Local Web Ul:
a. On the menu, click System. Under Configuration, click Device Configuration.

@ oot 88 st o o

The Configuration window is displayed.
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D I GI @ Dashboard B8 Status £ System © admin
Digi e
[Con |

3. Click Network > Interfaces.
4. Create the LAN or select an existing LAN:
® To create a new LAN, for Add interface, type a name for the LAN and click %.

® To edit an existing LAN, click to expand the LAN.

The Interface configuration window is displayed.

New LANs are enabled by default. To disable, toggle off Enable.
For Interface type, leave at the default setting of Ethernet.

6. For Zone, select the appropriate firewall zone. See Firewall configuration for further
information.

7. For Device, select an Ethernet device, a Wi-Fi access point, or a bridge. See Bridging for more
information about bridging.

8. (Optional) Click to expand 802.1x to configure 802.1x port based network access control.
The TX54 can function as an 802.1x authenticator; it does not function as an 802.1x supplicant.
a. Click to expand Authentication.
b. Click Enable server to enable the 802.1x authenticator on the TX54 device.
c. Set the Reauth period.
9. Configure IPv4 settings:
a. Click to expand IPv4.
IPv4 support is enabled by default.
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b. For Type, select Static IP address.

c. For Address, type the IP address and subnet of the LAN interface. Use the format /Pv4_
address/netmask, for example, 192.168.2.1/24.

d. Optional IPv4 configuration items:
i. Setthe Metric.

ii. For Weight, type the relative weight for default routes associated with this interface.
For multiple active interfaces with the same metric, Weight is used to load balance
traffic to the interfaces.

iii. Setthe Management priority. This determines which interface will have priority for
central management activity. The interface with the highest number will be used.

iv. Setthe MTU.
e. Enable the DHCP server:
i. Click to expand DHCP server.
ii. Click Enable.
See DHCP servers for information about configuring the DHCP server.
10. See Configure DHCP relay for information about configuring DHCP relay.
11. (Optional) Configure IPv6 settings:
a. Click to expand IPv6.
b. Enable IPv6 support.
c. For Type, select IPv6 prefix delegration.
d

For Prefix length, type the minimum length of the prefix to assign to this LAN. If the
minimum length is not available, then a longer prefix will be used.

e. For Prefix ID, type the identifier used to extend the prefix to the assigned length. Leave
blank to use a random identifier.

f. Set the Metric.

g. For Weight, type the relative weight for default routes associated with this interface. For
multiple active interfaces with the same metric, Weight is used to load balance traffic to
the interfaces.

h. Set the Management priority. This determines which interface will have priority for
central management activity. The interface with the highest number will be used.

i. Setthe MTU.
12. (Optional) Click to expand MAC address denylist.

Incoming packets will be dropped from any devices whose MAC addresses is included in the
MAC address denylist.

a. Click to expand MAC address denylist.
b. For Add MAC address, click <.
¢. Type the MAC address.
13. (Optional) Click to expand MAC address allowlist.

If allowlist entries are specified, incoming packets will only be accepted from the listed MAC
addresses.
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a. Click to expand MAC address allowlist.
b. For Add MAC address, click <.
¢. Type the MAC address.
14. Click Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Create a new LAN or edit an existing one:

® To create a new LAN named my_lan:

(config)> add network interface my_lan
(config network interface my_lan)>

® To edit an existing LAN named my_lan, change to the my_lan node in the configuration
schema:

(config)> network dinterface my_lan
(config network interface my_lan)>

4. Set the appropriate firewall zone:

(config network interface my_lan)> zone zone
(config network interface my_lan)>

See Firewall configuration for further information.

5. Select an Ethernet device, a Wi-Fi device, or a bridge. See Bridging for more information about
bridging.

a. Enter device ? to view available devices and the proper syntax.

(config network interface my_lan)> device ?

Device: The network device used by this network +interface.
Format:

/network/device/ethl

/network/device/eth2

/network/device/eth3

/network/device/eth4

/network/device/loopback

/network/bridge/hotspot_bridge

/network/bridge/lanl

/network/wireless/ap/digi_apl
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/network/wireless/ap/digi_ap2

/network/wireless/ap/digi_hotspot_apl

/network/wireless/ap/digi_hotspot_ap2
Current value:

(config network interface my_lan)> device
b. Set the device for the LAN:

(config network interface my_lan)> device device
(config network interface my_lan)>

6. Configure IPv4 settings:
= |Pv4 support is enabled by default. To disable:

(config network interface my_lan)> ipv4 enable false
(config network interface my_lan)>

® The LAN is configured by default to use a static IP address for its IPv4 configuration. To
configure the LAN to be a DHCP client, rather than using a static IP addres:

(config network interface my_lan)> 1ipv4 type dhcp
(config network interface my_lan)>

These instructions assume that the LAN will use a static IP address for its IPv4
configuration.

a. Set the IPv4 address and subnet of the LAN interface. Use the format IPv4_
address/netmask, for example, 192.168.2.1/24.

(config network interface my_lan)> 1dipv4 address ip_address/netmask
(config network interface my_lan)>

b. Optional IPv4 configuration items:
i. Setthe IP metric:

(config network interface my_lan)> 1dipv4 metric num
(config network interface my_1lan)>

ii. Set the relative weight for default routes associated with this interface. For multiple
active interfaces with the same metric, the weight is used to load balance traffic to
the interfaces.

(config network interface my_lan)> 1ipv4 weight num
(config network interface my_1lan)>

iii. Set the management priority. This determines which interface will have priority for
central management activity. The interface with the highest number will be used.

(config network interface my_lan)> 1ipv4 mgmt num
(config network interface my_lan)>
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iv. Set the MTU:

(config network interface my_lan)> 1dipv4 mtu num
(config network interface my_lan)>

c. Enable the DHCP server:
(config network interface my_lan)> 1dipv4 dhcp_server enable true

See DHCP servers for information about configuring the DHCP server.
7. (Optional) Configure IPv6 settings:
a. Enable IPv6 support:

(config network interface my_lan)> ipv6 enable true
(config network interface my_lan)>

b. Set the IPv6 type to DHCP:

(config network interface my_lan)> ipv6 type dhcpvée
(config network dinterface my_lan)>

c. Generally, the default settings for IPv6 support are sufficient. You can view the default IPv6
settings by using the question mark (2):

(config network interface my_lan)> 1ipv6 ?

IPv6

Parameters Current Value

enable true Enable

metric 0 Metric

mgmt (0] Management priority
mtu 1500 MTU

prefix_id 1 Prefix ID
prefix_length 48 Prefix length

type prefix_delegation Type

weight 10 Weight

Additional Configuration

connection_monitor Active recovery
dhcpv6_server DHCPv6 server

(config network interface my_lan)>
View default settings for the IPv6 DHCP server:

(config network interface my_lan)> ipv6 dhcpv6_server ?
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DHCPv6 server: The DHCPv6 server settings for this network interface.

Parameters Current Value

enable true Enable

(config network interface my_lan)>

d. Modify any of the remaining default settings as appropriate. For example, to change the
minimum length of the prefix:

(config network interface my_lan)> 1dipv6 prefix_length 60
(config network dinterface my_lan)>

If the minimum length is not available, then a longer prefix will be used.

See Configure WAN/WWAN priority and default route metrics for further information about
metrics.

8. (Optional) To configure 802.1x port based network access control:

The TX54 can function as an 802.1x authenticator; it does not function as an 802.1x
supplicant.

a. Enable the 802.1x authenticator on the TX54 device:

(config network interface my_lan)> 802_1x authentication enable true
(config network interface my_lan)>

b. Set the frequency period for reauthorization:

(config network interface my_lan)> 802_1x authentication reauth_period
value
(config network dinterface my_lan)>

where value is an integer between 0 and 86400. The default is 3600.
9. (Optional) Configure the MAC address deny list.

Incoming packets will be dropped from any devices whose MAC addresses is included in the
MAC address denylist.

a. Add a MAC address to the denylist:

(config network interface my_lan)> add mac_denylist end mac_address
(config network interface my_lan)>

where mac_address is a hyphen-separated MAC address, for example, 32-A6-84-2E-81-58.
b. Repeat for each additional MAC address.
10. (Optional) Configure the MAC address allowlist.

If allowlist entries are specified, incoming packets will only be accepted from the listed MAC
addresses.
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a. Add a MAC address to the allowlist:

(config network interface my_lan)> add mac_allowlist end mac_address
(config network interface my_lan)>

where mac_address is a hyphen-separated MAC address, for example, 32-A6-84-2E-81-58.
b. Repeat for each additional MAC address.
11. Save the configuration and apply the change:

(config network interface my_lan)> save
Configuration saved.
>

12. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Configure the WAN/ETH1 port as a LAN or in a bridge
By default, the WAN/ETH1 Ethernet port on your TX54 is configured to function as a WAN port, which
means that it:
®  Uses the External firewall zone.
®  Receives its IPv4 address from an upstream DHCP server.
® Has SureLink enabled to test the quality of its internet connection.
Alternatively, you can configure the WAN/ETH1 port to function as a LAN port, or you can include the

WAN/ETH1 port in the default LAN1 bridge or create a bridge that includes the WAN/ETH1 port with
other Ethernet ports and ETH2 ports and/or Wi-Fi access points.

This section contains the following topics:
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Configure the WAN/ETH1 Ethernet port as a LAN

This procedure reconfigures the WAN/ETH1 port to serve as port for a LAN, which will result in the
device having two separate LANs: the default LAN1 LAN, and the LAN created in this procedure. To
utilize both LANs, you will need to have a device connected to the WAN/ETH1 port, and a separate
device connected to the ETH2 port to the default LAN1, and these devices will be on separate LANs.

If instead, you want the WAN/ETH1 port to be bridged with the ETH2 portincluded in the default LAN1,
see Create a bridge that includes the WAN/ETH1 port, or if you want to create a new bridge that
includes the WAN/ETH1 port an other devices, see Create a bridge that includes the WAN/ETH1 port.

To configure the WAN/ETH1 Ethernet port as a LAN:

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.
2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. Click the Device ID.
Click Settings.
d. Click to expand Config.

Local Web Ul:
a. On the menu, click System. Under Configuration, click Device Configuration.

@ S O ©sinin

The Configuration window is displayed.

oIGI @Owtboud  EEsaws - Rpsysem @ admin
DigiTX5e

3. Click Network > Interfaces > WAN1.
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4. For Zone, select Internal.

5. Configure IPv4 settings:
a. Click to expand IPv4.
b. For Type, select Static IP address.

c. For Address, type the IPv4 address and netmask, using the format /Pv4_address/netmask,
for example, 192.168.3.1/24.

d. Enable the DHCP server:
i. Click to expand DHCP server.
ii. Click to toggle on Enable.
e. Disable SureLink:
i. Click to expand SureLink.
ii. Click to toggle off Enable.
6. (Optional) Configure IPv6 settings:
a. Click to expand IPv6.
b. For Type, select IPv6 prefix delegation.
7. Click Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Set the zone to internal:

(config)> network interface wanl zone internal
(config)>
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4. Configure IPv4 settings:
a. Set the type to static:

(config)> network interface wanl ipv4 type static
(config)>

b. Set the address IPv4 address and netmask, using the format IPv4_address/netmask, for
example:

(config)> network interface wanl ipv4 address 192.168.3.1/24
(config)>

c. Enable the DHCP server:

(config)> network interface wanl ipv4 dhcp_server enable true
(config)>

d. Disable SureLink:

(config)> network interface wanl ipv4 surelink enable false
(config)>

5. (Optional) Configure IPv6:
a. Set the type to prefix_delegation:

(config)> network interface wanl ipv6e type prefix_delegation
(config)>

6. Save the configuration and apply the change:

(config)> save
Configuration saved.
>

7. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Add the WAN/ETH1 Ethernet port to the default LAN1 bridge

This procedure will add the WAN/ETH1 port to the default LAN1 bridge, which will configure all
Ethernet ports on the device to function as a hub.

To add the WAN/ETH1 port to the LAN1 bridge:

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.
2. Access the device configuration:

Remote Manager:
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a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. Click the Device ID.
Click Settings.
d. Click to expand Config.

Local Web Ul:

a. On the menu, click System. Under Configuration, click Device Configuration.

The Configuration window is displayed.

D I GI @ Dashboard B8 Status £ system © admin
DigiTxs

Click Network > Bridges > LAN1.

Click to expand Devices.

Click Add Device <.

For the new device, select Device: ETH1.

N ook W

(Optional) Configure IPv6 settings:
a. Click to expand IPv6.
b. For Type, select IPv6 prefix delegation.
8. Disable the WANL1 interface:
a. Click Network > Interfaces > WAN1.
b. Click to toggle off Enable.
9. Click Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.
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At the command line, type config to enter configuration mode:

> config
(config)>

Add the device to the lanl bridge:

(config)> add network bridge lanl device end /network/device/ethl
(config)>

Disable the wan1 interface:

(config)> network interface wanl enable false
(config)>

Save the configuration and apply the change:

(config)> save
Configuration saved.
>

Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Create a bridge that includes the WAN/ETH1 port

This procedure will bridge the WAN/ETH1 port with the ETH2 port, which will configure the two
Ethernet ports other devices or Wi-Fi access points, which will configure the included devices to
function as a hub.

To create a new bridge, and bridge the TX54 device's WAN/ETH1 Ethernet port with other devices or
Wi-Fi access points:

1.

2.

Log into Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.
Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. Click the Device ID.
Click Settings.
d. Click to expand Config.

Local Web Ul:
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a. On the menu, click System. Under Configuration, click Device Configuration.

The Configuration window is displayed.

oIGI” @ Dashiboard
oo

88 status £ System © zdmin

3. Create the bridge and add devices:
a. Click Network > Bridges.
b. For Add Bridge, type a name for the bridge and click 4.

c. Click to expand Devices.
d. Click Add Device %

Enable o -
dd D +
o +

e. For Device, select Device: ETH1.

. Click Add Device ¥ again and select an additional Ethernet port or access point to add to
the bridge.

Note If you are adding a port or access point that is already part of the default LAN1
bridge, you should either disable the default bridge, or remove the port or access point:
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i. Click Network > Bridges > LAN1.
® To disable the bridge, click to toggle off Enable.
® To remove a port or access point from the bridge:
i. Click to expand Devices.
ii. Click ==next to a device.
iii. Select @ Delete.

g. Repeat for additional ports and/or access points.
4. Create a LAN interface for the bridge:
a. Click Network > Interfaces.
b. For Add Interface, type a name for the interface and click <.

For Zone, select Internal.
d. For Device, select the new bridge.

e. Click to expand IPv4.

. For Address, type the IPv4 address and netmask, using the format /Pv4_address/netmask,
for example, 192.168.3.1/24.

g. Enable the DHCP server:
i. Click to expand DHCP server.
ii. Click to toggle on Enable.
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Disable the WAN1 interface:

a. Click Network > Interfaces > WAN1.

b. Click to toggle off Enable.

Click Apply to save the configuration and apply the change.

Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

. At the command line, type config to enter configuration mode:

> config
(config)>

Create the bridge and add devices:
a. Create the bridge:

(config)> add network bridge bridge_name
(config network bridge bridge_name)>

where bridge_name is the name of the new bridge. For example, to create a bridge named
LAN_bridge:

(config)> add network bridge LAN_bridge
(config network bridge LAN_bridge)>

b. Add the ethl device:

(config network bridge LAN_bridge)> add device end
/network/device/ethl
(config network bridge LAN_bridge)>

c. Add the eth2 device:

(config network bridge LAN_bridge)> add device end
/network/device/eth2
(config network bridge LAN_bridge)>

d. Add additional Ethernet ports or access points:
i. Use the tab key twice to determine available devices:

(config network bridge LAN_bridge)> add device end [TAB]
(config network bridge LAN_bridge)> add device end /network/[TAB]

/network/device/ethl /network/device/eth2
/network/device/eth3 /network/device/eth4
/network/device/loopback /network/bridge/hotspot_bridge
/network/bridge/lanl /network/sdwan/wan_bonding
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/network/wifi/ap/digi_ap/network/wifi/ap/digi_hotspot_ap
>

ii. Add the device:

(config network bridge LAN_bridge)> add device end device-path-

and-name
(config network bridge LAN_bridge)>

iii. Repeat for additional Ethernet ports or access points.

If you are adding a port or access point that is already part of the default LAN1
bridge, you should either disable the default bridge, or remove the port or access
point:

B To disable the bridge:

(config network bridge LAN_bridge)> .. lanl enable false

(config network bridge LAN_bridge)>

® To remove a port or access point from the bridge:
i. Use the show keyword to display the devices:

(config network bridge LAN_bridge)> show .. lanl device

0 /network/device/ethl

1 /network/device/eth3

2 /network/device/eth4

3 /network/wifi/ap/digi_ap

(config network bridge LAN_bridge)>

Use the device's index number to delete the device. For example, to delete
ethl, use the 0 index number:

(config network bridge LAN_bridge)> del .. lanl device 0
(config network bridge LAN_bridge)>

4. Create a LAN interface for the bridge:
a. Type ... to return to the root of the configuration:

(config network bridge LAN_bridge)>
(config)>

b. Create the bridge:

(config)> add network interface interface_name
(config network interface interface_name)>

where interface_name is the name of the new interface. For example, to create a interface
named LAN_bridge_interface:

(config)> add network -interface LAN_bridge_interface
(config network interface LAN_bridge_interface)>
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c. Set the zone to internal:

(config network interface LAN_bridge_interface)> zone internal
(config network interface LAN_bridge_interface)>

d. Set the device to the new bridge:

(config network dinterface LAN_bridge_interface)> device
/network/bridge/LAN_bridge
(config network dinterface LAN_bridge_interface)>

e. Set the IPv4 address and netmask for the interface, using the format /Pv4_
address/netmask, for example, 192.168.3.1/24:

(config network interface LAN_bridge_dinterface)> 1ipv4 address
192.168.3.1/24
(config network interface LAN_bridge_interface)>

f. Enable the DHCP server:

(config network interface LAN_bridge_interface)> 1ipv4 dhcp_server
enable true
(config network interface LAN_bridge_interface)>

Disable the wan1 interface:

(config)> network interface wanl enable false
(config)>

Save the configuration and apply the change:

(config network interface LAN_bridge_interface)> save
Configuration saved.
>

Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Change the default LAN subnet

You can change the TX54 default LAN subnet—192.168.2.1/24—to any range of private IPs. The local
DHCP server range will also change to the range of the LAN subnet.

To change the LAN subnet:

Log into Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

. Access the device configuration:

Remote Manager:
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a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. Click the Device ID.
Click Settings.
d. Click to expand Config.

Local Web Ul:
a. On the menu, click System. Under Configuration, click Device Configuration.

@outbors B B 0.

The Configuration window is displayed.

D I GI @ Dashboard B8 Status £ system © admin
DigiTxs

Click Network > Interfaces > LAN > IPv4.

For Address, change the IP address to an alternate private IP. You must also specify the subnet
mask. It must have the syntax of IPv4_address/netmask.

5. Click Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. At the config prompt, set the IP address to an alternate private IP:

(config)> network interface lan ipv4 address IPv4_address/netmask
(config)>
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4. Save the configuration and apply the change:

(config)> save
Configuration saved.
>

5. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Example: Configure two LANs
The default configuration of the TX54 consists of one LAN (LAN1), which is configured to use the LAN1
bridge. Its default IP address is 192.168.2.1, and it has its DHCP server enabled. The default
configuration of the LAN1 bridge consists of the following devices:

B ETH2

® ETH3

= ETH4

= WWAN cellular modem for single-Wi-Fi models, or WWAN2 cellular modem for dual-Wi-Fi
models.

= WWAN?2 cellular modem (dual-Wi-Fi models only)

In this example, we will create a second bridge, called LAN2. We will then create a second LAN, LAN2,
and configure LAN2 to use the new bridge.

Digi AP (Wi-FiT) Digi AP (Wi-Fi2)
5SID: Example SSID: Example2

a Iu

To avoid potential problems with access to the device while performing these procedures, you
should use an Ethernet connection connected to LAN1 through the ETH2 Ethernet port, or, if using the
command line, use the serial port.

Task one: Configure bridges
In this task, we will create a new bridge and configure the LAN1 and LAN2 bridges to use the following
devices:
® | AN1 bridge:
e ETH2

e WWAN cellular modem for single-Wi-Fi models, or WWAN2 cellular modem for dual-Wi-Fi
models.

® | AN2 bridge:
e ETH3
 Digi AP (Wi-Fi2) (applicable to dual-WiFi models only )

In task two, we will assign the new LAN2 bridge to a LAN.
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1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.
2. Access the device configuration:

Remote Manager:
a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. Click the Device ID.
Click Settings.
d. Click to expand Config.

Local Web Ul:
a. On the menu, click System. Under Configuration, click Device Configuration.

@ o S O ©sdnin

The Configuration window is displayed.

oIGI @Owtboud  EEsews - fpssem @ admin
DigiTX54

3. Click Configuration > Network > Bridges > LAN1 > Devices.
4. Delete the ETH3, ETH4, and Digi AP (Wi-Fi2) (dual-Wi-Fi models only) devices from the bridge:
a. Click the menu icon (...) next to the ETH3 device and select Delete.

b

b. Repeat for the ETH4 and Digi AP (Wi-Fi2) devices.
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5. Create a new bridge:
a. For Add Bridge, type LAN2 and click %.

b. Add the ETH3 and Digi AP (Wi-Fi2) devices to the bridge:
i. Click to expand Devices.
ii. For Add Device:, click <.

iii. For Device, select Ethernet: ETH3.

iv. (Dual-Wi-Fi models only) For Add device, click € again and select WiFi access point:
Digi AP (Wi-Fi2).
6. Click Apply to save the configuration and apply the change.

The example command and output in this procedure are based on a dual-Wifi configuration.
Commands and output will vary slightly if your TX54 device is a single-WiFi model.

1. Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.
Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Display a list of devices currently configured for the LAN1 bridge:

(config)> show network bridge lanl device
0 /network/device/eth2

1 /network/device/eth3

2 /network/device/eth4

3 /network/wireless/ap/digi_apl
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4 [network/wireless/ap/digi_ap2
(config)>

4. Remove devices from the LAN1 bridge that will be used by other interfaces in this
configuration.
a. If your device is a dual-WiFi model, remove the Digi AP (Wi-Fi2) access point
(/network/wireless/ap/digi_ap2) from the bridge, using its index number, 4, as determined
above with the show command:

(config)> del network bridge lanl device 4
(config)>

b. Remove the ETH4 device (/network/device/eth4) from the bridge, using its index number,
2, as determined above with the show command:

(config)> del network bridge lanl device 2
(config)>

¢. Remove the ETH3 device (/network/device/eth3) from the bridge, using its index number,
1, as determined above with the show command:

(config)> del network bridge lanl device 1
(config)>

d. Use the show command again to verify that the LAN1 bridge now has only two devices,
ETH2 and Digi AP (Wi-Fil):

(config)> show network bridge lanl device
0 /network/device/eth2

1 /network/wireless/ap/digi_apl

(config)>

5. Create a new bridge, named LAN2:

(config)> add network bridge LAN2
(config network bridge LAN2)>

6. Add devices to the bridge:

a. View available devices and the proper syntax by using the add device command with the
TAB autocomplete feature:

(config network bridge LAN2)> add device end <TAB>
(config network bridge LAN2)> add device end /network/<TAB>

/network/device/ethl /network/device/eth2
/network/device/eth3

/network/device/eth4 /network/device/loopback
/network/bridge/LAN2

/network/bridge/lanl /network/wireless/ap/digi_apl

/network/wireless/ap/digi_ap2
(config network bridge LAN2)>
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b. Add the ETH3 device to the bridge:

(config network bridge LAN2)> add device end /network/device/eth3
(config network bridge LAN2)>

¢. If your device is a dual-WiFi model, add the Digi AP (Wi-Fi2) access point to the bridge:

(config network bridge LAN2)> add device end
/network/wireless/ap/digi_ap2
(config network bridge LAN2)>

d. Use the show command again to verify that the LAN2 bridge now has two devices, ETH3
and Digi AP (Wi-Fi2):

(config network bridge LAN2)> show network bridge lan2 device
0 /network/device/eth3

1 /network/wireless/ap/digi_ap2

(config network bridge LAN2)>

7. Save the configuration and apply the change:

(config network bridge LAN2)> save
Configuration saved.
>

8. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.
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Task two: Create a new LAN
In this task, we will create a new LAN, named LAN2, to use the LAN2 bridge created in task one.

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.
2. Access the device configuration:

Remote Manager:
a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. Click the Device ID.
Click Settings.
d. Click to expand Config.

Local Web Ul:
a. On the menu, click System. Under Configuration, click Device Configuration.

@outbors B B 0.

The Configuration window is displayed.

D I GI @ Dashboard B8 Status £ system © admin
DigiTxs

3. Click Network > Interfaces.
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4. For Add Interface:, type LAN2 and click 4.

5. Configure the LAN2 LAN:

a. For Zone, select Internal.
For Device, select Bridge: LAN2.
Click to expand IPv4.
For Address, type 192.168.3.1/24.
Click to expand DHCP server.
Click Enable.

-~ 0® 2 o T

6. Enable the access points and set the SSIDs:
a. Configure Digi AP (Wi-Fi) (single-Wi-Fi models) or Digi AP (Wi-Fi1) (dual-Wi-Fi models):

i. Click Network > Wi-Fi > Access points > Digi AP (Wi-Fi) (single-Wi-Fi models) or Digi
AP (Wi-Fi1) (dual-Wi-Fi models).

ii. Click Enable.
iii. For SSID, type Examplel.
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iv. For Pre-shared key, enter a password that clients will use to connect to this access
point.

b. Configure Digi AP (Wi-Fi2) (dual-Wi-Fi models only):
i. Click Network > Wi-Fi > Access points > Digi AP (Wi-Fi2).
ii. Click Enable.
iii. For SSID, type Example2.

iv. For Pre-shared key, enter a password that clients will use to connect to this access
point.

7. Click Apply to save the configuration and apply the change.

The example command and output in this procedure are based on a dual-Wifi configuration.
Commands and output will vary slightly if your TX54 device is a single-WiFi model.

1. Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Add a new network interface named LAN2:

(config)> add network interface LAN2
(config network interface LAN2)>

4. Configure the device for the LAN2 interface:
a. Enter device ? to view available devices and the proper syntax.

(config network interface LAN2)> device ?
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Device: The network device used by this network +interface.

Format:
/network/device/ethl
/network/device/eth2
/network/device/eth3
/network/device/eth4
/network/device/loopback
/network/bridge/LAN2
/network/bridge/lanl
/network/wireless/ap/digi_apl
/network/wireless/ap/digi_ap2

Current value:

(config network interface LAN2)> device
b. Set the device for the LAN2 interface to the LAN2 bridge created in task one:

(config network interface LAN2)> device /network/bridge/LAN2
(config network interface LAN2)>

5. Configure the firewall zone for the LAN2 interface to internal:

(config network interface LAN2)> zone -internal
(config network interface LAN2)>

6. Configure the IPv4 address for the LAN2 interface:

(config network interface LAN2)> 1ipv4 address 192.168.3.1/24
(config network interface LAN2)>

7. Enable the DHCP server for the LAN2 interface:

(config network dinterface LAN2)> dipv4 dhcp_server enable true
(config network interface LAN2)>

8. Enable the access points and set the SSIDs:
a. Move to the root of the configuration schema by typing three periods {...):

(config network interface LAN2)>
(config)>

b. Enable the Digi AP (Wi-Fil) access point:

(config)> network wifi ap digi_apl enable true
(config)>

c. Set the SSID for the Digi AP (Wi-Fil) access point:

(config)> network wifi ap digi_apl ssid Examplel
(config)>
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d. Set the password for the Digi AP (Wi-Fil) access point:

(config)> network wifi ap digi_apl encryption key_psk2 passwordl
(config)>

e. Enable the Digi AP (Wi-Fi2) access point:

(config)> network wifi ap digi_ap2 enable true
(config)>

f. Set the SSID for the Digi AP (Wi-Fi2) access point:

(config)> network wifi ap digi_apl ssid Example2
(config)>

g. Set the password for the Digi AP (Wi-Fi2) access point:

(config)> network wifi ap digi_ap2 encryption key_psk2 password2
(config)>

9. Save the configuration and apply the change:

(config network bridge LAN2)> save
Configuration saved.
>

10. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Task three: Verify the new configuration
The final step in this example is to verify the new configuration.
1. Connect an Ethernet cable from an internet-connected modem to WAN1 through the
WAN/ETH1 Ethernet port.
2. Verify that LAN1 is operating correctly:

a. Connect a device to LAN1 through the ETH2 Ethernet port, or by connecting to the Digi AP
(Wi-Fi) (single-WiFi models) or Digi AP (Wi-Fil) (dual-WiFi models) access point.

b. Verify that the device has been provided an IP address from the LAN1 DHCP server in the
192.168.2.* subnet.

3. Verify that LAN2 is operating correctly:

a. Connect a device to LAN2 through the ETH3 Ethernet port, or by connecting to the Digi AP
(Wi-Fi2) access point (dual WiFi models only).

b. Verify that the device has been provided an IP address from the LAN2 DHCP server in the
192.168.3.* subnet.

Show LAN status and statistics
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Log into the TX54 WebUI as a user with Admin access.

2. From the menu, click Status.

Under Networking, click Interfaces.

Local Area Networks (LANs)

1. Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection

menu. Type admin to access the Admin CLI.

2. Enter the show network command at the Admin CLI prompt:

> show network

Interface
defaultip
defaultlinklocal
lanl

lanl
loopback
wanl

wanl
wwanl
wwanl
wwan2
wwan2

>

Proto

Status

up

down
pending
down

Address

192.168.210.1/24

169.254.100.100/16

192.168.2.1/24
fd00:2704::1/48
127.0.0.1/8
10.10.10.10/24
fe00:2404::240:f4ff:fe80:120/64
10.200.1.101/306

3. Additional information can be displayed by using the show network verbose command:

> show network verbose

Interface
Weight

defaultip
defaultlinklocal
lanl

lanl
loopback
wanl

wanl
wwanl
wwanl
wwan2
wwan2

TX54 User Guide

Proto

IPv4
IPv4
IPv4
IPv6
IPv4
IPv4
IPv6
IPv4
IPv6
IPv4
IPv6

Status

up

up

up

up

down
pending
up

static
static
static
static
static
dhcp
dhcp
modem
modem
modem
modem

setup

setup

internal
internal
loopback
external
external
external
external
external
external

lanl
lanl
lanl
lanl
loopback
wanl
wanl
wwanl
wwanl
wwanl
wwanl

10
10
10
10
10
10
10
10
10
10

W wwwHERFE oo uu o
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4. Enter show network interface name at the Admin CLI prompt to display additional
information about a specific LAN. For example, to display information about LAN1, enter show
network interface lani:

> show network interface lanl

lanl Interface Status

Device ¢ lanl

Zone ¢ dinternal

IPv4 Status toup

IPv4 Type ¢ static

IPv4 Address(es) : 192.168.2.1/24
IPv4 Gateway

IPv4 MTU : 1500

IPv4 Metric HC)

IPv4 Weight : 10

IPv4 DNS Server(s)

IPv6 Status toup

IPv6 Type . prefix

IPv6 Address(es) : fde0:2704::1/48
IPv6 Gateway

IPv6 MTU : 1500

IPv6 Metric HY

IPv6 Weight : 10

IPv6 DNS Server(s)
>

5. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Delete a LAN

Follow this procedure to delete any LANs that have been added to the system. You cannot delete the
preconfigured LAN, LAN1.

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. Click the Device ID.
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c. Click Settings.
d. Click to expand Config.

Local Web UL:
a. On the menu, click System. Under Configuration, click Device Configuration.

@ o o @ o

The Configuration window is displayed.

D I GI @ Dashboard B8 Status £ System O zdmin
Digi T4

™

3. Click Network > Interfaces.

4. Click the menu icon (...) next to the name of the LAN to be deleted and select Delete.

]

5. Click Apply to save the configuration and apply the change.
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Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

. At the command line, type config to enter configuration mode:

> config
(config)>

Use the del command to delete the LAN. For example, to delete a LAN named my_lan:
(config)> del network interface my_1lan

Save the configuration and apply the change:

(config)> save

Configuration saved.

>

Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

DHCP servers

You can enable DHCP on your TX54 device to assign IP addresses to clients, using either:

® The DHCP server for the device's local network, which assigns IP addresses to clients on the

device's local network. Addresses are assigned from a specified pool of IP addresses. For a
local network, the device uses the DHCP server that has the IP address pool in the same
IP subnet as the local network.

When a host receives an IP configuration, the configuration is valid for a particular amount of
time, known as the lease time. After this lease time expires, the configuration must be
renewed. The host renews the lease time automatically.

® A DHCP relay server, which forwards DHCP requests from clients to a DHCP server that is

running on a separate device.

Configure a DHCP server

These instructions assume you are configuring the device to use its local DHCP server. For

instructions about configuring the device to use a DHCP relay server, see Configure DHCP relay.

Required configuration items

® Epnable the DHCP server.
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Additional configuration items

® The lease address pool: the range of IP addresses issued by the DHCP server to clients.
® | ease time: The length, in minutes, of the leases issued by the DHCP server.

B The Maximum Transmission Units (MTU).

® The domain name suffix appended to host names.

® The IP gateway address given to clients.

® The IP addresses of the preferred and alternate Domain Name Server (DNS), NTP servers, and
WINS severs that are given to clients.

® The TFTP server name.
= The filepath and name of the bootfile on the TFTP server.

®  Custom DHCP options. See Configure DHCP options for information about custom DHCP
options.

B Static leases. See Map static IP addresses to hosts for information about static leases.

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.
2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. Click the Device ID.
Click Settings.
d. Click to expand Config.

Local Web UL:
a. On the menu, click System. Under Configuration, click Device Configuration.

The Configuration window is displayed.
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Dashboard 88 Status admin
oo
oewon [ w |

Click Network > Interfaces.

4. Click to expand an existing LAN, or create a new LAN. See Configure a Local Area Network
(LAN).

5. Click to expand IPv4 > DHCP server.
Enable the DHCP server.
7. (Optional) For Lease time, type the amount of time that a DHCP lease is valid.

Allowed values are any number of weeks, days, hours, minutes, or seconds, and take the
format number{w|d|h|m|s}.

For example, to set Lease time to ten minutes, enter 10m or 600s.
The default is 12 hours.
= By default, DHCP leases are persistent across reboots. You can disable persistent leases:
a. Click Network > Advanced.
b. Click to toggle off DHCP persistent leases.

8. (Optional) For Lease range start and Lease range end, type the lowest and highest IP address
that the DHCP server will assign to a client. This value represents the low order byte of the
address (the final triplet in an IPv4 address, for example, 192.168.2.xxx). The remainder of the
IP address will be based on the LAN's static IP address as defined in the Address field.

Allowed values are between 1 and 254, and the default is 100 for Lease range start and 250
for Lease range end.

® Sequential DHCP address allocation:

By default, DHCP addresses are assigned psuedo-randomly, using a hash of the client's
MAC address to determine the IP address that gets assigned. You can configure the
device to use sequential IP addresses instead:

a. Click Network > Advanced.
b. Click to enable Sequential DHCP address allocation.

Because sequential mode does not use a hash based on the client's MAC address, when
DHCP lease expires, the client is not likely to get the same IP address assigned to it.
Therefore, sentential DHCP address allocation generally should not be used.

9. Optional DHCP server settings:
a. Click to expand Advanced settings.
b. For Gateway, select either:

= None: No gateway is broadcast by the DHCP server. Client destinations must be
resolvable without a gateway.
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11.
12.
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= Automatic: Broadcasts the TX54 device's gateway.

= Custom: Allows you to identify the IP address of a Custom gateway to be
broadcast.

The default is Automatic.
c. For MTU,
® None: An MTU of length 0 is broadcast. This is not recommended.
= Automatic: No MTU is broadcast and clients will determine their own MTU.
= Custom: Allows you to identify a Custom MTU to be broadcast.
The default is Automatic.
d. For Domain name suffix, type the domain name that should be appended to host names.

e. For Primary and Secondary DNS, Primary and Secondary NTP server, and Primary and
Secondary WINS server, select either:

= None: No server is broadcast.
®  Automatic: Broadcasts the TX54 device's server.
= Custom: Allows you to identify the IP address of the server.
f. For Bootfile name, type the relative path and file name of the bootfile on the TFTP server.
g. For TFTP server name, type the IP address or host name of the TFTP server.
See Configure DHCP options for information about Custom DHCP options.
See Map static IP addresses to hosts for information about Static leases.
Click Apply to save the configuration and apply the change.

Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

At the command line, type config to enter configuration mode:

> config
(config)>

Enable the DHCP server for an existing LAN. For example, to enable the DHCP server for a LAN
named my_lan:

(config)> network dinterface my_lan ipv4 dhcp_server enable true
(config)>

See Configure a Local Area Network (LAN) for information about creating a LAN.

(Optional) Set the amount of time that a DHCP lease is valid:

(config)> network interface my_lan 1ipv4 dhcp_server lease_time value
(config)>

where value is any number of weeks, days, hours, minutes, or seconds, and takes the format
number{w|d|h|m|s}.

TX54 User Guide 213



Interfaces Local Area Networks (LANs)

For example, to set network interface my_lan ipv4 dhcp_server lease_time to ten minutes,
enter either 10m or 600s:

(config)> network interface my_lan 1ipv4 dhcp_server lease_time 600s
(config)>

= By default, DHCP leases are persistent across reboots. You can disable persistent leases:

(config)> network advanced dhcp_persistent_lease false
(config)>

5. (Optional) Set the lowest IP address that the DHCP server will assign to a client. This value
represents the low order byte of the address (the final triplet in an IPv4 address, for example,
192.168.2.xxx). The remainder of the IP address will be based on the LAN's static IP address as
defined in the address parameter.

(config)> network interface my_lan 1ipv4 dhcp_server lease_start num
(config)>

Allowed values are between 1 and 254, and the default is 100.

6. (Optional) Set the highest IP address that the DHCP server will assign to a client:

(config)> network interface my_lan 1ipv4 dhcp_server lease_end num
(config)>

Allowed values are between 1 and 254, and the default is 250.
7. Sequential DHCP address allocation

By default, DHCP addresses are assigned psuedo-randomly, using a hash of the client's MAC
address to determine the IP address that gets assigned. You can configure the device to use
sequential IP addresses instead:

(config)> network advanced sequential_dhcp_allocation true
(config)>

Because sequential mode does not use a hash based on the client's MAC address, when DHCP
lease expires, the client is not likely to get the same IP address assigned to it. Therefore,
sentential DHCP address allocation generally should not be used.

8. Optional DHCP server settings:
a. Click to expand Advanced settings.
b. Determine how the DHCP server should broadcast the gateway server:

(config)> network interface my_lan 1ipv4 dhcp_server advanced gateway
value
(config)>

where value is one of:

® none: No gateway is broadcast by the DHCP server. Client destinations must be
resolvable without a gateway.

® auto: Broadcasts the TX54 device's gateway.
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= custom: Allows you to identify the IP address of a custom gateway to be broadcast:

(config)> network interface my_lan 1ipv4 dhcp_server advanced
gateway_custom ip_address
(config)>

The default is auto.
c. Determine how the DHCP server should broadcast the the MTU:

(config)> network interface my_lan 1ipv4 dhcp_server advanced mtu value
(config)>

where value is one of:
® pone: An MTU of length 0 is broadcast. This is not recommended.
® auto: No MTU is broadcast and clients will determine their own MTU.
= custom: Allows you to identify a custom MTU to be broadcast:

(config)> network interface my_lan 1ipv4 dhcp_server advanced
mtu_custom mtu
(config)>

The default is auto.
d. Set the domain name that should be appended to host names:

(config)> network interface my_lan 1ipv4 dhcp_server advanced domain_
suffix name
(config)>

e. Set the IP address or host name of the primary and secondary DNS, the primary and
secondary NTP server, and the primary and secondary WINS servers:

(config)> network interface my_lan 1ipv4 dhcp_server advanced primary_
dns value

(config)> network interface my_lan 1ipv4 dhcp_server advanced
secondary_dns value

(config)> network interface my_lan 1ipv4 dhcp_server advanced primary_
ntp value

(config)> network dinterface my_lan 1ipv4 dhcp_server advanced
secondary_ntp value

(config)> network interface my_lan 1ipv4 dhcp_server advanced primary_
wins value

(config)> network interface my_lan 1ipv4 dhcp_server advanced
secondary_wins value

(config)>

where value is one of:
® none: No server is broadcast.
B auto: Broadcasts the TX54 device's server.
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= custom: Allows you to identify the IP address of the server. For example:

(config)> network interface my_lan 1ipv4 dhcp_server advanced
primary_dns_custom ip_address
(config)>
The default is auto.
f. Set the IP address or host name of the TFTP server:

(config)> network interface my_lan 1ipv4 dhcp_server advanced nftp_
server 1ip_address
(config)>

g. Set the relative path and file name of the bootfile on the TFTP server:

(config)> network interface my_lan ipv4 dhcp_server advanced bootfile
filename
(config)>

9. See Configure DHCP options for information about custom DHCP options.
10. See Map static IP addresses to hosts for information about static leases.
11. Save the configuration and apply the change:

(config network interface my_lan ipv4 dhcp_server advanced static_lease
0)> save

Configuration saved.

>

12. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Map static IP addresses to hosts
You can configure the DHCP server to assign static IP addresses to specific hosts.
Required configuration items
® [P address that will be mapped to the device.
®  MAC address of the device.
Additional configuration items
® A label for this instance of the static lease.

To map static IP addresses:

1. Log into Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.
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2. Access the device configuration:

>

© N o u

10.
11.

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. Click the Device ID.
Click Settings.
d. Click to expand Config.

Local Web Ul:
a. On the menu, click System. Under Configuration, click Device Configuration.

The Configuration window is displayed.

D | Gl @ Dashboard B8 Status £ system © admin
oigi Txse

Click Network > Interfaces.

Click to expand an existing LAN, or create a new LAN. See Configure a Local Area Network
(LAN).

Click to expand IPv4 > DHCP server > Advanced settings > Static leases.
For Add Static lease, click 4.

Type the MAC address of the device associated with this static lease.
Type the IP address for the static lease.

The IP address here should be outside of the DHCP server's configured lease range. See
Configure a DHCP server for further information about the lease range.

(Optional) For Hostname, type a label for the static lease. This does not have to be the
device's actual hostname.

Repeat for each additional DHCP static lease.
Click Apply to save the configuration and apply the change.
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Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

. At the command line, type config to enter configuration mode:

> config
(config)>

. Add a static lease to the DHCP server configuration for an existing LAN. For example, to add

static lease to a LAN named my_lan:

(config)> add network interface my_lan ipv4 dhcp_server advanced static_
lease end

(config network interface my_lan ipv4 dhcp_server advanced static_lease
0)>

See Configure a Local Area Network (LAN) for information about creating a LAN.

Set the MAC address of the device associated with this static lease, using the colon-separated
format:

(config network interface my_lan ipv4 dhcp_server advanced static_lease
0)> mac 00:40:D0:13:35:36

(config network interface my_lan ipv4 dhcp_server advanced static_lease
0)>

Set the IP address for the static lease:

(config network interface my_lan ipv4 dhcp_server advanced static_lease
0)> 1ip 10.01.01.10
(network dinterface my_lan ipv4 dhcp_server advanced static_lease 0)>

The IP address here should be outside of the DHCP server's configured lease range. See
Configure a DHCP server for further information about the lease range.

(Optional) Set a label for this static lease:

(config network interface my_lan ipv4 dhcp_server advanced static_lease
0)> name label

(config network interface my_lan ipv4 dhcp_server advanced static_lease
0)>

Save the configuration and apply the change:

(config network interface my_lan ipv4 dhcp_server advanced static_lease
0)> save

Configuration saved.

>
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8. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Show current static IP mapping
To view your current static IP mapping:

Log into the TX54 WebUI as a user with Admin access.
2. On the main menu, click Status
Under Networking, click DHCP Leases.

1. Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Show the static lease configuration. For example, to show the static leases for a lan named
my_lan:

(config)> show network interface my_lan 1ipv4 dhcp_server advanced static_
lease
0

ip 192.168.2.10

mac BF:C3:46:24:0E:D9

no name
1
ip 192.168.2.11
mac E3:C1l:1F:65:C3:0E
no name
(config)>

4. Type cancel to exit configuration mode:

(config)> cancel
>

5. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Delete static IP mapping entries
To delete a static IP entry:
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1. Log into Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.
2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. Click the Device ID.
Click Settings.
d. Click to expand Config.

Local Web Ul:
a. On the menu, click System. Under Configuration, click Device Configuration.

The Configuration window is displayed.

oIGI @Owtboud  EEsaws - Rpsysem @ admin
DigiTX5e

Click Network > Interfaces.
Click to expand an existing LAN.
Click to expand IPv4 > DHCP server > Advanced settings > Static leases.

o kW

Click the menu icon (...) next to the name of the static lease to be deleted and select Delete.

]

7. Click Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.
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Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

. At the command line, type config to enter configuration mode:

> config
(config)>

Show the static lease configuration. For example, to show the static leases for a lan named
my_lan:

(config)> show network interface my_lan 1ipv4 dhcp_server advanced static_
lease

0]
ip 192.168.2.10
mac BF:C3:46:24:0E:D9
no name

1
ip 192.168.2.11
mac E3:Cl:1F:65:C3:0E
no name

(config)>

Use the del index_number command to delete a static lease. For example, to delete the static
lease for the device listed in the above output with a mac address of BF:C3:46:24:0E:D9 (index
number 0):

(config)> del network interface lanl ipv4 dhcp_server advanced static_
lease 0
(config)>

Save the configuration and apply the change:

(config)> save
Configuration saved.
>

Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Configure DHCP options

You can configure DHCP servers running on your TX54 device to send certain specified DHCP options
to DHCP clients. You can also set the user class, which enables you to specify which specific DHCP
clients will receive the option. You can also force the command to be sent to the clients.

DHCP options can be set on a per-LAN basis, or can be set for all LANs. A total of 32 DHCP options can
be configured.

Required configuration items

= DHCP option number.
= Value for the DHCP option.
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Additional configuration items

® The data type of the value.
B Force the option to be sent to the DHCP clients.
= A label for the custom option.
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2.

10.

11.

Local Area Networks (LANs)

Log into Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.

Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. Click the Device ID.
Click Settings.
d. Click to expand Config.

Local Web Ul:
a. On the menu, click System. Under Configuration, click Device Configuration.

@ o o @ o

The Configuration window is displayed.

oIGI @Owtboud  EEsews - fpssem @ admin
DigiTX54

Click Network > Interfaces.

Click to expand an existing LAN, or create a new LAN. See Configure a Local Area Network
(LAN).

Click to expand IPv4 > DHCP server > Advanced settings > Custom DHCP option.

For Add Custom option, click <.

Custom options are enabled by default. To disable, toggle off Enable.

For Option number, type the DHCP option number.

For Value, type the value of the DHCP option.

(Optional) For Label, type a label for the custom option.

(Optional) If Forced send is enabled, the DHCP option will always be sent to the client, even if
the client does not ask for it.

(Optional) For Data type, select the data type that the option uses. If the incorrect data type is
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selected, the device will send the value as a string.
12. Click Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Add a custom DHCP option to the DHCP server configuration for an existing LAN. For example,
to add static lease to a LAN named my_lan:

(config)> add network interface my_lan ipv4 dhcp_server advanced custom_
option end

(config network dinterface my_lan ipv4 dhcp_server advanced custom_option
0)>

See Configure a Local Area Network (LAN) for information about creating a LAN.
4. Custom options are enabled by default. To disable:

(config network dinterface my_lan ipv4 dhcp_server advanced custom_option
0)> enable false

(config network dinterface my_lan ipv4 dhcp_server advanced custom_option
0)>

5. Set the option number for the DHCP option:

(config network interface my_lan ipv4 dhcp_server advanced custom_option
0)> option 210

(config network interface my_lan ipv4 dhcp_server advanced custom_option
0)>

6. Set the value for the DHCP option:

(config network interface my_lan ipv4 dhcp_server advanced custom_option
0)> value_str value
(network interface my_lan ipv4 dhcp_server advanced custom_option 0)>

7. (Optional) Set a label for this custom option:

(config network interface my_lan ipv4 dhcp_server advanced custom_option
0)> name label

(config network interface my_lan ipv4 dhcp_server advanced custom_option
0)>

8. (Optional) To force the DHCP option to always be sent to the client, even if the client does not
ask for it:
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(config network interface my_lan ipv4 dhcp_server advanced custom_option

0)> force true
(config network interface my_lan ipv4 dhcp_server advanced custom_option

0)>

9. (Optional) Set the data type that the option uses.
If the incorrect data type is selected, the device will send the value as a string.

(config network interface my_lan ipv4 dhcp_server advanced custom_option

0)> datatype value
(config network interface my_lan ipv4 dhcp_server advanced custom_option

0)>

where value is one of:
= lbyte
= 2byte
= 4bhyte
= hex
= ipv4
= str

The default is str.

10. Save the configuration and apply the change:

(config network interface my_lan ipv4 dhcp_server advanced custom_option
0)> save

Configuration saved.

>

11. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Configure DHCP relay

DHCP relay allows a router to forward DHCP requests from one LAN to a separate DHCP server,
typically connected to a different LAN.

For the TX54 device, DHCP relay is configured by providing the IP address of a DHCP relay server,
rather than an IP address range. If both the DHCP relay server and an IP address range are specified,
DHCP relay is used, and the specified IP address range is ignored.

Multiple DHCP relay servers can be provided for each LAN. If multiple relay servers are provided, DHCP
requests are forwarded to all servers without waiting for a response. Clients will typically use the IP
address from the first DHCP response received.

Configuring DHCP relay involves the following items:
Required configuration items

B Disable the DHCP server, if it is enabled.

= |P address of the primary DHCP relay server, to define the relay server that will respond to
DHCP requests.
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Additional configuration items

® [P address of additional DHCP relay servers.

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.
2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. Click the Device ID.
Click Settings.
d. Click to expand Config.

Local Web Ul:
a. On the menu, click System. Under Configuration, click Device Configuration.

@outbors B B 0.

The Configuration window is displayed.

D I GI @ Dashboard B8 Status £ system © admin
DigiTxs

Click Network > Interfaces.
4. Click to expand an existing LAN, or create a new LAN. See Configure a Local Area Network
(LAN).
5. Disable the DHCP server, if it is enabled:
a. Click to expand IPv4 > DHCP server.
b. Click Enable to toggle off the DHCP server.
Click to expand DHCP relay.
For Add DHCP Server:, click *.
For DHCP server address, type the IP address of the relay server.
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9. Repeat for each additional DHCP relay server.
10. Click Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Add a DHCP relay server to an existing LAN. For example, to add a server to a LAN named my_
lan:

(config)> add network interface my_lan ipv4 dhcp_relay end
(config network dinterface lanl my_lan dhcp_relay 0)>

See Configure a Local Area Network (LAN) for information about creating a LAN.
4. Set the IP address of the DHCP relay server:

(config network dinterface my_lan ipv4 dhcp_relay 0)> address 10.10.10.10
(config network dinterface my_lan ipv4 dhcp_relay 0)>

5. (Optional) Add additional DHCP relay servers:
a. Move back one step in the configuration schema by typing two periods (..):

(config network dinterface my_lan ipv4 dhcp_relay 0)>
(config network dinterface my_lan ipv4 dhcp_relay)>

b. Add the next server:

(config network interface lanl ipv4 dhcp_relay)> add end
(config network interface lanl ipv4 dhcp_relay 1)>

c. Set the IP address of the DHCP relay server:

(config network interface my_lan ipv4 dhcp_relay 1)> address
10.10.106.11
(config network interface my_lan ipv4 dhcp_relay 1)>

d. Repeat for each additional relay server.
1. Disable the DHCP server, if it is enabled:

(config network interface my_lan ipv4 dhcp_relay 1)> .. .. dhcp_server

enable false
(config network interface my_lan ipv4 dhcp_relay 1)>
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6. Save the configuration and apply the change:

(config network interface lanl ipv4 dhcp_relay 1)> save
Configuration saved.
>

7. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Show DHCP server status and settings

View DHCP status to monitor which devices have been given IP configuration by the TX54 device and
to diagnose DHCP issues.

Log into the TX54 WebUI as a user with Admin access.
On the main menu, click Status
Under Networking, click DHCP Leases.

1. Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. Enter the show dhcp-lease command at the Admn CLI prompt:

> show dhcp-lease

IP Address Hostname Expires

192.168.2.194 MTK-ENG-USER1
192.168.2.195 MTK-ENG-USER2

>
3. Additional information can be returned by using the show dhcp-lease verbose command:

> show dhcp-lease verbose

IP Address Hostname Expires Type Active
MAC Address

192.168.2.194 MTK-ENG-USER1 May 19 08:25:11 UTC 2021 Dynamic Yes
ba:ba:2c:13:8c:71

192.168.2.195 MTK-ENG-USER2 May 20 11:32:12 UTC 2021 Dynamic Yes
09:eb:10:f0:bc:16
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>

4. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Default services listening on LAN ports
The following table lists the default services listening on the specified ports on the TX54 LAN

interfaces:
Description TCP/UDP Port numbers
DNS server UDP 53
DHCP server UDP 67 and 68
SSH server TCP 22
Web UI TCP 443 (also listens on port 80, then redirects to port 443

Configure an interface to operate in passthrough mode.

You can configure interfaces on your TX54 device to operate in passthrough mode, which means that
the device passes the IP address assigned to it on a WAN or cellular modem interface, to a client
connected to a LAN interface.

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.
2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. Click the Device ID.
c. Click Settings.
d. Click to expand Config.

Local Web Ul:
a. On the menu, click System. Under Configuration, click Device Configuration.

The Configuration window is displayed.
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D I GI @ Dashboard B8 Status £ System © admin
Digi e
[Con |

3. Click Network > Interfaces.
4. Create the interface or select an existing interface:
® To create a new interface, for Add interface, type a name for the interface and click <.

® To edit an existing interface, click to expand the interface.

The Interface configuration window is displayed.

New Interfaces are enabled by default. To disable, toggle off Enable.

For Interface type, select IP Passthrough.

For Zone, select Internal.

For Device, select an Ethernet device or a Wi-Fi access point.

Add one or more interface that will be the source of the passed-through IP address:

© N o o

a. Click to expand Source interfaces.
b. Click 4 to add a source interface.
c. Select the appropriate Interface.
d. Repeat for additional interfaces.
9. (Optional) Packet filtering is disabled by default. Toggle on to enable.

If packet filtering is disabled, traffic is allowed in both directions and it is the responsibility of
the external device to provide its own firewall.

TX54 User Guide 230



Interfaces

Local Area Networks (LANs)

10. (Optional) Allow all addresses is disabled by default. Toggle on to enable.

When enabled, this option allows forwarding between the source interface and devices
connected to this interface, which allows connected devices to forward and receive packets
without network address translation (NAT). This should normally be disabled unless it is
required for modem passthrough, because some cellular will disconnect modems that send
packets that are not from the carrier-assigned IP address.

11. Ancillary addressing is enabled by default, which provides an IPv4 address to the connected
device when the source address is not available.

a.

For Ancillary address/netmask, type the IPv4 address and netmask to provide to the
connected device when the source address is not available.

For Ancillary gateway, type the IPv4 address of the network gateway to be used when the
connected device when the source address is not available.

Ancillary DNS redirect is enabled by default, which means resolves all DNS requests to
the connected device and redirects HTTP traffic to the device's web administration page.

12. For Server type, select the type of server to use to pass the IP address through to the client.

13. If PPPOE server is selected for Server type:

a.
b.
C.

Click to expand PPPoE server.
For Service name, type the name of service to offer to the client.

For Access concentrator name, type the name of the access concentrator to report to the
client. If no name is provided, the host name is used.

For Authentication method, select the authentication method used to connect to the
remote peer.

If an authentication method is selected, type the Username and Password required to
authenticate the remote peer.

(Optional) Click to expand Custom PPP configuration.
Custom PPP configuration is disabled by default. Click toggle on Enable.

Enable Override to override the default configuration and use only the custom
configuration file.

For Configuration file, type or paste configuration data using the format of a pppd options
file.

14. (Optional) Click to expand 802.1x to configure 802.1x port based network access control.

The TX54 can function as an 802.1x authenticator; it does not function as an 802.1x supplicant.

a.
b.

C.

Click to expand Authentication.
Click Enable server to enable the 802.1x authenticator on the TX54 device.
Set the Reauth period.

15. Configure IPv4 settings:

a.
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Click to expand IPv4.
IPv4 support is enabled by default.
Set the Metric.

For Weight, type the relative weight for default routes associated with this interface. For
multiple active interfaces with the same metric, Weight is used to load balance traffic to
the interfaces.
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Set the Management priority. This determines which interface will have priority for
central management activity. The interface with the highest number will be used.

Set the MTU.
For Use DNS, select one of the following:

= Always: DNS will always be used for this WAN; when multiple interfaces have the
same DNS server, the interface with the lowest metric will be used for DNS
requests.

= When primary default route: Only use the DNS servers provided for this interface
when the interface is the primary route.

®  Never: Never use DNS servers for this interface.

See Configure SureLink active recovery to detect WAN/WWAN failures for information
about configuring SureLink for active recovery.

16. (Optional) Configure IPv6 settings:

a.

b
C.
d

Click to expand IPv6.
Enable IPv6 support.
Set the Metric.

For Weight, type the relative weight for default routes associated with this interface. For
multiple active interfaces with the same metric, Weight is used to load balance traffic to
the interfaces.

Set the Management priority. This determines which interface will have priority for
central management activity. The interface with the highest number will be used.

Set the MTU.
For Use DNS, select one of the following:

= Always: DNS will always be used for this WAN; when multiple interfaces have the
same DNS server, the interface with the lowest metric will be used for DNS
requests.

= When primary default route: Only use the DNS servers provided for this interface
when the interface is the primary route.

®  Never: Never use DNS servers for this interface.

See Configure SureLink active recovery to detect WAN/WWAN failures for information
about configuring SureLink for active recovery.

17. Click Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>
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3. Create a new interface or edit an existing one:
® To create a new interface named ip_passthrough_interface:

(config)> add network interface ip_passthrough_interface
(config network interface ip_passthrough_interface)>

® To edit an existing interface named ip_passthrough_interface, change to the IP-
passthrough-interface node in the configuration schema:

(config)> network dinterface ip_passthrough_interface
(config network interface 1ip_passthrough_interface)>

4. Set the interface type to passthrough:

(config network dinterface ip_passthrough_interface)> type passthrough
(config network dinterface ip_passthrough_interface)>

5. Set the firewall zone to internal:

(config network interface ip_passthrough_interface)> zone 1internal
(config network interface ip_passthrough_interface)>

6. Select an Ethernet device or a Wi-Fi access point for this interface:

a. Enter device ? to view available devices and the proper syntax.

(config network interface my_wan)> device ?

Device: The network device used by this network +interface.

Format:
/network/device/ethl
/network/device/eth2
/network/device/eth3
/network/device/eth4
/network/device/loopback
/network/bridge/hotspot_bridge
/network/bridge/lanl
/network/wireless/ap/digi_apl
/network/wireless/ap/digi_ap2
/network/wireless/ap/digi_hotspot_apl
/network/wireless/ap/digi_hotspot_ap2

Current value:

(config network interface 1ip_passthrough_interface)> device
b. Set the device for the interface:

(config network interface ip_passthrough_interface)> device device
(config network interface my_wan)>

7. Set passthrough options
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8. Configure IPv4 settings:
= |Pv4 support is enabled by default. To disable:

(config network interface [ip_passthrough_interface)> ipv4 enable
false
(config network interface ip_passthrough_interface)>

a. Set the IP metric:

(config network interface 1ip_passthrough_interface)> dipv4 metric num
(config network interface {ip_passthrough_interface)>

b. Set the relative weight for default routes associated with this interface. For multiple active
interfaces with the same metric, the weight is used to load balance traffic to the interfaces.

(config network tinterface ip_passthrough_interface)> ipv4 weight num
(config network dinterface ip_passthrough_interface)>

c. Set the management priority. This determines which interface will have priority for central
management activity. The interface with the highest number will be used.

(config network interface {ip_passthrough_interface)> ipv4 mgmt num
(config network interface {ip_passthrough_interface)>

d. Setthe MTU:

(config network dinterface ip_passthrough_interface)> ipv4 mtu num
(config network dinterface ip_passthrough_interface)>

e. Configure how to use DNS:

(config network interface 1ip_passthrough_interface)> ipv4 use_dns
value
(config network interface ip_passthrough_interface)>

where value is one of:

= always: DNS will always be used for this WAN; when multiple interfaces have the
same DNS server, the interface with the lowest metric will be used for DNS
requests.

= primary: Only use the DNS servers provided for this interface when the interface is
the primary route.

B never: Never use DNS servers for this interface.

f. See Configure SureLink active recovery to detect WAN/WWAN failures for information
about configuring SureLink for active recovery.

9. (Optional) Configure IPv6 settings:
a. Enable IPv6 support:

(config network dinterface ip_passthrough_interface)> ipv6 enable true
(config network dinterface ip_passthrough_interface)>
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b. Generally, the default settings for IPv6 support are sufficient. You can view the default IPv6
settings by using the question mark (?):

(config network interface ip_passthrough_interface)> ipv6 ?

IPv6

Parameters Current Value

enable true Enable

metric 0] Metric

mgmt 0 Management priority
mtu 1500 MTU

use_dns always Use DNS

weight 10 Weight

(config network interface {ip_passthrough_interface)>

¢. Modify any of the remaining default settings as appropriate.
10. (Optional) To configure 802.1x port based network access control:

The TX54 can function as an 802.1x authenticator; it does not function as an 802.1x
supplicant.

a. Enable the 802.1x authenticator on the TX54 device:

(config network interface ip_passthrough_interface)> 802_1x
authentication enable true
(config network interface {ip_passthrough_interface)>

b. Set the frequency period for reauthorization:

(config network interface ip_passthrough_interface)> 802_1x
authentication reauth_period value
(config network dinterface ip_passthrough_interface)>

where value is an integer between 0 and 86400. The default is 3600.
11. Save the configuration and apply the change:

(config network interface ip_passthrough_interface)> save
Configuration saved.
>

12. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Virtual LANs (VLANS)

Virtual LANs (VLANSs) allow splitting a single physical LAN into separate Virtual LANs. Each device on a
VLAN can only access other devices on the same VLAN and each device is unaware of any other VLAN,
which isolates networks from one another, even though they run over the same physical network.
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Your TX54 device supports two VLANs modes:

® Trunking: Supports multiple VLANs per Ethernet port, which enables you to extend your VLAN
across multiple switches through your entire network.

®  Switichport: Each Ethernet port can have one or more VLAN IDs associated to it. Any un-tagged
VLAN packets that come into a network interface are automatically tagged with the primary
VLAN ID for that switchport. This allows devices on the network that aren’t configured with a
VLAN to act as if they are directly connected to the VLAN.

This section contains the following topics:
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Create a trunked VLAN route

Required configuration items

® Device to be assigned to the VLAN.
® The VLAN ID. The TCP header uses the VLAN ID to identify the destination VLAN for the packet.

To create a VLAN:

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.
2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. Click the Device ID.
Click Settings.
d. Click to expand Config.

Local Web Ul:
a. On the menu, click System. Under Configuration, click Device Configuration.

@outbors B B 0.

The Configuration window is displayed.

D I GI @ Dashboard B8 Status £ system © admin
DigiTxs

Click Network > Virtual LAN.

Type a name for the VLAN and click <.

Select the Device.

Type or select a unique numeric ID for the VLAN ID.

N ook W

Click Apply to save the configuration and apply the change.
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1. Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Add the VLAN:

(config)> add network vlan name
(config)>

4. Set the device to be used by the VLAN:

a. View a list of available devices:

(config network vlan vlanl)> device ?

Device: The Ethernet device to use for this virtual LAN

Format:
/network/device/wanl
/network/device/lanl
/network/device/eth3
/network/device/eth4
/network/device/loopback
/network/vlan/vlanl
/network/bridge/lanl
/network/wireless/ap/digi_apl
/network/wireless/ap/digi_ap2

Current value:

(config network vlan vlanl)>
b. Add the device:

(config network vlan vlanl)> device /network/device/eth4
(config network vlan vlanl)>

5. Set the VLAN ID:
(config network vlan vlanl)> id value

where value is an integer between 1 and 4095.
6. Save the configuration and apply the change:

(config network vlan vlanl)> save

Configuration saved.
>
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7. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Create a VLAN using switchport mode

Required configuration items

® Device to be assigned to the VLAN.
® The VLAN ID. The TCP header uses the VLAN ID to identify the destination VLAN for the packet.

To create a VLAN using switchport mode:

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.
2. Access the device configuration:

Remote Manager:
a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. Click the Device ID.
Click Settings.
d. Click to expand Config.

Local Web Ul:
a. On the menu, click System. Under Configuration, click Device Configuration.

@outbons Hsuws @ o

The Configuration window is displayed.

oIGI @Owtboud  EEsews - fpssem @ admin
DigiTX54

3. Click Network > Bridges.
4. For Add Bridge, type a name for the bridge and click %.
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10.

11.

Virtual LANs (VLANS)

Bridges are enabled by default. To disable, toggle off Enable.
For Bridge type, select Switchport.
(Optional) Enable Spanning Tree Protocol (STP).

STP is used when using multiple LANs on the same device, to prevent bridge loops and other
routing conflicts.

a. Click STP.
b. Click Enable.

c. For Forwarding delay, enter the number of seconds that the device will spend in each of
the listening and learning states before the bridge begins forwarding data. The default is 2
seconds.

For Port, type a name for the VLAN port and click €. Generally, numbers are used for VLAN
ports.

Select the Device that the port uses.

Configure Vlan IDs:

a. Click to expand Vlan IDs.

b. Click < for Add Vlan ID.

c. Type or select a unique numeric Vlan ID.

d. Click 4 for Add Vlan ID again to add additional VLAN IDs.
Click Apply to save the configuration and apply the change.

Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

At the command line, type config to enter configuration mode:

> config
(config)>

Add the VLAN:

(config)> add network vlan name
(config)>

Set the device to be used by the VLAN:
a. View a list of available devices:

(config network vlan vlanl)> device ?

Device: The Ethernet device to use for this virtual LAN
Format:

/network/device/wanl

/network/device/lanl

/network/device/eth3

/network/device/eth4
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/network/device/loopback

/network/vlan/vlanl

/network/bridge/lanl

/network/wireless/ap/digi_apl

/network/wireless/ap/digi_ap2
Current value:

(config network vlan vlanl)>
b. Add the device:

(config network vlan vlanl)> device /network/device/eth4
(config network vlan vlanl)>

5. Set the VLAN ID:
(config network vlan vlanl)> id value

where value is an integer between 1 and 4095.
6. Save the configuration and apply the change:

(config network vlan vlanl)> save
Configuration saved.
>

7. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.
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Bridging

Bridging is a mechanism to create a single network consisting of multiple devices, such as Ethernet
devices and wireless access points. You can also use bridging to create a Vitural LAN switchport
bridge. See Create a VLAN using switchport mode for more information about switchport bridging for
VLANSs.

By default, the TX54 has the following preconfigured bridges:

Default

Interface type Preconfigured interfaces Devices configuration

Bridges ® Bridge: LAN1 ® Ethernet: = ® Enabled
ETH2 ® Used by the
B Ethernet: LAN1
ETH3 interface
B Ethernet:
ETH4
B Single-Wi-
Fi models:
Wi-Fi
access
point: Digi
AP (Wi-Fi)
® Dual-Wi-Fi
models:
Wi-Fi
access
point: Digi
AP (Wi-Fi)
®  Dual-Wi-Fi
models:
Wi-Fi
access
point: Digi
AP (Wi-
Fi2)
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Default
Interface type Preconfigured interfaces configuration

= hotspot_bridge B Single-Wi- Disabled

Fi models: ™ Used by the
Wi-Fi hotspot
access interface
point: Digi
Hotspot
AP (Wi-Fi)

® Dual-Wi-Fi
models:
Wi-Fi
access
point: Digi
Hotspot
AP (Wi-
Fil)

® Dual-Wi-Fi
models:
Wi-Fi
access
point: Digi
Hotspot
AP (Wi-
Fi2)

You can modify configuration settings for the existing bridge, and you can create new bridges.
This section contains the following topics:

Edit the preconfigured LAN1 bridge
Configure a bridge
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Edit the preconfigured LAN1 bridge

Required configuration items

® Enable or disable the bridge.
= Modify the devices included in the bridge.

Additional configuration items
= Enable Spanning Tree Protocol (STP).
To edit the preconfigured LAN1 bridge:

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.
2. Access the device configuration:

Remote Manager:
a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. Click the Device ID.
c. Click Settings.
d. Click to expand Config.

Local Web Ul:
a. On the menu, click System. Under Configuration, click Device Configuration.

@outbons Hsuws @ Qsirin

The Configuration window is displayed.

oIGI @Owtboud  EEsaws - Rpsysem @ admin
DigiTX5e

3. Click Network > Bridges > LAN1.
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4. The LAN1 bridge is enabled by default. To disable, toggle off Enable.

5. Modify the list of devices that are a part of the bridge. By default, the LAN1 bridge includes the
following devices:

= Ethernet: ETH2

= Ethernet: ETH3

® Ethernet: ETH4

®  Wi-Fi access point: Digi AP (Wi-Fi) or Digi AP (Wi-Fi)

= Wi-Fi access point: Digi AP (Wi-Fi2) (Dual-Wi-Fi variants only)

The MAC address of the bridge is taken from the first available device in the list.

a. To delete a device from the bridge, click the down arrow (¥) next to the field label and
select Delete.

b. To add a device, for Add device, click ® and select the Device.
6. (Optional) Enable Spanning Tree Protocol (STP).

STP is used when using multiple LANs on the same device, to prevent bridge loops and other
routing conflicts.

a. Click STP.
b. Click Enable.

c. For Forwarding delay, enter the number of seconds that the device will spend in each of
the listening and learning states before the bridge begins forwarding data. The default is 2
seconds.

7. Click Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>
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3. The LAN1 bridge is enabled by default.
® To disable:

(config)> network bridge lanl enable false
(config)>

® To enable if it has been disabled:

(config)> network bridge lanl enable true
(config)>

4. Modify the list of devices that are a part of the bridge. By default, the LAN1 bridge includes the
following devices:
= Ethernet: ETH2
= Ethernet: ETH3
= Ethernet: ETH4
= Wi-Fi access point: Digi AP (Wi-Fi) or Digi AP (Wi-Fi)
= Wi-Fi access point: Digi AP (Wi-Fi2) (Dual-Wi-Fi variants only)

The MAC address of the bridge is taken from the first available device in the list.

a. To delete a device from the bridge:
i. Determine the index numbers of the devices included with the bridge:

(config)> show network bridge lanl device
0 /network/device/eth2

1 /network/device/eth3

2 /network/device/eth4

3 /network/wireless/ap/digi_apl

4 [network/wireless/ap/digi_ap2

(config)>

ii. Use the index number to delete the appropriate device. For example, to delete the
Digi AP (Wi-Fi) Wi-Fi access point from the bridge:

(config)> del network bridge lanl device 3
(config)>

If you are deleting multiple devices from the bridge, the device index may be
reordered after each deletion. As a result, best practice is to perform a show network
bridge lanl device command after each device is deleted to determine the new index

numbering.

b. Add devices to the bridge:

i. Determine available devices:
(config network bridge my_bridge)> . interface lanl device ?

Device: The network device used by this network {interface.
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Format:
/network/device/ethl
/network/device/eth2
/network/device/eth3
/network/device/eth4
/network/device/loopback
/network/bridge/hotspot_bridge
/network/bridge/lanl
/network/wireless/ap/digi_apl
/network/wireless/ap/digi_ap2
/network/wireless/ap/digi_hotspot_apl
/network/wireless/ap/digi_hotspot_ap2

Default value: /network/bridge/lanl
Current value: /network/bridge/lanl

(config network bridge my_bridge)>

ii. Add the appropriate device. For example, to add the Digi AP (Wi-Fi) Wi-Fi access
point:

(config network bridge my_bridge)> add device end
/network/wireless/ap/digi_apl
(config)>

5. (Optional) Enable Spanning Tree Protocol (STP).

STP is used when multiple LANs are configured on the same device, to prevent bridge loops
and other routing conflicts.

a. Enable STP:
(config)> network bridge lanl stp enable true

b. Set the number of seconds that the device will spend in each of the listening and learning
states before the bridge begins forwarding data:

(config)> network bridge lanl stp forward_delay num
(config)>
The default is 2 seconds.
6. Save the configuration and apply the change:

(config)> save
Configuration saved.
>

7. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.
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Configure a bridge

Required configuration items

® A name for the bridge.
Bridges are enabled by default.
= Devices to be included in the bridge.

Additional configuration items
® Enable Spanning Tree Protocol (STP).

To create a bridge:

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.
2. Access the device configuration:

Remote Manager:
a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. Click the Device ID.
c. Click Settings.
d. Click to expand Config.

Local Web Ul:
a. On the menu, click System. Under Configuration, click Device Configuration.

@outbors B B 0.

The Configuration window is displayed.

D I GI @ Dashboard B8 Status £ System © admin
DigiTxs

3. Click Network > Bridges.
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For Add Bridge, type a name for the bridge and click 4.

Bridges are enabled by default. To disable, toggle off Enable.

For Bridge type, select Standard.

See Create a VLAN using switchport mode for information about switchport bridging.
(Optional) Enable Spanning Tree Protocol (STP).

STP is used when using multiple LANs on the same device, to prevent bridge loops and other
routing conflicts.

a. Click STP.

b. Click Enable.

c. For Forwarding delay, enter the number of seconds that the device will spend in each of
the listening and learning states before the bridge begins forwarding data. The default is 2
seconds.

. Add devices to the bridge:

a. Click to expand Devices.

b. For Add device, click 4.

c. Select the Device.

d. Repeat to add additional devices.

The MAC address of the bridge is taken from the first available device in the list.

. Click Apply to save the configuration and apply the change.

. Select the device in Remote Manager and click Actions > Open Console, or log into the TX54

local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

. At the command line, type config to enter configuration mode:

> config
(config)>

. Create the bridge:

(config)> add network bridge my_bridge
(config network bridge my_bridge)>

Bridges are enabled by default.
® To disable:

(config network bridge my_bridge)> enable false
(config network bridge my_bridge)>
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® To enable if it has been disabled:

(config network bridge my_bridge)> enable true
(config network bridge my_bridge)>

5. Set the bridge mode to standard:

(config network bridge my_bridge)> mode standard
(config network bridge my_bridge)>

6. Add devices to the bridge:

a. Determine available devices:

(config network bridge my_bridge)> .. .. interface lanl device ?

Device: The network device used by this network {interface.

Format:
/network/device/ethl
/network/device/eth2
/network/device/eth3
/network/device/eth4
/network/device/loopback
/network/bridge/hotspot_bridge
/network/bridge/lanl
/network/wireless/ap/digi_apl
/network/wireless/ap/digi_ap2
/network/wireless/ap/digi_hotspot_apl
/network/wireless/ap/digi_hotspot_ap2

Default value: /network/bridge/lanl
Current value: /network/bridge/lanl

(config network bridge my_bridge)>
b. Add the appropriate device. For example, to add the Digi AP (Wi-Fi) Wi-Fi access point:
(config network bridge my_bridge)> add device end

/network/wireless/ap/digi_apl
(config)>

The MAC address of the bridge is taken from the first available device in the list.

7. (Optional) Enable Spanning Tree Protocol (STP).

STP is used when using multiple LANs on the same device, to prevent bridge loops and other
routing conflicts.

a. Enable STP:
(config network bridge my_bridge)> stp enable true

b. Set the number of seconds that the device will spend in each of the listening and learning
states before the bridge begins forwarding data:
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(config network bridge my_bridge)> stp forward_delay num
(config)>
The default is 2 seconds.
8. Save the configuration and apply the change:
(config)> save
Configuration saved.
>
9. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Show SureLink status and statistics

You can show SureLink status for all interfaces, or for an individual interface. You can also show
Surelink status for ipsec tunnels and OpenVPN clients.

SureLink status is only available from the Admin CLI.

Show SureLink State

To show the current state of SureLink for the TX54 device, use the show surelink state command:
1. Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the Admin CLI prompt, type:

> show surelink state

Test on network.interface.wanl.ipv6 with condition: one
dns_configured (n);

network.interface.wanl.ipv6; -> update_routing_table
ACTION ATTEMPTS STATUS
restart_interface 00/01 [FAILED]
update_routing_table 00/01

Test on network.interface.wwanl.ipv4 with condition: all
dns_configured (n);

network.interface.wwanl.ipv4; -> restart_interface

ACTION ATTEMPTS STATUS
update_routing_table 00/03 [ BUSY ]
restart_interface 00/03
reset_modem 00/03
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switch_sim 00/03
modem_power_cycle 00/03
restart_interface 00/03

Show SurelLink status for all interfaces
To show the SureLink status all interfaces, use the show surelink interface all command:
1. Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. Atthe Admin CLI prompt, type:

> show surelink interface all

Interface Test Proto Last Response Status

wanl Interface is up IPv4 32 seconds Passing
wanl Interface's DNS servers (DNS) 1IPv4 28 seconds Passing
lanl Interface is up IPv4 21 seconds Passing
lanl Interface's DNS servers (DNS) 1IPv4 20 seconds Passing
wwanl Interface is up IPv4 115 seconds Passing
wwanl Interface's DNS servers (DNS) 1IPv4 114 seconds Passing

>

3. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Show SureLink status for a specific interface
To show the SureLink status a specific interface, use the show surelink interface name name
command:
1. Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. Use the show surelink interface name name command to show the Surelink status of a specific
interface, for example:

> show surelink interface name wanl
wanl Surelink Status

IPv4 Status : Passing
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IPv6 Status : Failed

Test Proto Last Response Status

Interface's DNS servers (DNS) 1IPv6 15 seconds Failed
>

3. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Show SureLink status for all IPsec tunnels
To show the SureLink status all IPsec tunnels, use the show surelink ipsec all command:
1. Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the Admin CLI prompt, type:

> show surelink ipsec all

IPsec Test Last Response Status
test 194.43.79.74 (Ping) 29 seconds Passed
test 194.43.79.75 (Ping) 5 seconds Passed
testl 194.43.79.74 (Ping) 21 seconds Failed
test2 194.43.79.75 (Ping) 21 seconds Waiting for result

>

3. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Show SureLink status for a specific IPsec tunnel
To show the SurelLink status a specific IPsec tunnel, use the show surelink ipsec tunnel name
command:
1. Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.
Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. Use the show surelink ipsec tunnel name command to show the Surelink status of a specific
tunnel, for example:
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> show surelink +dipsec tunnel test

IPsec Test Last Response Status
test 194.43.79.74 (Ping) 29 seconds Passed
test 194.43.79.75 (Ping) 5 seconds Passed

3. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Show SureLink status for all OpenVPN clients
To show the SureLink status all OpenVPN clients, use the show surelink openvpn client all command:
1. Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the Admin CLI prompt, type:

> show surelink openvpn all

OpenVPN Client Test Last Response Status
test_clientl 194.43.79.74 (Ping) 29 seconds Passed
test_clientl 194.43.79.75 (Ping) 5 seconds Passed
test_client2 194.43.79.74 (Ping) 21 seconds Failed
test_client2 194.43.79.75 (Ping) 21 seconds Waiting for result

>

3. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Show SureLink status for a specific OpenVPN client
To show the SureLink status a specific OpenVPN client, use the show surelink openvpn client name
command:
1. Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.
Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. Use the show surelink openvpn client name command to show the Surelink status of a specific
OpenVPN client, for example:
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> show surelink openvpn client test_clientl

OpenVPN Client Test Last Response Status
test_clientl 194.43.79.74 (Ping) 29 seconds Passed
test_clientl 194.43.79.75 (Ping) 5 seconds Passed
>

3. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.
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Serial port

TX54 devices have a single serial port that provides access to different features, depending on the
serial port mode selection.

Default serial port configuration

You can review the default serial port configuration for your device.

Serial mode options

You can choose a serial mode option for each serial port, depending on the feature that you want to
use.

® | ogin: Allows the port to be used to log into the CLI.

® Remote Access: Provides socket level access to ports.

= Application: Provides access to the serial device from Python applications.
® JDP serial: Provides access to the serial port using UDP.

= Modbus: Allows the device to function as a Modbus protocol gateway.

Add a USB serial port

Your TX54 can be configured to support USB-to-serial adapters for serial access to the device, remote
serial out-of-band (OOB) access to other devices, or for use in python applications. See Add a USB
serial port.

View serial port information

B Show serial status and statistics

B Review the serial port message log

Default serial port configuration
The TX54 default serial port configuration is:

® Enabled
= Serial mode: Login
® Label: None
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® Baud rate: 115000
= Data bits: 8

= Parity: None

= Stop bits: 1

= Flow control: None

Configure Login mode

Login mode allows the user to log into the device through the serial port.

To change the configuration to match the serial configuration of the device to which you want to
connect:

1. Loginto the TX54 WebUl as a user with Admin access.
2. On the menu, click System. Under Configuration, click Serial Configuration.

You can also configure the serial port by using Device Configuration > Serial. Changes
made by using either Device Configuration or Serial Configuration will be reflected in both.

3. Click the name of the port that you want to configure.

Port Label Mode Services Serial Settings [:]

The serial port is enabled by default. To disable, toggle off Enable.
4. For Mode, select Login. This is the default.

(Optional) For Label, enter a label that will be used when referring to this port.
6. Expand Serial Settings.
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The entries in the following fields must match the information for the power controller. Refer
to your power controller manual for the correct entries.

a. Baud rate: For Baud rate, select the baud rate used by the device to which you want to
connect. The default is 115000.

b. Data bits: For Data bits, select the number of data bits used by the device to which you
want to connect. The default is 8.

c. Parity: For Parity, select the type of parity used by the device to which you want to
connect. The default is None.

d. Stop bits: For Stop bits, select the number of stop bits used by the device to which you
want to connect. The default is 1.

e. Flow control: For Flow control, select the type of flow control used by the device to
which you want to connect. The default is None.

7. Expand Logging Settings to configure logging for this serial port.
a. To enable logging, click to toggle on Enable.
b. In the Log file name field, enter a descriptive name for the log file.

c. For Log file size, type the size of the log file. When the log file reaches the size limit, the
current file is saved and a new file is created. The default is 65536 bytes.

d. From the Type of data to log list box, specify the type of data that should be saved.
= Received
= Transmitted
= Both
= Both with arrows. This is the default.

e. If you want to log the time at which date was received or transmitted, click the
Timestamps toggle to Enable.

f. If you want to log the data as hexadecimal values, click the Hexadecimal toggle to
Enable.

You can review the message log in the Serial Port Log page. See Review the serial
port message log.

8. Click Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>
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3. The serial port is enabled by default. To disable:

(config)> serial portl enable false
(config)>

4, Set the mode:

(config)> serial portl mode login
(config)>

5. (Optional) Set a label that will be used when referring to this port.

(config)>path-paramlabel label
(config)>

6. Set the baud rate used by the device to which you want to connect:

(config)>serial portl baudrate rate
(config)>

7. Set the number of data bits used by the device to which you want to connect:

(config)>serial portl databits bits
(config)>

8. Set the type of parity used by the device to which you want to connect:

(config)>serial portl parity parity
(config)>
Allowed values are:
= even
= odd
® none
The default is none.

9. Set the stop bits used by the device to which you want to connect:

(config)>serial portl stopbits bits
(config)>

10. Set the type of flow control used by the device to which you want to connect:

(config)>serial portl flow value
(config)>
where value is one of:

= none

B rts/cts

= xon/xoff
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11. Configure serial port logging:
a. Enable serial port logging:

(config)>serial portl logging enable true
(config)>

b. Set the file name:

(config)>serial portl logging filename string
(config)>

c. Set the maximum allowed log size for the serial port log when starting the log:

(config)>serial portl logging size value
(config)>
where value is the size of the log file in bytes. The default is 65536.
d. Specify the data type:
(config)>serial portl logging type value
(config)>
where value is one of:
= received
®  transmitted
= both
= arrows. This is the default.
e. Log the time at which date was received or transmitted:

(config)>serial portl logging hex true
(config)>

f. Log data as hexadecimal values:

(config)>serial portl logging timestamp true
(config)>

12. Save the configuration and apply the change:

(config)> save
Configuration saved.
>

13. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Configure Remote Access mode

Remote Access mode allows for remote access to another device that is connected to the serial port.
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To change the configuration to match the serial configuration of the device to which you want to
connect:

1. Loginto the TX54 WebUI as a user with Admin access.
2. On the menu, click System. Under Configuration, click Serial Configuration.

. B O semin

The Serial Configuration page is displayed.

You can also configure the serial port by using Device Configuration > Serial. Changes
made by using either Device Configuration or Serial Configuration will be reflected in both.

3. Click the name of the port that you want to configure.

Port Label Mode services Serial Settings (1)

The serial port is enabled by default. To disable, toggle off Enable.

4. For Mode, select Remote Access.
(Optional) For Label, enter a label that will be used when referring to this port.
Expand Serial Settings.

The entries in the following fields must match the information for the power controller. Refer
to your power controller manual for the correct entries.

a. Baud rate: For Baud rate, select the baud rate used by the device to which you want to
connect. The default is 115000.

b. Data bits: For Data bits, select the number of data bits used by the device to which you
want to connect. The default is 8.

c. Parity: For Parity, select the type of parity used by the device to which you want to
connect. The default is None.
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d. Stop bits: For Stop bits, select the number of stop bits used by the device to which you
want to connect. The default is 1.

e. Flow control: For Flow control, select the type of flow control used by the device to
which you want to connect. The default is None.
7. Click to expand Data Framing.
a. Click Enable to enable the data framing feature.
For Maximum Frame Count, enter the maximum size of the packet. The default is 1024.
For Idle Time, enter the length of time the device should wait before sending the packet.
For End Pattern, enter the end pattern. The packet is sent when this pattern is received
from the serial port.
e. Click Strip End Pattern if you want to remove the end pattern from the packet before it is
sent.
8. Expand Service Settings.
All service settings are disabled by default. Click available options to toggle them to enabled,
and set the IP ports as appropriate.

& n U

Enable TCP keepalive; Enable TCP nodel,

For each type of service, you can also configure the access control.
To do this, you need to go to Device Configuration:
a. On the menu, click System. Under Configuration, click Device Configuration.

The Configuration window is displayed.
b. Access the configuration for the appropriate type of service:
i. Click to expand Serial.
ii. Click to expand the appropriate serial port.
iii. Click to expand the appropriate type of service.
iv. Click to expand Access Control List.

For example, to set the Access Control List for the SSH connection for serial port 1, click to
expand Serial > Port 1 > SSH connection > Access Control List:
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¥ 55H connection

Enable
Port 2001
¥ Access control list
» |Pv4 Addresses
» |PvE Addresses
» Interfaces
» Zones
Enable mDNS
Enable TCP keep-alive messages

Enable TCP nodelay

® To limit access to specified IPv4 addresses and networks:

V.

Click IPv4 Addresses.
For Add Address, click <.

For Address, enter the IPv4 address or network that can access the device's
service-type. Allowed values are:

¢ Asingle IP address or host name.

¢ A network designation in CIDR notation, for example, 192.168.1.0/24.

¢ any: No limit to IPv4 addresses that can access the service-type.
Click 4+ again to list additional IP addresses or networks.

® To limit access to specified IPv6 addresses and networks:

V.

Click IPv6 Addresses.
For Add Address, click <.

For Address, enter the IPv6 address or network that can access the device's
service-type. Allowed values are:

¢ Asingle IP address or host name.

¢ A network designation in CIDR notation, for example, 2001:db8::/48.

¢ any: No limit to IPv6 addresses that can access the service-type.
Click 4 again to list additional IP addresses or networks.

® To limit access to hosts connected through a specified interface on the TX54 device:

iv.

TX54 User Guide

Click Interfaces.

For Add Interface, click %

For Interface, select the appropriate interface from the dropdown.
Click 4 again to allow access through additional interfaces.
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® To limit access based on firewall zones:
i. Click Zones.

ii. For Add Zone, click %

iii. For Zone, select the appropriate firewall zone from the dropdown.
See Firewall configuration for information about firewall zones.

iv. Click 4 again to allow access through additional firewall zones.

9. Expand Autoconnect Settings.
a. Click Enable to enable the autoconnect feature.

b. For Connection Trigger, select the option that describes the type of event that should
trigger the connection.

c. For Outbound Connection Type, select the option that describes the method used to
initiate the connection.

d. For Connection destination, enter the host name or IP address of the remote server.
When using SSH, this should be prefixed with the user name and followed by @, for
example, admin@192.168.1.1.

e. For Connection port, enter the TCP port of the remote server (1-65535).

If Connect when the data that is received matches the specified string is selected for
Connection trigger:

i. For Data match string, type the string that, when received, will trigger the
connection.

ii. Flush match string is enabled by default, which will discard the matched string from
data sent to the server. Click to toggle off to disable.

g. Click Enable TCP keep-alive messages to enable TCP keepalive on the connection.
h. Click Enable TCP nodelay to enable TCP nodelay on the connection.

i. For Socket ID string, type text to be transmitted to the remote server when the socket
connects.

10. Expand Session Settings.

Enable Exclusive access to limit access to the serial port to a single active session.

b. For Escape sequence, type the characters used to start an escape sequence. If no
characters are defined, the escape sequence is disabled. The default is ~b.

c. For History size, type or select the number of bytes of output from the serial port that are
written to buffer. These bytes are redisplayed when a user connects to the serial port. The
default is 4000 bytes.

d. For Idle timeout, type the amount of time to wait before disconnecting due to user
inactivity.

11. Expand Monitor Settings.
a. Enable CTS to monitor CTS (Clear to Send) changes on this port.
b. Enable DCD to monitor DCD (Data Carrier Detect) changes on this port.
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12. Expand Logging Settings to configure logging for this serial port.
a. To enable logging, click to toggle on Enable.
b. In the Log file name field, enter a descriptive name for the log file.

c. For Log file size, type the size of the log file. When the log file reaches the size limit, the
current file is saved and a new file is created. The default is 65536 bytes.

d. From the Type of data to log list box, specify the type of data that should be saved.
= Received
= Transmitted
= Both
= Both with arrows. This is the default.

e. If you want to log the time at which date was received or transmitted, click the
Timestamps toggle to Enable.

f. If you want to log the data as hexadecimal values, click the Hexadecimal toggle to
Enable.

You can review the message log in the Serial Port Log page. See Review the serial
port message log.

13. Click Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Serial ports is enabled by default. To disable:

(config)> serial port_number enable false
(config)>

Command line examples in this section will use portl for the serial port. However, any port
number can be used.

4, Set the mode:

(config)> serial portl mode remoteaccess
(config)>

5. (Optional) Set a label that will be used when referring to this port.

(config)>serial portl label label
(config)>
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6. Set the baud rate used by the device to which you want to connect:

(config)>serial port baudrate rate
(config)>

7. Set the number of data bits used by the device to which you want to connect:

(config)>serial port databits bits
(config)>

8. Set the type of parity used by the device to which you want to connect:

(config)>serial port parity parity
(config)>
Allowed values are:
= even
= odd
® none
The default is none.
9. Set the stop bits used by the device to which you want to connect:

(config)>serial port stopbits bits
(config)>

10. Set the type of flow control used by the device to which you want to connect:

(config)>serial port flow value
(config)>
where value is one of:
= none
m rts/cts
= xon/xoff
11. Configure the session settings.
a. Set the characters used to start an escape sequence:

(config)>serial portl escape string
(config)

If no characters are defined, the escape sequence is disabled. The default is ~b.

b. Limit access to the serial port to a single active session:

(config)>serial portl exclusive true
(config)

c. Set the number of bytes of output from the serial port that are written to buffer. These
bytes are redisplayed when a user connects to the serial port.
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(config)>serial portl history bytes
(config)
The default is 4000 bytes.
d. Setthe amount of time to wait before disconnecting due to user inactivity:

(config)>serial portl idle_timeout value
(config)

where value is any number of weeks, days, hours, minutes, or seconds, and takes the
format number{w|d|h|m|s}.

For example, to set idle_timeout to ten minutes, enter either 10m or 600s:
(config)>serial portl idle_timeout 600s
(config)
The default is 15m.
12. Configure monitor settings.
a. (Optional) Enable monitoring of CTS (Clear to Send) changes on this port:

(config)>serial portl monitor cts true
(config)

b. (Optional) Enable monitoring of DCD (Data Carrier Detect) changes on this port:

(config)>serial portl monitor dcd true
(config)

13. (Optional) Configure autoconnect:
a. Enable autoconnect:

(config)>serial portl autoconnect enable true
(config)>

b. Set the option that will trigger the connection:

(config)>serial portl autoconnect trigger value
(config)>
where value is one of:

= always

= data

= ded

= destination

= dsr

® match

If match is selected:
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i. Set the string that, when received, will trigger the connection:

(config)>serial portl autoconnect match_string string
(config)>

ii. flush_string is enabled by default, which will discard the matched string from
data sent to the server. To disable:

(config)>serial portl autoconnect flush_string false
(config)>

The default is always.
c. Set the option that initiates the connection:

(config)>serial portl autoconnect conn_type value
(config)>
where value is one of:
= ssh
" tcp
= telnet
= tls
= tls_auth
The default is tls.
d. Set the host name or IP address of the destination server:

(config)>serial portl autoconnect destination hostname/IP_address
(config)>

When using SSH, this should be prefixed with the user name and followed by @, for
example:

(config)>serial portl autoconnect destination admin@l92.168.1.1
(config)>

e. Setthe TCP port of the destination server:

(config)>serial portl autoconnect port int
(config)>

where int is any integer between 1 and 65535.
f. To enable TCP keepalive:

(config)>serial portl autoconnect keepalive true
(config)>

g. To enable TCP nodelay:

(config)>serial portl autoconnect nodely true
(config)>
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h. Set the text to be transmitted to the remote server when the socket connects:

(config)>serial portl socketid string
(config)>

14. (Optional) Configure data framing:

a. Enable data framing:

(config)>serial portl framing enable true
(config)

b. Set the maximum size of the packet:

(config)>serial portl framing max_count int
(config)

The default is 1024.
c. Set the length of time the device should wait before sending the packet:

(config)>serial portl framing +idle_time value
(config)

where value is in milliseconds (ms) or seconds (s). The maximum value is 60s.

d. Setthe end pattern. The packet is sent when this pattern is received from the serial port:

(config)>serial portl framing end_pattern backslash-escaped-string
(config)

e. Set the strip end pattern if you want to remove the end pattern from the packet before it is
sent:

(config)>serial portl framing strip_pattern true
(config)

15. (Optional) Configure service settings:
a. Configure SSH settings:
i. Enable SSH:

(config)>serial portl service ssh enable true
(config)>

ii. Set the port to be used for ssh communications:

(config)>serial portl service ssh port int
(config)>

where int is any integer between 1 and 65535. The default is 3001.

iii. Enable TCP keep-alive messages:

(config)>serial portl service ssh keepalive true
(config)>

iv. Enable TCP nodelay messages:
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(config)>serial portl service ssh nodelay true
(config)>

v. (Optional) Configure access control:
B To limit access to specified IPv4 addresses and networks:

(config)> add serial portl service ssh acl address end value
(config)>

Where value can be:
e Asingle IP address or host name.
¢ A network designation in CIDR notation, for example, 192.168.1.0/24.
¢ any: No limit to IPv4 addresses that can access the service-type.
Repeat this step to list additional IP addresses or networks.
® To limit access to specified IPv6 addresses and networks:

(config)> add serial portl service ssh acl address6 end value
(config)>

Where value can be:
¢ Asingle IP address or host name.
¢ A network designation in CIDR notation, for example, 2001:db8::/48.
¢ any: No limit to IPv6 addresses that can access the service-type.
Repeat this step to list additional IP addresses or networks.

B To limit access to hosts connected through a specified interface on the TX54
device:

(config)> add serial portl service ssh acl interface end
value
(config)>

Where value is an interface defined on your device.

Display a list of available interfaces:
Use ... network interface ? to display interface information:

(config)> ... network interface ?
Interfaces

Additional Configuration

defaultip Default IP
defaultlinklocal Default Link-local IP
lanl LAN1

loopback Loopback

wanl WAN1

wwanl WWAN1
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wwan2 WWAN2
(config)>

Repeat this step to list additional interfaces.
® To limit access based on firewall zones:

(config)> add serial portl service ssh acl zone end value
(config)>

Where value is a firewall zone defined on your device, or the any keyword.

Display a list of available firewall zones:
Type ... firewall zone ? at the config prompt:

(config)> ... firewall zone ?

Zones: A list of groups of network interfaces that
can be referred to by packet
filtering rules and access control lists.

Additional Configuration

any
dynamic_routes
edge

external
hotspot
internal

ipsec

loopback

setup

(config)>

Repeat this step to include additional firewall zones.
vi. (Optional) Enable Multicast DNS (mDNS):

(config)>serial portl service ssh mdns enable true
(config)>

b. Configure TCP settings:
i. Enable TCP:

(config)>serial portl service tcp enable true
(config)>

ii. Setthe port to be used for ssh communications:
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(config)>serial portl service tcp port int
(config)>
where int is any integer between 1 and 65535. The default is 4001.
Enable TCP keep-alive messages:

(config)>serial portl service tcp keepalive true
(config)>

Set the option that initiates the connection:

(config)>serial portl service tcp conn_type value
(config)>
where value is one of:
= tcp
" tls
= tls_auth
The default is tls.

Enable TCP nodelay messages:

(config)>serial portl service tcp nodelay true
(config)>
(Optional) Configure access control:

B To limit access to specified IPv4 addresses and networks:

(config)> add serial portl service tcp acl address end value
(config)>

Where value can be:
* Asingle IP address or host name.
¢ A network designation in CIDR notation, for example, 192.168.1.0/24.
¢ any: No limit to IPv4 addresses that can access the service-type.

Repeat this step to list additional IP addresses or networks.

B To limit access to specified IPv6 addresses and networks:

(config)> add serial portl service tcp acl address6 end value
(config)>
Where value can be:
¢ Asingle IP address or host name.
¢ A network designation in CIDR notation, for example, 2001:db8::/48.
¢ any: No limit to IPv6 addresses that can access the service-type.
Repeat this step to list additional IP addresses or networks.

B To limit access to hosts connected through a specified interface on the TX54
device:
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(config)> add serial portl service tcp acl interface end
value
(config)>

Where value is an interface defined on your device.

Display a list of available interfaces:
Use ... network interface ? to display interface information:

(config)> ... network interface ?
Interfaces

Additional Configuration

defaultip Default IP
defaultlinklocal Default Link-local IP
lanl LAN1

loopback Loopback

wanl WAN1

wwanl WWAN1

wwan2 WWAN2

(config)>

Repeat this step to list additional interfaces.

B To limit access based on firewall zones:

(config)> add serial portl service tcp acl zone end value
(config)>

Where value is a firewall zone defined on your device, or the any keyword.

Display a list of available firewall zones:
Type ... firewall zone ? at the config prompt:

(config)> ... firewall zone ?

Zones: A list of groups of network interfaces that
can be referred to by packet
filtering rules and access control lists.

Additional Configuration

any
dynamic_routes
edge

external
hotspot
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internal
ipsec
loopback
setup

(config)>

Repeat this step to include additional firewall zones.
vii. (Optional) Enable Multicast DNS (mDNS):

(config)>serial portl service tcp mdns enable true
(config)>
¢. Configure telnet settings:
i. Enable SSH:

(config)>serial portl service telnet enable true
(config)>

ii. Set the port to be used for ssh communications:

(config)>serial portl service telnet port 1int
(config)>
where int is any integer between 1 and 65535. The default is 3001.
iii. Enable TCP keep-alive messages:

(config)>serial portl service telnet keepalive true
(config)>

iv. Enable TCP nodelay messages:

(config)>serial portl service telnet nodelay true
(config)>
v. (Optional) Configure access control:

B To limit access to specified IPv4 addresses and networks:

(config)> add serial portl service telnet acl address end
value
(config)>

Where value can be:
e Asingle IP address or host name.
¢ A network designation in CIDR notation, for example, 192.168.1.0/24.
¢ any: No limit to IPv4 addresses that can access the service-type.

Repeat this step to list additional IP addresses or networks.
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B To limit access to specified IPv6 addresses and networks:

(config)> add serial portl service telnet acl address6 end
value
(config)>

Where value can be:
¢ Asingle IP address or host name.
¢ A network designation in CIDR notation, for example, 2001:db8::/48.
¢ any: No limit to IPv6 addresses that can access the service-type.
Repeat this step to list additional IP addresses or networks.

B To limit access to hosts connected through a specified interface on the TX54
device:

(config)> add serial portl service telnet acl interface end
value
(config)>

Where value is an interface defined on your device.

Display a list of available interfaces:
Use ... network interface ? to display interface information:

(config)> ... network interface ?
Interfaces

Additional Configuration

defaultip Default IP
defaultlinklocal Default Link-local IP
lanl LAN1

loopback Loopback

wanl WAN1

wwanl WWAN1

wwan2 WWAN2

(config)>

Repeat this step to list additional interfaces.
® To limit access based on firewall zones:

(config)> add serial portl service telnet acl zone end value
(config)>

Where value is a firewall zone defined on your device, or the any keyword.

Display a list of available firewall zones:
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Type ... firewall zone ? at the config prompt:

(config)> ... firewall zone ?

Zones: A list of groups of network interfaces that
can be referred to by packet
filtering rules and access control lists.

Additional Configuration

any
dynamic_routes
edge

external
hotspot
internal

ipsec

loopback

setup

(config)>

Repeat this step to include additional firewall zones.
vi. (Optional) Enable Multicast DNS (mDNS):

(config)>serial portl service telnet mdns enable true
(config)>

16. Configure serial port logging:
a. Enable serial port logging:

(config)>serial portl logging enable true
(config)>

b. Set the file name:

(config)>serial portl logging filename string
(config)>

c. Set the maximum allowed log size for the serial port log when starting the log:

(config)>serial portl logging size value
(config)>

where value is the size of the log file in bytes. The default is 65536.
d. Specify the data type:

(config)>serial portl logging type value
(config)>

where value is one of:
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® received

= transmitted

® both

® arrows. This is the default.

e. Log the time at which date was received or transmitted:

(config)>serial portl logging hex true
(config)>

f. Log data as hexadecimal values:

(config)>serial portl logging timestamp true
(config)>

17. Save the configuration and apply the change:

(config)> save
Configuration saved.
>

18. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Configure Application mode

Application mode provides access to the serial device from Python applications. See Add a USB serial
port for information about creating serial ports in Application mode. See Use Python to access serial
ports for information about creating Python applications that access the serial port.

To change the configuration to match the serial configuration of the device to which you want to
connect:

1. Loginto the TX54 WebUI as a user with Admin access.
2. On the menu, click System. Under Configuration, click Serial Configuration.
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You can also configure the serial port by using Device Configuration > Serial. Changes
made by using either Device Configuration or Serial Configuration will be reflected in both.

3. Click the name of the port that you want to configure.

Port Label Mode services Serial Settings (1)

The serial port is enabled by default. To disable, toggle off Enable.
4. For Mode, select Application. The default is Login.
(Optional) For Label, enter a label that will be used when referring to this port.

Click Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. The serial port is enabled by default. To disable:

(config)> serial portl enable false
(config)>

4. Set the mode:

(config)> serial portl mode application
(config)>

5. (Optional) Set a label that will be used when referring to this port.

(config)>path-paramlabel label
(config)>

6. Save the configuration and apply the change:
(config)> save

Configuration saved.
>
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7. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Configure PPP dial-in mode
PPP dial-in allows the device to answer Point-to-Point Protocol (PPP) connections over serial ports.

To change the configuration to match the serial configuration of the device to which you want to
connect:

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.
2. Access the device configuration:

Remote Manager:
a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. Click the Device ID.
. Click Settings.
d. Click to expand Config.

Local Web Ul:
a. On the menu, click System. Under Configuration, click Device Configuration.

@ o o @ o

The Configuration window is displayed.

oIGI @Owtboud  EEsews - fpssem @ admin
DigiTX54

3. Click to expand the name of the port that you want to configure, for example, Port 1.

The serial port is enabled by default. To disable, toggle off Enable.
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4. For Mode, select PPP-Dial-in. The default is Login.

(Optional) For Label, enter a label that will be used when referring to this port.

For Baud rate, select the baud rate used by the device to which you want to connect. The
default is 115000.

7. For Flow control, select the type of flow control used by the device to which you want to
connect. The default is None.

8. For Idle timeout, type the amount of time that the active session can be idle before the
session is disconnected.

Allowed values are any number of weeks, days, hours, minutes, or seconds, and take the
format number{w|d|h|m|s}.

For example, to set Idle timeout to ten minutes, enter 10m or 600s.
9. Click to expand PPP dial-in.
10. For Local IP address, type the IP address assigned to this interface.
11. For Remote IP address, type the IP address assigned to the remote peer.

12. For Authentication method, select the method used to authenticate the remote peer. Allowed
values are:

® None: No authentication is required.

= Automatic: Attempt to authenticate using CHAP first, and then PAP.

®  CHAP: Use Challenge Handshake Authentication Protocol (CHAP) to authenticate.
B PAP: Use Password Authentication Protocol (PAP) to authenticate.

If Automatic, CHAP, or PAP are selected, type the Username and Password used to
authenticate the remote peer.

13. For Metric, set the priority of routes associated with this interface. If there are multiple active
routes that match a destination, then the route with the lowest metric will be used.

14. For Zone, select the firewall zone for this interface. This can be used by packet filtering rules
and access control lists to restrict network traffic on this interface.

15. (Optional) Configure the serial port to use a custom PPP configuration file:
a. Click to expand Custom PPP configuration.
b. Click Enable to enable the use of a custom PPP configuration file.

c. Click Override to override the default PPP configuration and only use the custom
configuration file.
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If Override is not enabled, the custom PPP configuration file is used in addition to the
default configuration.

d. For Configuration file, paste or type the configuration data in the format of a pppd
options file. Because the options are passed directly to the pppd command line, they
should all be entered on a single line. For example:

debug lcp-echo-interval 10 lcp-echo-failure 2

16. (Optional) Configure a script that will be run to prepare the link before PPP negotiations are
started:

a. Click to expand Connect script.
b. Click Enable to enable the use of a connection script.

c. For Connect script filename, type the name of the script. Scripts are located in the
/etc/config/serial directory. An example script, windows_dun.sh is provided.

Example windows_dun.sh file:
#!/bin/sh

# Example connect script for connecting from a PC using a Windows
dial-up

# networking connection with built-in standard 33600 bps modem driver
and phone

# number 123.

# The shell's 'read' builtin breaks on newline, so translate incoming
carriage-

# return to newline, and outgoing newline to carriage-return-newline.
stty dcrnl onlcr opost

# Read input from the serial port, one line at a time.
while read -r 1line; do
case "$line" 1in
ATDT123)
echo "CONNECT" # dinstruct the peer to start PPP
exit 0 # start up the local PPP session

2
AT*)
echo "OK" # passively accept any other AT command
55
esac
done

17. Click Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.
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. At the command line, type config to enter configuration mode:

> config
(config)>

The serial port is enabled by default. To disable:

(config)> serial portl enable false
(config)>

Set the mode:

(config)> serial portl mode ppp_dialin
(config)>

(Optional) Set a label that will be used when referring to this port.

(config)> serial portl Tlabel label
(config)>

Set the baud rate used by the device to which you want to connect:

(config)> serial portl baudrate rate
(config)>

Set the type of flow control used by the device to which you want to connect:

(config)> serial portl flow value
(config)>

where value is one of:
= none
B rts/cts
= xon/xoff
Set the amount of time that the active session can be idle before the session is disconnected:

(config)> serial portl idle_timeout value
(config)>

where value is any number of weeks, days, hours, minutes, or seconds, and takes the format
number{w|d|h|m|s}.

For example, to set idle_timeout to ten minutes, enter either 10m or 600s:

(config)> serial portl idle_timeout 600s
(config)>

Set the local IP address assigned to this interface:

(config)> serial portl ppp_dialin local_address IPv4_address
(config)>

TX54 User Guide 282



Serial port

10.

11.

12.

13.

Configure PPP dial-in mode

Set the IP address assigned to the remote peer:

(config)> serial portl ppp_dialin remote_address IPv4_address
(config)>

Set the authentication method used to authenticate the remote peer:

(config)> serial portl ppp_dialin auth value
(config)>

where value is one of:
® none: No authentication is required.
= auto: Attempt to authenticate using CHAP first, and then PAP.
= chap: Use Challenge Handshake Authentication Protocol (CHAP) to authenticate.
® pap: Use Password Authentication Protocol (PAP) to authenticate.
The default is none.

If auto, chap, or pap are set, set the username and password used to authenticate the remote
peer:

(config)> serial portl ppp_dialin username username
(config)> serial portl ppp_dialin password password
(config)>

Set the priority of routes associated with this interface. If there are multiple active routes that
match a destination, then the route with the lowest metric will be used.

(config)> serial portl ppp_dialin metric int
(config)>

The default is 10.

Set the firewall zone for this interface. This can be used by packet filtering rules and access
control lists to restrict network traffic on this interface.

a. Use the ? to determine available zones:
(config)> serial portl ppp_dialin zone ?

Zone: The firewall zone assigned to this interface. This can be used
by packet
filtering rules and access control lists to restrict network traffic
on this
interface.
Format:

any

dynamic_routes

edge

external

hotspot

internal

ipsec
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loopback

setup
Default value: internal
Current value: internal

(config)>
b. Set the zone:

(config)> serial portl ppp_dialin zone zone
(config)>
14. (Optional) Configure the serial port to use a custom PPP configuration file:

a. Enable the use of a custom PPP configuration file:

(config)> serial portl ppp_dialin custom enable true
(config)>

b. Enable override to override the default PPP configuration and only use the custom
configuration file:

(config)> serial portl ppp_dialin custom override true
(config)>

If override is not enabled, the custom PPP configuration file is used in addition to the
default configuration.

c. Paste or type the configuration data in the format of a pppd options file:

(config)> serial portl ppp_dialin custom config_file data
(config)>

where data are one or more pppd command line options. Because the options are passed
directly to the pppd command line, they should all be entered on a single line. For
example:

(config)> serial portl ppp_dialin custom config_file "debug lcp-echo-
interval 10 lcp-echo-failure 2"
(config)>

15. (Optional) Configure a script that will be run to prepare the link before PPP negotiations are
started:

a. Enable the use of a connection script.

(config)> serial portl ppp_dialin connect enable true
(config)>

b. Set the name of the script:

(config)> serial portl ppp_dialin connect script filename
(config)>
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Scripts are located in the /etc/config/serial directory. An example script, windows_dun.sh
is provided.

Example windows_dun.sh file:
#!/bin/sh

# Example connect script for connecting from a PC using a Windows
dial-up

# networking connection with built-in standard 33600 bps modem driver
and phone

# number 123.

# The shell's 'read' builtin breaks on newline, so translate incoming
carriage-

# return to newline, and outgoing newline to carriage-return-newline.
stty dcrnl onlcr opost

# Read input from the serial port, one line at a time.
while read -r 1line; do
case "$line" 1n
ATDT123)
echo "CONNECT" # -dnstruct the peer to start PPP
exit O # start up the local PPP session

I
AT*)
echo "OK" # passively accept any other AT command
H
esac
done

16. Save the configuration and apply the change:

(config)> save
Configuration saved.
>

17. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Configure UDP serial mode

The UDP serial mode option in the serial port configuration provides access to the serial port using
UDP.

To change the configuration to match the serial configuration of the device to which you want to
connect:
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1. Loginto the TX54 WebUI as a user with Admin access.
2. On the menu, click System. Under Configuration, click Serial Configuration.

o O wamin

The Serial Configuration page is displayed.

You can also configure the serial port by using Device Configuration > Serial. Changes
made by using either Device Configuration or Serial Configuration will be reflected in both.

3. Click to expand the port that you want to configure for UDP serial mode.

Port Label Mode Services Serial Settings 1)

The serial port is enabled by default. To disable, toggle off Enable.
4. For Mode, select UDP serial.
The default is Login.
(Optional) For Label, enter a label that will be used when referring to this port.
Expand Serial Settings.

Baud Rate: | 115200 v Data Bits: R4 Parity: None v

Stop Bits: 1 v Flow Control:  None v

For Baud rate, select the baud rate used by the device to which you want to connect.

b. For Data bits, select the number of data bits used by the device to which you want to
connect.

For Parity, select the type of parity used by the device to which you want to connect.

d. For Stop bits, select the number of stop bits used by the device to which you want to
connect.

e. For Flow control, select the type of flow control used by the device to which you want to
connect.
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7. Expand Data Framing Settings.

Enable: 0

Maximum Frame Count: 1024 Idle Time:  5ms

End Pattern: /n Strip End Pattern: O

a. Click to expand Data Framing.
i. Click Enable to enable the data framing feature.

ii. For Maximum Frame Count, enter the maximum size of the packet. The default is
1024.

iii. For Idle Time, enter the length of time the device should wait before sending the
packet.

iv. For End Pattern, enter the end pattern. The packet is sent when this pattern is
received from the serial port.

v. Click Strip End Pattern if you want to remove the end pattern from the packet before
it is sent.

8. Expand UDP Serial Settings.

Local Port: 4001

Socket ID String:  Portl

Description Hostname Port

o Devicel 10.10.XX.XX 1

Add Destination

a. For Local port, enter the UDP port. The default is 4001 or serial port 1, 4002 for serial port
2, etc.

b. (Optional) For Socket String ID, enter a string that should be added at the beginning of
each packet.

c. For Destinations, you can configure the remote sites to which you want to send data. If
you do not specify any destinations, the TX54 sends new data from the last IP address and
port from which data was received. To add a destination:

i. Click Add Destination. A destination row is added.
ii. (Optional) For Description, enter a description of the destination.
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iii. For Hostname, enter the host name or IP address of the remote site to which data
should be sent.

iv. For Port, enter the port number of the remote site to which data should be sent.
You can also configure access control for the serial port.

To do this, you need to go to Device Configuration:
a. On the menu, click System. Under Configuration, click Device Configuration.

@outbons Hsuws @ o

The Configuration window is displayed.
b. Access the configuration for the appropriate type of service:
i. Click to expand Serial.

ii. Click to expand the appropriate serial port.

ii. Click to expand UDP serial.

v. Click to expand Access Control List.

Enable 0
Serial mode UDP serial N
Lab
Baud rate 5200 -
Data bit 2 -
Parit lone -
Stop bits
-
Flow co Mone T
Data framing
DP s
Lecal port 4
¥ Access Co
dres

* Interfaces
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® To limit access to specified IPv4 addresses and networks:

V.

Click IPv4 Addresses.
For Add Address, click <.

For Address, enter the IPv4 address or network that can access the device's
service-type. Allowed values are:

* Asingle IP address or host name.

¢ A network designation in CIDR notation, for example, 192.168.1.0/24.

¢ any: No limit to IPv4 addresses that can access the service-type.
Click € again to list additional IP addresses or networks.

® To limit access to specified IPv6 addresses and networks:

V.

Click IPv6 Addresses.
For Add Address, click %

For Address, enter the IPv6 address or network that can access the device's
service-type. Allowed values are:

* Asingle IP address or host name.

¢ A network designation in CIDR notation, for example, 2001:db8::/48.

¢ any: No limit to IPv6 addresses that can access the service-type.
Click 4+ again to list additional IP addresses or networks.

® To limit access to hosts connected through a specified interface on the TX54 device:

iv.

Click Interfaces.
For Add Interface, click <.
For Interface, select the appropriate interface from the dropdown.

Click 4+ again to allow access through additional interfaces.

B To limit access based on firewall zones:

iv.

Click Zones.

For Add Zone, click <.

For Zone, select the appropriate firewall zone from the dropdown.
See Firewall configuration for information about firewall zones.
Click € again to allow access through additional firewall zones.

9. Expand Logging Settings to configure logging for this serial port.

a. To enable logging, click to toggle on Enable.

b. In the Log file name field, enter a descriptive name for the log file.

c. For Log file size, type the size of the log file. When the log file reaches the size limit, the
current file is saved and a new file is created. The default is 65536 bytes.

d. From the Type of data to log list box, specify the type of data that should be saved.

TX54 User Guide

Received
Transmitted
Both

Both with arrows. This is the default.

289



Serial port

10.
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e. If you want to log the time at which date was received or transmitted, click the
Timestamps toggle to Enable.

f. If you want to log the data as hexadecimal values, click the Hexadecimal toggle to
Enable.

You can review the message log in the Serial Port Log page. See Review the serial
port message log.

Click Apply to save the configuration and apply the change.

Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

At the command line, type config to enter configuration mode:

> config
(config)>

The serial port is enabled by default. To disable:

(config)> serial portl enable false
(config)>

Set the mode:

(config)> serial portl mode udp
(config)>

(Optional) Set a label that will be used when referring to this port.

(config)>serial portl label label
(config)>

Set the baud rate used by the device to which you want to connect:

(config)>serial portl label baudrate rate
(config)>

Set the number of data bits used by the device to which you want to connect:

(config)>serial portl label databits bits
(config)>

Set the type of parity used by the device to which you want to connect:

(config)>serial portl label parity parity
(config)>
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Allowed values are:
® even
= odd
= none

The default is none.

9. Set the stop bits used by the device to which you want to connect:

(config)>serial portl label stopbits bits
(config)>

10. Set the type of flow control used by the device to which you want to connect:

(config)>serial portl label flow type
(config)

Allowed values are:
= none
B rts/cts
= xon/xoff
The default is none.
11. (Optional) Configure data framing:
a. Enable data framing:

(config)>serial portl framing enable true
(config)

b. Set the maximum size of the packet:

(config)>serial portl framing max_count int
(config)

The default is 1024.

c. Set the length of time the device should wait before sending the packet:

(config)>serial portl framing idle_time value
(config)

where value is in milliseconds (ms) or seconds (s). The maximum value is 60s.

d. Set the end pattern. The packet is sent when this pattern is received from the serial port:

(config)>serial portl framing end_pattern backslash-escaped-string
(config)

e. Set the strip end pattern if you want to remove the end pattern from the packet before it is
sent:

(config)>serial portl framing strip_pattern true
(config)
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12. Set the UDP port:

(config)> serial portl udp port port
(config)>
The default is 4001.
13. (Optional) Enter a string that should be added at the beginning of each packet:

(config)> serial portl udp socketid backslash-escaped-string
(config)>

14. Configure the remote sites to which you want to send data. If you do not specify any
destinations, the TX54 send new data to the last hostname and port from which data was
received. To add a destination:

i. Add a destination:

(config)> add serial portl upd destination end
(config serial portl udp destination 0)>

ii. (Optional) Enter a description of the destination:

(config serial portl udp destination 0)> description string
(config serial portl udp destination 0)>

iii. Setthe host name or IP address of the remote site to which data should be sent:

(config serial portl udp destination 0)>hostname hostanme-or-IP-
address
(config serial portl udp destination 0)>

iv. Set the port number of the remote site to which data should be sent:

(config serial portl udp destination 0)> port port
(config serial portl udp destination 0)>
15. (Optional) Configure access control:
a. Return to the root configuration prompt by typing ...:
(config serial portl udp destination 0)>
(config)>
b. Set the Access Control List:

® To limit access to specified IPv4 addresses and networks:

(config)> add serial portl udp acl address end value
(config)>

Where value can be:
e Asingle IP address or host name.
e A network designation in CIDR notation, for example, 192.168.1.0/24.
e any: No limit to IPv4 addresses that can access the service-type.

Repeat this step to list additional IP addresses or networks.
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® To limit access to specified IPv6 addresses and networks:

(config)> add serial portl udp acl address6 end value
(config)>

Where value can be:
e Asingle IP address or host name.
* A network designation in CIDR notation, for example, 2001:db8::/48.
* any: No limit to IPv6 addresses that can access the service-type.
Repeat this step to list additional IP addresses or networks.
® To limit access to hosts connected through a specified interface on the TX54 device:

(config)> add serial portl udp acl interface end value
(config)>

Where value is an interface defined on your device.

Display a list of available interfaces:
Use ... network interface ? to display interface information:

(config)> ... network interface ?
Interfaces

Additional Configuration

defaultip Default IP
defaultlinklocal Default Link-local IP
lanl LAN1

loopback Loopback

wanl WAN1

wwanl WWAN1

wwan2 WWAN2

(config)>

Repeat this step to list additional interfaces.
B To limit access based on firewall zones:

(config)> add serial portl udp acl zone end value
(config)>

Where value is a firewall zone defined on your device, or the any keyword.

Display a list of available firewall zones:
Type ... firewall zone ? at the config prompt:

(config)> ... firewall zone ?
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Zones: A list of groups of network interfaces that
can be referred to by packet
filtering rules and access control lists.

Additional Configuration

any
dynamic_routes
edge

external
hotspot
internal

ipsec

loopback

setup

(config)>

Repeat this step to include additional firewall zones.
= To limit access to specified IPv4 addresses and networks:

(config)> add serial portl udp acl address end value
(config)>

Where value can be:
e Asingle IP address or host name.
* A network designation in CIDR notation, for example, 192.168.1.0/24.
« any: No limit to IPv4 addresses that can access the service-type.
Repeat this step to list additional IP addresses or networks.

® To limit access to specified IPv6 addresses and networks:

(config)> add serial portl udp acl address6 end value
(config)>

Where value can be:
* Asingle IP address or host name.
e A network designation in CIDR notation, for example, 2001:db8::/48.
e any: No limit to IPv6 addresses that can access the service-type.

Repeat this step to list additional IP addresses or networks.

® To limit access to hosts connected through a specified interface on the TX54 device:

(config)> add serial portl udp acl 1interface end value
(config)>

Where value is an interface defined on your device.

Display a list of available interfaces:

TX54 User Guide 294



Serial port Configure UDP serial mode

Use ... network interface ? to display interface information:
(config)> ... network interface ?
Interfaces

Additional Configuration

defaultip Default IP
defaultlinklocal Default Link-local IP
lanl LAN1

loopback Loopback

wanl WAN1

wwanl WWAN1

wwan2 WWAN2

(config)>

Repeat this step to list additional interfaces.
® To limit access based on firewall zones:

(config)> add serial portl udp acl zone end value
(config)>

Where value is a firewall zone defined on your device, or the any keyword.

Display a list of available firewall zones:
Type ... firewall zone ? at the config prompt:

(config)> ... firewall zone ?

Zones: A list of groups of network interfaces that can be

referred to by packet
filtering rules and access control lists.

Additional Configuration

any
dynamic_routes
edge

external
hotspot
internal

ipsec
loopback
setup

(config)>

Repeat this step to include additional firewall zones.
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16. Configure serial port logging:
a. Enable serial port logging:

(config)>serial portl logging enable true
(config)>

b. Set the file name:

(config)>serial portl logging filename string
(config)>

c. Set the maximum allowed log size for the serial port log when starting the log:

(config)>serial portl logging size value
(config)>
where value is the size of the log file in bytes. The default is 65536.
d. Specify the data type:
(config)>serial portl logging type value
(config)>
where value is one of:
= received
®  transmitted
= both
= arrows. This is the default.
e. Log the time at which date was received or transmitted:

(config)>serial portl logging hex true
(config)>

f. Log data as hexadecimal values:

(config)>serial portl logging timestamp true
(config)>

17. Save the configuration and apply the change:

(config)> save
Configuration saved.
>

18. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Configure Modbus mode

Modbus mode allows you to use the serial port for Modbus. See Modbus gateway.

To change the configuration to match the serial configuration of the device to which you want to
connect:
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1. Loginto the TX54 WebUI as a user with Admin access.
2. On the menu, click System. Under Configuration, click Serial Configuration.

You can also configure the serial port by using Device Configuration > Serial. Changes
made by using either Device Configuration or Serial Configuration will be reflected in both.

3. Click the name of the port that you want to configure.

Port Label Mode services Serial Settings 1)

The serial port is enabled by default. To disable, toggle off Enable.

4. For Mode, select Modbus.
(Optional) For Label, enter a label that will be used when referring to this port.
Expand Serial Settings.

The entries in the following fields must match the information for the power controller. Refer
to your power controller manual for the correct entries.

a. Baud rate: For Baud rate, select the baud rate used by the device to which you want to
connect. The default is 115000.

b. Data bits: For Data bits, select the number of data bits used by the device to which you
want to connect. The default is 8.

c. Parity: For Parity, select the type of parity used by the device to which you want to
connect. The default is None.

d. Stop bits: For Stop bits, select the number of stop bits used by the device to which you
want to connect. The default is 1.

e. Flow control: For Flow control, select the type of flow control used by the device to
which you want to connect. The default is None.
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Click Apply to save the configuration and apply the change.

Select the device in Remote Manager and click Actions > Open Console, or log into the TX54

local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection

menu. Type admin to access the Admin CLI.

. At the command line, type config to enter configuration mode:

> config
(config)>

The serial port is enabled by default. To disable:

(config)> serial portl enable false
(config)>

Set the mode:

(config)> serial portl mode modbus
(config)>

(Optional) Set a label that will be used when referring to this port.

(config)>path-paramlabel label
(config)>

Set the baud rate used by the device to which you want to connect:

(config)>serial portl baudrate rate
(config)>

Set the number of data bits used by the device to which you want to connect:

(config)>serial portl databits bits
(config)>

Set the type of parity used by the device to which you want to connect:

(config)>serial portl parity parity
(config)>
Allowed values are:

® even

= odd

® none

The default is none.
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4. Set the stop bits used by the device to which you want to connect:

(config)>serial portl stopbits bits
(config)>

5. Set the type of flow control used by the device to which you want to connect:

(config)>serial portl flow value
(config)>

where value is one of:
® none
B rts/cts
= xon/xoff
7. Save the configuration and apply the change:

(config)> save
Configuration saved.
>

8. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Add a USB serial port

Your TX54 can be configured to support USB-to-serial adapters for serial access to the device, remote
serial out-of-band (OOB) access to other devices, or for use in python applications. The following USB-
to-serial chipsets are supported:

= FTDI

® Prolific

To add a USB serial port:

1. Log into Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.
2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. Click the Device ID.
Click Settings.
d. Click to expand Config.

Local Web Ul:
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a. On the menu, click System. Under Configuration, click Device Configuration.

The Configuration window is displayed.

oIGI @Owstboard  EEsuus g Sysem © adin
DlgiTXs4

3. Click Serial.
4. For Add Serial port, type a name for the group and click <.

The serial port configuration window is displayed.

The new USB serial port is enabled by default. Toggle Enable off to disable. USB serial port is
currently the only option for Type.

5. For USB port, select the appropriate USB port.

(Optional) If the device's USB port is connected to a USB hub, for USB hub path, type the path
to a USB-to-serial adapter on the hub. Leave this field blank if the if the USB-to-serial adapter
is connected directly to the device's USB port.
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10.
11.

12.

Add a USB serial port

(Optional) USB devices with multiple ports may identify ports by using an interface descriptor.
For USB interface descriptor, type the appropriate descriptor number. Leave this option at
the default of 0 for USB devices with only one serial port.

(Optional) USB devices with multiple ports may identify ports by using a port number. For USB
port number, type or select the appropriate port number. Leave this option at the default of 0
for USB devices with only one serial port.

For Serial mode, select one of the following:

® Login: Allows the user to log into the device through the serial port.

= Remote access: Allows for remote access to another device that is connected to the
serial port.

= Application: Provides access to the serial device from Python applications. See Use
Python to access serial ports for information about creating Python applications that
access the serial port.

= Modbus: Allows you to use the serial port for Modbus. See Modbus gateway.

= UDP serial: Provides access to the device through a UDP serial port. See Configure UDP
serial mode.

(Optional) For Label, type a descriptive label for this serial port.

If Login, Remote access, or Modbus is selected for Serial mode:

a.
b.

For Baud rate, select the baud rate used by the device to which you want to connect.

For Data bits, select the number of data bits used by the device to which you want to
connect.

For Parity, select the type of parity used by the device to which you want to connect.

For Stop bits, select the number of stop bits used by the device to which you want to
connect.

For Flow control, select the type of flow control used by the device to which you want to
connect.

If Remote access is selected for Serial mode:

a.
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For Escape sequence, type the characters used to start an escape sequence. If no
characters are defined, the escape sequence is disabled. The default is ~b.

For History size, type or select the number of bytes of output from the serial port that are
written to buffer. These bytes are redisplayed when a user connects to the serial port. The
default is 4000 bytes.

Enable Exclusive access to limit access to the serial port to a single active session.
For Idle timeout, type the amount of time to wait before disconnecting due to user
inactivity.
Allowed values are any number of weeks, days, hours, minutes, or seconds, and take the
format number{w|d|h|m|s}.
For example, to set Idle timeout to ten minutes, enter 10m or 600s.
The default is 15m.
(Optional) Click to expand Monitor.
i. Enable CTS to monitor CTS (Clear to Send) changes on this port.
ii. Enable DCD to monitor DCD (Data Carrier Detect) changes on this port.
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f. Click to expand TCP connection.
i. Click Enable to allow TCP access to this port.

A CAUTION! This connection is not authenticated or encrypted.

ii. For Port, type or select the appropriate TCP port.
iii. (Optional) Click to expand Access control list to limit access to the TCP connection.
B To limit access to specified IPv4 addresses and networks:
i. Click IPv4 Addresses.
ii. For Add Address, click %.

iii. For Address, enter the IPv4 address or network that can access the
device's service-type. Allowed values are:

¢ Asingle IP address or host name.
¢ A network designation in CIDR notation, for example, 192.168.1.0/24.
¢ any: No limit to IPv4 addresses that can access the service-type.

v. Click 4* again to list additional IP addresses or networks.
® To limit access to specified IPv6 addresses and networks:

i. Click IPv6 Addresses.

ii. For Add Address, click <.

iii. For Address, enter the IPv6 address or network that can access the
device's service-type. Allowed values are:

¢ Asingle IP address or host name.
¢ A network designation in CIDR notation, for example, 2001:db8::/48.
¢ any: No limit to IPv6 addresses that can access the service-type.

iv. Click ¥ again to list additional IP addresses or networks.

B To limit access to hosts connected through a specified interface on the TX54
device:

i. Click Interfaces.
ii. For Add Interface, click <.
iii. For Interface, select the appropriate interface from the dropdown.
iv. Click ¥ again to allow access through additional interfaces.
B To limit access based on firewall zones:
i. Click Zones.
ii. For Add Zone, click %
iii. For Zone, select the appropriate firewall zone from the dropdown.
See Firewall configuration for information about firewall zones.
iv. Click ¥ again to allow access through additional firewall zones.

iv. (Optional) Click to enable mDNS. mDNS is a protocol that resolves host names in
small networks that do not have a DNS server.
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g. Click to expand Telnet connection.
i. Click Enable to allow telnet access to this port.
ii. For Connection type, select one of:
i. Raw TCP connection: The TCP connection is unencrypted.

ii. Encrypted connection: The TCP connection uses Transport Layer Security (TLS)
encryption.

iii. Encrypted connection with authentication: The TCP connection uses TLS
encryption with authentication.

iii. For Port, type or select the appropriate telnet port.
iv. (Optional) Click to expand Access control list to limit access to the telnet connection.
B To limit access to specified IPv4 addresses and networks:
i. Click IPv4 Addresses.
ii. For Add Address, click %.

iii. For Address, enter the IPv4 address or network that can access the
device's service-type. Allowed values are:

¢ Asingle IP address or host name.
¢ A network designation in CIDR notation, for example, 192.168.1.0/24.

¢ any: No limit to IPv4 addresses that can access the service-type.

v. Click 4» again to list additional IP addresses or networks.
® To limit access to specified IPv6 addresses and networks:

i. Click IPv6 Addresses.

ii. For Add Address, click <.

iii. For Address, enter the IPv6 address or network that can access the
device's service-type. Allowed values are:

¢ Asingle IP address or host name.
¢ A network designation in CIDR notation, for example, 2001:db8::/48.
¢ any: No limit to IPv6 addresses that can access the service-type.

iv. Click ¥ again to list additional IP addresses or networks.

B To limit access to hosts connected through a specified interface on the TX54
device:

i. Click Interfaces.
ii. For Add Interface, click <.
iii. For Interface, select the appropriate interface from the dropdown.
iv. Click ¥ again to allow access through additional interfaces.
B To limit access based on firewall zones:
i. Click Zones.
ii. For Add Zone, click %
iii. For Zone, select the appropriate firewall zone from the dropdown.
See Firewall configuration for information about firewall zones.

iv. Click ¥ again to allow access through additional firewall zones.
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v. (Optional) Click to enable mDNS. mDNS is a protocol that resolves host names in
small networks that do not have a DNS server.

h. Click to expand SSH connection.
i. Click Enable to allow ssh access to this port.
ii. For Port, type or select the appropriate ssh port.
iii. (Optional) Click to expand Access control list to limit access to the ssh connection.
B To limit access to specified IPv4 addresses and networks:
i. Click IPv4 Addresses.
ii. For Add Address, click %.

iii. For Address, enter the IPv4 address or network that can access the
device's service-type. Allowed values are:

¢ Asingle IP address or host name.
¢ A network designation in CIDR notation, for example, 192.168.1.0/24.
¢ any: No limit to IPv4 addresses that can access the service-type.
iv. Click ¥ again to list additional IP addresses or networks.
® To limit access to specified IPv6 addresses and networks:
i. Click IPv6 Addresses.
ii. For Add Address, click <.

iii. For Address, enter the IPv6 address or network that can access the
device's service-type. Allowed values are:

¢ Asingle IP address or host name.
¢ A network designation in CIDR notation, for example, 2001:db8::/48.
¢ any: No limit to IPv6 addresses that can access the service-type.

iv. Click ¥ again to list additional IP addresses or networks.

B To limit access to hosts connected through a specified interface on the TX54
device:

i. Click Interfaces.
ii. For Add Interface, click <.
iii. For Interface, select the appropriate interface from the dropdown.
iv. Click ¥ again to allow access through additional interfaces.
B To limit access based on firewall zones:
i. Click Zones.
ii. For Add Zone, click %
iii. For Zone, select the appropriate firewall zone from the dropdown.
See Firewall configuration for information about firewall zones.
iv. Click ¥ again to allow access through additional firewall zones.

iv. (Optional) Click to enable mDNS. mDNS is a protocol that resolves host names in
small networks that do not have a DNS server.

13. Click Apply to save the configuration and apply the change.
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1. Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Add the serial port:

(config)> add serial USB_port
(config serial USB_port)>

4, Set the mode:

(config serial USB_port)> mode mode
(config serial USB_port)>

where mode is either:
= login: Allows the user to log into the device through the serial port.
= remote: Allows for remote access to another device that is connected to the serial port.

= application: Provides access to the serial device from Python applications. See Use
Python to access serial ports for information about creating Python applications that
access the serial port.

® modbus: Allows you to use the serial port for Modbus. See Modbus gateway.

= udpserial: Provides access to the device through a UDP serial port. See Configure UDP
serial mode.

The default is Login.
5. (Optional) Set a label that will be used when referring to this port.

(config serial USB_port)> label label
(config serial USB_port)>

6. If mode is set to login or remote:
a. Set the baud rate used by the device to which you want to connect:

(config serial USB_port)> baudrate rate
(config serial USB_port)>

b. Set the number of data bits used by the device to which you want to connect:

(config serial USB_port)> databits bits
(config serial USB_port)>

c. Set the type of parity used by the device to which you want to connect:

(config serial USB_port)> parity parity
(config serial USB_port)>
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Allowed values are:
® even
= odd
= none

The default is none.

d. Set the stop bits used by the device to which you want to connect:

(config serial USB_port)> stopbits bits
(config serial USB_port)>

e. Set the type of flow control used by the device to which you want to connect:

(config serial USB_port)> flow type
(config serial USB_port)

Allowed values are:
= none
B rts/cts
= xon/xoff
The default is none.
7. If mode is set to remote:
a. Set the characters used to start an escape sequence:

(config serial USB_port)> escape string
(config serial USB_port)

If no characters are defined, the escape sequence is disabled. The default is ~b.
b. Limit access to the serial port to a single active session:

(config serial USB_port)> exclusive true
(config serial USB_port)

c. Set the number of bytes of output from the serial port that are written to buffer. These
bytes are redisplayed when a user connects to the serial port.

(config serial USB_port)> history bytes
(config serial USB_port)

The default is 4000 bytes.

d. Set the amount of time to wait before disconnecting due to user inactivity:

(config serial USB_port)> idle_timeout value
(config serial USB_port)

where value is any number of weeks, days, hours, minutes, or seconds, and takes the
format number{w|d|h|m|s}.
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For example, to set idle_timeout to ten minutes, enter either 10m or 600s:

(config serial USB_port)> +idle_timeout 600s
(config serial USB_port)

The default is 15m.
e. (Optional) Enable monitoring of CTS (Clear to Send) changes on this port:

(config serial USB_port)> monitor cts true
(config serial USB_port)

f. (Optional) Enable monitoring of DCD (Data Carrier Detect) changes on this port:

(config serial USB_port)> monitor dcd true
(config serial USB_port)

g. Configure TCP access to this port:
i. Set the connection type:

(config serial USB_port)> service tcp conn_type value
(config serial USB_port)>

where value is one of:
i. tcp: The TCP connection is unencrypted.
ii. tls: The TCP connection uses Transport Layer Security (TLS) encryption.
iii. tls_auth: The TCP connection uses TLS encryption with authentication.
ii. Enable TCP access:

(config serial USB_port)> service tcp enable true
(config serial USB_port)>

iii. Setthe TCP port:

(config serial USB_port)> service tcp port port
(config serial USB_port)>

iv. (Optional) Configure the access control list to limit access to the TCP connection:
B To limit access to specified IPv4 addresses and networks:

(config serial USB_port)> add service tcp acl address end
value
(config serial USB_port)>

Where value can be:
* Asingle IP address or host name.
¢ A network designation in CIDR notation, for example, 192.168.1.0/24.
¢ any: No limit to IPv4 addresses that can access the tcp port.

Repeat this step to list additional IP addresses or networks.
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B To limit access to specified IPv6 addresses and networks:

(config serial USB_port)> add service tcp acl address6 end
value
(config serial USB_port)>

Where value can be:
¢ Asingle IP address or host name.
¢ A network designation in CIDR notation, for example, 2001:db8::/48.
¢ any: No limit to IPv6 addresses that can access the tcp port.
Repeat this step to list additional IP addresses or networks.

B To limit access to hosts connected through a specified interface on the TX54
device:

(config serial USB_port)> add service tcp acl interface end
value
(config serial USB_port)>

Where value is an interface defined on your device.

Display a list of available interfaces:
Use ... network interface ? to display interface information:

(config serial USB_port)> ... network interface ?
Interfaces

Additional Configuration

defaultip Default IP
defaultlinklocal Default Link-local IP
lanl LAN1

loopback Loopback

wanl WAN1

wwanl WWAN1

wwan2 WWAN2

(config serial USB_port)>

Repeat this step to list additional interfaces.
® To limit access based on firewall zones:

(config serial USB_port)> add service tcp acl zone end value
(config serial USB_port)>

Where value is a firewall zone defined on your device, or the any keyword.

Display a list of available firewall zones:
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Type ... firewall zone ? at the config prompt:

(config serial USB_port)> ... firewall zone ?

Zones: A list of groups of network interfaces that
can be referred to by packet
filtering rules and access control lists.

Additional Configuration

any
dynamic_routes
edge

external
hotspot
internal

ipsec

loopback

setup

(config serial USB_port)>

Repeat this step to include additional firewall zones.

v. (Optional) Enable mDNS. mDNS is a protocol that resolves host names in small
networks that do not have a DNS server.

(config serial USB_port)> service tcp mdns enable true
(config serial USB_port)>

h. Configure telnet access to this port:

A CAUTION! This connection is not authenticated or encrypted.

i. Enable telnet access:

(config serial USB_port)> service telnet enable false
(config serial USB_port)>

ii. Set the telnet port:

(config serial USB_port)> service telnet port port
(config serial USB_port)>

iii. (Optional) Configure the access control list to limit access to the telnet connection:
B To limit access to specified IPv4 addresses and networks:
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(config serial USB_port)> add service telnet acl address end
value
(config serial USB_port)>

Where value can be:
e Asingle IP address or host name.
¢ A network designation in CIDR notation, for example, 192.168.1.0/24.
¢ any: No limit to IPv4 addresses that can access the telnet port.
Repeat this step to list additional IP addresses or networks.

® To limit access to specified IPv6 addresses and networks:

(config serial USB_port)> add service telnet acl address6 end
value
(config serial USB_port)>

Where value can be:
¢ Asingle IP address or host name.
¢ A network designation in CIDR notation, for example, 2001:db8::/48.
e any: No limit to IPv6 addresses that can access the telnet port.
Repeat this step to list additional IP addresses or networks.

B To limit access to hosts connected through a specified interface on the TX54
device:

(config serial USB_port)> add service telnet acl interface
end value
(config serial USB_port)>

Where value is an interface defined on your device.

Display a list of available interfaces:
Use ... network interface ? to display interface information:

(config serial USB_port)> ... network interface ?
Interfaces

Additional Configuration

defaultip Default IP
defaultlinklocal Default Link-local IP
lanl LAN1

loopback Loopback

wanl WAN1

wwanl WWAN1

wwan2 WWAN2

(config serial USB_port)>
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Repeat this step to list additional interfaces.
B To limit access based on firewall zones:

(config serial USB_port)> add service telnet acl zone end
value
(config serial USB_port)>

Where value is a firewall zone defined on your device, or the any keyword.

Display a list of available firewall zones:

Type ... firewall zone ? at the config prompt:

(config serial USB_port)> ... firewall zone ?

Zones: A list of groups of network interfaces that
can be referred to by packet
filtering rules and access control lists.

Additional Configuration

any
dynamic_routes
edge

external
hotspot
internal

ipsec

loopback

setup

(config serial USB_port)>

Repeat this step to include additional firewall zones.

iv. (Optional) Enable mDNS. mDNS is a protocol that resolves host names in small
networks that do not have a DNS server.

(config serial USB_port)> service telnet mdns enable true
(config serial USB_port)>

i. Configure ssh access to this port:

i. Enable ssh access:

(config serial USB_port)> service ssh enable false
(config serial USB_port)>

ii. Set the ssh port:

(config serial USB_port)> service ssh port port
(config serial USB_port)>

iii. (Optional) Configure the access control list to limit access to the ssh connection:
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B To limit access to specified IPv4 addresses and networks:

(config serial USB_port)> add service ssh acl address end
value
(config serial USB_port)>

Where value can be:
¢ Asingle IP address or host name.
¢ A network designation in CIDR notation, for example, 192.168.1.0/24.
¢ any: No limit to IPv4 addresses that can access the ssh port.

Repeat this step to list additional IP addresses or networks.

B To limit access to specified IPv6 addresses and networks:

(config serial USB_port)> add service ssh acl address6 end
value
(config serial USB_port)>

Where value can be:
¢ Asingle IP address or host name.
¢ A network designation in CIDR notation, for example, 2001:db8::/48.
¢ any: No limit to IPv6 addresses that can access the ssh port.
Repeat this step to list additional IP addresses or networks.

B To limit access to hosts connected through a specified interface on the TX54
device:

(config serial USB_port)> add service ssh acl interface end
value
(config serial USB_port)>

Where value is an interface defined on your device.

Display a list of available interfaces:
Use ... network interface ? to display interface information:

(config serial USB_port)> ... network interface ?
Interfaces

Additional Configuration

defaultip Default IP
defaultlinklocal Default Link-local IP
lanl LAN1

loopback Loopback

wanl WAN1

wwanl WWAN1

wwan2 WWAN2
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(config serial USB_port)>

Repeat this step to list additional interfaces.
® To limit access based on firewall zones:

(config serial USB_port)> add service ssh acl zone end value
(config serial USB_port)>

Where value is a firewall zone defined on your device, or the any keyword.

Display a list of available firewall zones:
Type ... firewall zone ? at the config prompt:

(config serial USB_port)> ... firewall zone ?

Zones: A list of groups of network interfaces that
can be referred to by packet
filtering rules and access control lists.

Additional Configuration

any
dynamic_routes
edge

external
hotspot
internal

ipsec

loopback

setup

(config serial USB_port)>

Repeat this step to include additional firewall zones.

iv. (Optional) Enable mDNS. mDNS is a protocol that resolves host names in small
networks that do not have a DNS server.

(config serial USB_port)> service ssh mdns enable true
(config serial USB_port)>

8. Save the configuration and apply the change:

(config serial USB_port)> save
Configuration saved.
>

9. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.
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Show serial status and statistics

To show the status and statistics for the serial port:

Log into the TX54 WebUI as a user with Admin access.
2. On the main menu, click Status
Under Connections, click Serial.

1. Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. Use the show serial command:

> show serial

Label Port Enable Mode Baudrate

Serial 1 portl true login 115000
>

3. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Review the serial port message log

Serial port messages can be reviewed from the Serial Port Log page.

A serial port message log is created and saved when serial port logging has been enabled and
configured for one of the following serial port modes: Login, Remote Access, or UDP Serial. You can
view the log file from the Log column in the Serial Status page.

Log into the TX54 WebUI as a user with Admin access.
On the main menu, click Status
Under Connections, click Serial. The Serial Status page displays.

Hwnd o

If a green Log button is displayed, the serial port mode selected for the port supports serial
port logging, and logging is enabled. Click the Log button to open the Serial Port Log page for
that port. The Serial port log window displays.

If the Log button is gray, the serial port mode selected for the port supports serial port

logging, but logging is not enabled. If there is no Log button, the serial port mode selected for
the port does not support serial port logging.
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5. Review the messages in the window.
= Click Refresh to refresh the log display.

= Click Download to download the serial port log to your local device. The log file is
saved to the /opt/serial directory. Because this is being save to the device's memory,

you should use serial logging for diagnostic purposes, rather than having it permanently
enabled.

®  Click Restart to clear and restart the serial port log.

1. Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. To show the serial port's contents and logging status:

> system serial show port-number

Logging is active on port-number
>

3. To save the log to your local device:

> system serial save port-number path
>

If a relative path is provided, /etc/config/serial will be used as the root directory for the path
and file. (Required)

The log file is saved to the /opt/serial directory. Because this is being save to the device's

memory, you should use serial logging for diagnostic purposes, rather than having it
permanently enabled.

4. To clear and restart the log:

> system serial clear port-number
>

5. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.
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This chapter contains the following topics:

Wi-Fi configuration ..
Configure the Wi-Firadio's channel ...
Configure the Wi-Fi radio to support DFS channels in client mode
Configure the Wi-Fi radio's band and protocol
Configure the Wi-Fi radio's transmit power
Configure an open Wi-Fi @CCeSS POINt ... ..o
Configure a Wi-Fi access point with personal security ... ...
Configure a Wi-Fi access point with enterprise security
[solate Wi-Fi Clients ... ...
Configure a Wi-Fi client and add client networks
Show Wi-Fi access point status and statistics
Show Wi-Fi client status and statistics
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Wi-Fi configuration

The TX54 device has one or two Wi-Fi radios, depending on the model type. You can configure the Wi-
Fi radios for Wi-Fi access point mode and Wi-Fi client mode. By default, the TX54 radios are configured
to use access point mode.

Default access point SSID and password

By default, the TX54 device has one (single-or dual-cellular models) or two (dual-Wi-Fi models) access
points enabled. The default SSID for the access point is:

Digi-TX54-serial_number

The password for the default access point is the unique password as found on the device's label. See
Change the default SSIDs and pre-shared keys for the preconfigured Wi-Fi access points for
information about changing the default SSID and password.

Default Wi-Fi configuration
The default Wi-Fi configuration of the TX54 device is:
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B Radios:

Wi-Fi radio (single-cellular
and dual-cellular models)

Wi-Fil radio (dual-Wi-Fi
models)

Wi-Fi configuration

Wi-Fi2 radio (dual-Wi-Fi
models only):

Enabled or disabled
Frequency band

TX power percentage
Access point mode
Channel

Channel width

Beacon interval

® Access points:

Enabled

2.4 GHz

100
802.11b/g/n
Automatic
20/40 MHz

100

Digi AP (Wi-Fi) (single-cellular
and dual-cellular models)
Digi AP (Wi-Fil1) (dual-Wi-Fi
models)

Enabled

5 GHz

100
802.11a/n/ac
Automatic
40 MHz

100

Digi AP (Wi-Fi2) (dual-Wi-Fi
models only):

Enabled or disabled
Radio

SSID
SSID broadcast
Encyrption

Pre-shared key

Group rekey interval

Enabled

Wi-Fi radio for single-cellular
and dual-cellular models; Wi-
Fil radio for dual-Wi-Fi models

Digi-TX54-serial-number
Enabled
WPA2 Personal (PSK)

Default password as found on
the device's label

10 minutes

Enabled

Wi-Fi2 radio

Digi-TX54-serial_number
Enabled
WPA2 Personal (PSK)

Default password as found on
the device's label

10 minutes

B Client mode connections: none.
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Configure the Wi-Fi radio's channel

By default, each Wi-Fi radio is configured to automatically select the best channel to use with respect
to other Wi-Fi networks. You can configure a specific channel to use for a Wi-Fi radio by using the
following steps.

® 2.4 GHz band—Channels 1 to 11 are supported. Channels 12, 13, and 14 are not supported.

® 5 GHz band—By default, only non-Dynamic Frequency Selection (DFS) channels are supported.
You can also enable support for DFS channels in client mode. See Configure the Wi-Fi radio to
support DFS channels in client mode for information about enabling DFS support.

Not all Digi devices currently support 5 GHz. Before you try to use this feature, verify that
your device supports 5 GHz.

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.
2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. Click the Device ID.
Click Settings.
d. Click to expand Config.

Local Web Ul:
a. On the menu, click System. Under Configuration, click Device Configuration.

The Configuration window is displayed.

D | Gl @ Dashboard B8 Status £ system © admin
oigi Txse
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Click Network > WiFi.

Click to expand the appropriate Wi-Fi radio. For single-Wi-Fi models, there is only one radio
listed.

For Channel, select the channel. Only channels appropriate for the band are displayed.

Click Apply to save the configuration and apply the change.

Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

. At the command line, type config to enter configuration mode:

> config
(config)>
Set the channel for the radio:

a. Determine available radios:

(config)> network wifi radio ?

Additional Configuration

wifil Wi-Fil radio
wifi2 Wi-Fi2 radio

(config)> network wifi radio
b. Determine the band for the appropriate radio:

(config)> network wifi radio wifil band
2400mhz
(config)>
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c. Set the channel for the Wi-Fi radio:

(config)> network wifi radio wifil 2400mhz channel value
(config)>

where value is:

® For 2.4 GHz:
e 1through 11
e auto

® For 5 GHz:
* 36
e 40
e 44
. 48
¢ auto

4. Save the configuration and apply the change:

(config)> save
Configuration saved.
>

5. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Configure the Wi-Fi radio to support DFS channels in client mode

Dynamic Frequency Selection (DFS) is a mechanism for Wi-Fi connections to use 5 GHz frequencies
that are normally reserved for non-Wi-Fi proposes. In addition to the standard non-DFS channels (36,
40, 44, and 48), your TX54 can be configured to have one or more Wi-Fi clients that can connect to
external Wi-Fi access points that support DFS channels:

® DFS channels 52, 56, 60, 64, 100, 104, 108, 112, 116, 120, 124, 128, 132, 136, 140, and 144

® Higher 5GHz non-DFS channels 149, 153, 157, 161, and 165

The Wi-Fi access point must also support connections on these channels.

If DFS functionality is enabled, the TX54 must be rebooted after saving the configuration changes to
re-initialize the Wi-Fi module.

If DFS functionality is enabled, any access points enabled on the TX54 device will not be started.

Required configuration items

= Enable DFS support.

®  One or more configured Wi-Fi clients. See Configure a Wi-Fi client and add client networks for
details.
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Not all Digi devices currently support 5 GHz. Before you try to use this feature, verify that your
device supports 5 GHz.

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.
2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. Click the Device ID.
Click Settings.
d. Click to expand Config.

Local Web Ul:
a. On the menu, click System. Under Configuration, click Device Configuration.

@outbors B B 0.

The Configuration window is displayed.
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Click Network > WiFi.

4. Click to expand the appropriate Wi-Fi radio. For single-Wi-Fi models, there is only one radio
listed.

5. For Frequency band, select 5 GHz.
Click to enable DFS Client Support.

When DFS Client Support is enabled, any enabled access points that use this radio will
not be started and cannot be used as access points.

7. Click Apply to save the configuration and apply the change.
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1. Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Set the channel for the radio:

a. Determine available radios:

(config)> network wifi radio ?

Additional Configuration

wifil Wi-Fil radio
wifi2 Wi-Fi2 radio

(config)> network wifi radio
b. Set the band for the appropriate radio to 5 GHz:

(config)> network wifi radio wifil band 5000mhz
(config)>

¢. Enable DFS client support :

(config)> network wifi radio wifil 5000mhz dfs_client true
(config)>

When DFS client support is enabled, any enabled access points that use this radio
will not be started and cannot be used as access points.

4. Save the configuration and apply the change:

(config)> save
Configuration saved.
>

5. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Configure the Wi-Fi radio's band and protocol
For Wi-Fi radios that support both 2.4 GHz and 5 GHz modes, you can configure the band. .
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®  On TX54 models with only one Wi-Fi radio, the default protocol and band for the one radio is
the 5 GHz ac.

®  On TX54 models with two Wi-Fi radios, Wi-Fil radio defaults to use 2.4 GHz b/g/n band, and
Wi-Fi2 radio defaults to use 5 GHz ac/n band.

Not all Digi devices currently support 5 GHz. Before you try to use this feature, verify that your
device supports 5 GHz.

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.
2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. Click the Device ID.
Click Settings.
d. Click to expand Config.

Local Web Ul:
a. On the menu, click System. Under Configuration, click Device Configuration.

@ oo IR e}

The Configuration window is displayed.
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Click Network > WiFi.

Click to expand the appropriate Wi-Fi radio. For single-Wi-Fi models, there is only one radio
listed.

5. For Frequency band, select either 2.4 GHz or 5 GHz.
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6. For Access point mode, select the appropriate mode. Only modes appropriate for the selected
band are displayed.

7. Click Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Set channel for the radio:

a. Determine available radios:

(config)> network wifi radio ?

Additional Configuration

wifil Wi-Fil radio
wifi2 Wi-Fi2 radio

(config)> network wifi radio
b. Set the band for the appropriate radio:

(config)> network wifi radio wifil band value
(config)>

where value is either 2400mhz or 5000mhz.
c. Set the mode for the Wi-Fi radio. For example:
® |f the Wi-Fi radio has a band of 2400mhz:

(config)> network wifi radio wifil 2400mhz mode value
(config)>
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where value is one of b, bg, bgn, g, gn, orn.
= |f the Wi-Fi radio has a band of 5000mhz:

(config)> network wifi radio wifil 5000mhz mode value
(config)>

where value is one of ac, acn, or n.
4. Save the configuration and apply the change:

(config)> save
Configuration saved.
>

5. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Configure the Wi-Fi radio's transmit power

The default Wi-Fi transmit power that the Wi-Fi radio will use when in access point or client mode is
100 percent. You can configure the Wi-Fi radio to transmit at a lower power.

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.
2. Access the device configuration:

Remote Manager:

a. Locate your device as described in Use Digi Remote Manager to view and manage your
device.

b. Click the Device ID.
Click Settings.
d. Click to expand Config.

Local Web Ul:
a. On the menu, click System. Under Configuration, click Device Configuration.

@ o s @ o

The Configuration window is displayed.
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Dashboard 88 Status admin
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Click Network > WiFi.

4. Click to expand the appropriate Wi-Fi radio. For single-Wi-Fi models, there is only one radio
listed.

5. For Tx power percentage, type or select the appropriate percentage for the Wi-Fi radio's
transmit power.

6. Click Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Set transmit power for the radio:

a. Determine available radios:

(config)> network wifi radio ?

Additional Configuration

TX54 User Guide 327



Wi-Fi Configure an open Wi-Fi access point

wifil Wi-Fil radio
wifi2 Wi-Fi2 radio

(config)> network wifi radio
b. Set the transmit power percentage for the appropriate radio:

(config)> network wifi radio wifil tx_power value
(config)>

where value is any integer between 1 and 100 and represents the percentage of transmit
power that the Wi-Fi module should use.

4. Save the configuration and apply the change:

(config)> save
Configuration saved.
>

5. Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.

Configure an open Wi-Fi access point

This procedure configures a Wi-Fi access point that does not require a password for client
connections.

By default, the TX54 device comes with either one or two preconfigured access points:
= Single-Wi-Fi models: Digi AP (Wi-Fi).
® Dual-Wi-Fi models: Digi AP (Wi-Fi) and Digi AP (Wi-Fi2).

You cannot delete default access points, but you can modify them or you can create your own access
points.

Required configuration items

= Enable the Wi-Fi access point

® Select a Wi-Fi radio for the access point (dual Wi-Fi models only).
® The Service Set Identifier (SSID) for the access point.

= Configure open security for the access point.

® | AN/bridge assignment. Once you configure a Wi-Fi access point, you must assign the Wi-Fi
access point to a LAN interface or to a bridge. See Configure a Local Area Network (LAN) and
Configure a bridge for more information.

Additional configuration items

®  Determine whether to broadcast the access point's SSID.

® Determine whether to isolate clients connected to this access point, so that they cannot
communicate with each other.

® The amount of time to wait before changing the group key.
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To configure a Wi-Fi access point with no security:

1. Loginto Digi Remote Manager, or log into the local Web Ul as a user with full Admin access
rights.
2. Access the device configuration:

Remote Manager:
Locate your device as described in Use Digi Remote Manager to view and manage your

device.
b. Click the Device ID.
. Click Settings.
d. Click to expand Config.

a.

Local Web UL:
a. On the menu, click System. Under Configuration, click Device Configuration.

@ovibord B @ R

The Configuration window is displayed.
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3. Click Network > WiFi > Access points.
4. Create a new access point or modify an existing access point:
® To create a new access point, for Add WiFi access point:, type a name for the access
point and click %.
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® To modify an existing access point, click to expand the access point.

The Wi-Fi access point configuration window is displayed.

©

For SSID, type the SSID. Up to 32 characters are allowed.
Enable SSID broadcast to configure the radio to broadcast the SSID.

7. (Optional) Enable Isolate clients to prevent clients that are connected to this access point
from communicating with each other. See Isolate Wi-Fi clients for information about how to
prevent clients connected to different access points from communicating with each other.

8. For Encryption, select one of the following:
= Open (Unencrypted) No encryption is used.

= WPA3 Enhanced Open (OWE) Uses Opportunistic Wireless Encryption (OWE)
technology to provide encryption for Wi-Fi networks that do not use password
protection.

Only select WPA3 Enhanced Open (OWE) if you know that all Wi-Fi clients
connecting to this device will have WPA3 capabilities.

9. (Optional) For Group rekey interval, type the amount of time to wait before changing the
group key.
The group key is shared by all in clients of the access point, and after a client has

disconnected, it will be able to use the group key to decrypt broadcast packets until the key is
changed.

Allowed values are any number of days, hours, minutes, or seconds, and take the format
number{d|h|m|s}.

For example, to set Group rekey interval to ten minutes, enter 10m or 600s.

Increasing the time between rekeys can improve connectivity issues in noisy environments. To
disable group rekeys, set to 0. This will allow any client that has previously connected to see

all broadcast traffic on the wireless network until the Wi-Fi radio is restarted. The default is 10
minutes.

10. Assign the Wi-Fi access point to a LAN interface or to a bridge. See Configure a Local Area
Network (LAN) and Configure a bridge for more information.
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The access point must be assigned to an active LAN, or a bridge that is assigned to an active
LAN.

11. Click Apply to save the configuration and apply the change.

1. Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

2. At the command line, type config to enter configuration mode:

> config
(config)>

3. Create a new access point:

(config)> add network wifi ap new_AP
(config network wifi ap new_AP)>

New access points are enabled by default.
4. Set the Wi-Fi radio for the new access point:

a. Show available radios:
(config network wifi ap new_AP)> radio ?

Radio: The Wi-Fi radio to run this access point on.
Format:

wifil

wifi2
Current value:

(config network wifi ap new_AP)>
b. Set the appropriate radio:

(config network wifi ap new_AP)> radio wifil
(config network wifi ap new_AP)>

5. Set the SSID for the Wi-Fi access point. Up to 32 characters are allowed.

(config network wifi ap new_AP)> ssid my_SSID
(config network wifi ap new_AP)>

SSID broadcasting is enabled by default for new access points.
6. Set the security for the access point to an open security method:

(config network wifi ap new_AP)> encryption type value
(config network wifi ap new_AP)>

where value is either:
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® none: No encryption is used.

= owe: Uses WPA3 Enhanced Open, which uses Opportunistic Wireless Encryption (OWE)
technology to provide encryption for Wi-Fi networks that do not use password
protection.

Only select owe if you know that all Wi-Fi clients connecting to this device will
have WPA3 capabilities.

(Optional) Determine whether to prevent clients that are connected to this access point from
communicating with each other:

(config)> network wifi ap digi_apl isolate_clients true
(config)>

See Isolate Wi-Fi clients for information about how to prevent clients connected to different
access points from communicating with each other.
(Optional) Set the amount of time to wait before changing the group key.

The group key is shared by all in clients of the access point, and after a client has
disconnected, it will be able to use the group key to decrypt broadcast packets until the key is
changed.

(config network wifi ap new_AP)> encryption group_rekey value
(config network wifi ap new_AP)>

where value is any number of days, hours, minutes, or seconds, and takes the format number
{d|h|m|s}.

For example, to set group rekey interval to ten minutes, enter either 10m or 600s:

(config network wireless ap new_AP)> encryption group_rekey 600s
(config network wireless ap new_AP)>

Increasing the time between rekeys can improve connectivity issues in noisy environments. To
disable group rekeys, set to 0. This will allow any client that has previously connected to see
all broadcast traffic on the wireless network until the Wi-Fi radio is restarted. The default is 10
minutes.

Assign the Wi-Fi access point to a LAN interface or to a bridge. See Configure a Local Area
Network (LAN) and Configure a bridge for more information.

The access point must be assigned to an active LAN, or a bridge that is assigned to an active
LAN.

Save the configuration and apply the change:

(config)> save
Configuration saved.
>

Type exit to exit the Admin CLI.

Depending on your device configuration, you may be presented with an Access selection
menu. Type quit to disconnect from the device.
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Select the device in Remote Manager and click Actions > Open Console, or log into the TX54
local command line as a user with full Admin access rights.

Depending on your device configuration, you may be presented with an Access selection
menu. Type admin to access the Admin CLI.

. At the command line, type config to enter configuration mode:

> config
(config)>

Show available access points:

(config)> network wifi ap ?

Additional Configuration

digi_apl Digi AP (Wi-Fil)
digi_ap2 Digi AP (Wi-Fi2)
(config)>

Set the SSID for the appropriate access point:

(config)> network wifi ap digi_apl ssid my_SSID
(config)>

SSID broadcasting is enabled by default for the preconfigured access points. If SSID
broadcasting is disabled:

(config)> network wifi ap digi_apl ssid_broadcast true
(config)>

Set the security for the access point to an open security method:

(config network wifi ap new_AP)> encryption type value
(config network wifi ap new_AP)>

where value is either:
® none: No encryption is used.

= owe: Uses WPA3 Enhanced Open, which uses Opportunistic Wireless Encryption (OWE)
technology to provide encryption for Wi-Fi networks that do not use password
protection.

Only select owe if you know that all Wi-Fi clients connecting to this device will
have WPA3 capabilities.

(Optional) Determine whether to prevent clients that are connected to this access point from
communicating with each other:

(config)> network wifi ap digi_apl isolate_client true
(config)>
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See Isolate Wi-Fi clients for information about how to prevent clients connected to different
access points from communicating with each other.

8. (Optional) Change the Wi-Fi radio for the access point (dual-Wi-Fi models only):
a. Show available radios:

(config)> network wifi radio ?

Additional Configuration

wifil Wi-Fil radio
wifi2 Wi-Fi2 radio
(config)>

b. Set the appropriate radio:

(config)> network wifi ap digi_apl radio wifil
(config)>

9. (Optional) Set the amount of time to wait before changing the group key.

The group key is shared by all in clients of the access point, and after a client has
disconnected, it will be able to use the group key to decrypt broadcast packets until the key is
changed.

(config)> network wifi ap digi_apl encryption group_rekey value
(config)>

where value is any number of days, hours, minutes, or seconds, and takes the format number
{d|h|m|s}.
For example, to set group rekey interval to ten minutes, enter either 10m or 600s:

(config)> network wireless ap digi_apl encryption group_rekey 600s
(config)>

Increasing the time between rekeys can improve connectivity issues in noisy environments. To
disable group rekeys, set to 0. This will allow any client that has previously connected to see
all broadcast traffic on the wireless network until the Wi-Fi radio is restarted. The default is 10
minutes.

1. Assign the Wi-Fi access point to a LAN interface or to a bridge. See Configure a Local Area
Network (LAN) and Configure a bridge for more information.

The access point must be assigned to an active LAN, or a bridge that is assigned to an active
LAN.

