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1 Documentation conventions

1.1 General information
The STM32H7A3/7B3 and STM32H7B0 devices have an Arm®@) Cortex®-M7 core.

arm

1.2 List of abbreviations for registers

The following abbreviations®) are used in register descriptions:

read/write (rw) Software can read and write to this bit.

read-only (r) Software can only read this bit.

write-only (w) Software can only write to this bit. Reading this bit returns the reset value.

read/clear writeO (rc_wO0) Software can read as well as clear this bit by writing 0. Writing 1 has no
effect on the bit value.

read/clear write1 (rc_w1) Software can read as well as clear this bit by writing 1. Writing 0 has no
effect on the bit value.

read/clear write (rc_w) Software can read as well as clear this bit by writing to the register. The
value written to this bit is not important.

read/clear by read (rc_r) Software can read this bit. Reading this bit automatically clears it to 0.
Writing this bit has no effect on the bit value.

read/set by read (rs_r) Software can read this bit. Reading this bit automatically sets it to 1.
Writing this bit has no effect on the bit value.

read/set (rs) Software can read as well as set this bit. Writing 0 has no effect on the bit
value.

read/write once (rwo) Software can only write once to this bit and can also read it at any time.
Only a reset can return the bit to its reset value.

toggle (t) The software can toggle this bit by writing 1. Writing 0 has no effect.

read-only write trigger (rt_w1) Software can read this bit. Writing 1 triggers an event but has no effect on
the bit value.

Reserved (Res.) Reserved bit, must be kept at reset value.

a. Armis a registered trademark of Arm Limited (or its subsidiaries) in the US and/or elsewhere.

b. This is an exhaustive list of all abbreviations applicable to STMicroelectronics microcontrollers, some of
them may not be used in the current document.
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1.3

1.4

1.5

Glossary

This section gives a brief definition of acronyms and abbreviations used in this document:

Word: data of 32-bit length.
Half-word: data of 16-bit length.
Byte: data of 8-bit length.

Double word: data of 64-bit length.
Flash word: data of 256-bit length

IAP (in-application programming): IAP is the ability to re-program the flash memory
of a microcontroller while the user program is running.

ICP (in-circuit programming): ICP is the ability to program the flash memory of a
microcontroller using the JTAG protocol, the SWD protocol or the bootloader while the
device is mounted on the user application board.

Option bytes: product configuration bits stored in the flash memory.
AHB: advanced high-performance bus.

AXI: Advanced extensible interface protocol.

PCROP: proprietary code readout protection.

RDP: readout protection.

CD: CPU power and clock domain.

SRD: Smart Run power and clock domain.

Availability of peripherals

For availability of peripherals and their number across all sales types, refer to the particular
device datasheet.

Availability of security features

For security feature availability please refer to the table below:

Table 1. Availability of security features

Security feature STM32H7B0xB STM32H7B3xx STM32H7A3xx

Embedded flash memory (FLASH):
— Flash Secure-only area

Security memory management:
— Secure access mode

— Root secure services (RSS) Available Available Not available

On-the-fly decryption engine

(OTFDEC)

Cryptographic processor (CRYP)

Hash processor (HASH)
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2 Memory and bus architecture
2.1 System architecture
An AXI bus matrix, two AHB bus matrices and bus bridges allow interconnecting bus
masters with bus slaves, as illustrated in Table 2 and Figure 1.
Table 2. Bus-master-to-bus-slave interconnect
Bus master / type“)
sS|a|s |2 _ . T
AHEEEIEILINREIFE S P
SHHE I PR REIEEE
x | % | x| X S|a|Y Xzl |yl2|6]=]=2
glgl2 g 3|82 6|12 |2|2|8|°|3|3
§181818|”] |° S
Bus slave / type“) Interconnect path and type(z)
ITCM Sl X | -] - - X - e e I I I (R R
DTCM - - - X | - - X | - - - - - - - - - - -
Flash memory(®) X |- - - X|X|-|X[X[X[X[X[X[X]|X]|X]-]-
AXI SRAM1 X | - - - XX - XX | X | X | X[ X|X|[X]|X]| - -
AXI SRAM2 X | - - - XX - XXX | X | X[ X|X|X]|X]| - -
AXI SRAM3 X | - - - XX - XX | X | X | X[ X|X|X]|X]| - -
GFX-MMU X | - - - XX |- X | X ]| - - - - - - - - -
OCTOSPI1 X | - - - XX - XX | X | X | X | X|X|[X]|X]| - -
OCTOSPI2 X | - - - XX - XX | X | X | X[ X|X|[X]|X]| - -
OTFDECH1 X | - - - XX - XX | X | X | X[ X|X|[X]|X]| - -
OTFDEC2¥) X |- - -[X[X|-[X[X[X[X|X|[X|X]|X]|X -
FMC X | - - - XX - XX | X | X | X[ X|X|X]|X]| - -
AHB SRAMA1 X - - - X - XXX X | X | X | X|X|X|X]| -
AHB SRAM2 X | - - - - X - XXX X | X | X | X|X|X|X]| -
AHB1 peripherals - X |- - - X - X |- - XXX | X[ X]| -] X | -
APB1 peripherals - X |- - - X - X |- - XXX | X[ X]| -] X | -
APB2 peripherals - X |- - - X - X |- - XXX | X | X | -] X| -
AHB2 peripherals - X | - - - - - - - - XXX | X ]| X - - -
AHB3 peripherals X | - - - - X | - - - - - - - - - - - -
APB3 peripherals X | - - - - X |- - - - - - - - - - - -
AHB4 peripherals X | - - - - X - - - - X | X[ X | X | X | - - X
APB4 peripherals X | - - - - X - - - - X X | - - X
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Table 2. Bus-master-to-bus-slave interconnect (continued)

Bus master / type(?)
s |a|=s |2 .
= m %) — . T I m
X IZT|RIEF|X| x| s|la|=|a|I @ | @
< (50|t 32| S0\ |l|z(T|e|% %
Sl (5|50« T g a Sl Slol<|
AR R A A P A R R A R R
X1 x| X x|sS|a|=|a0 NN ol=|=
[3) o) [} 2 | 5 a) ol|l=2]Z = (< |2 o |0
55|55 |3(%|= o|z(0|2|2 m | m
o &) [N
OO0 |0 |o
Bus slave / type(1) Interconnect path and type(z)
SRD SRAM X | - - - - X - - - - X X[ X | X[ X]-1]-]X
Backup RAM X | - - - - X - - - - XX | X | X | X | -] -

1. Bold font type denotes 64-bit bus, plain type denotes 32-bit bus.

2. Table cells indicate access and usage, path and type:
Access possibility and usage:
“X” = access possible, “-” = access not possible, shading = access useful/usable.

Bank 1 is limited to 128 Kbytes on STM32H7B3/B0 devices.
OTFDEC?2 is available only on STM32H7B0 and STM32H7B3 devices.
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Figure 1. System architecture for STM32H7A3/7B3/7B0xx devices
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Bank 1 is limited to 128 Kbytes on STM32H7B0 devices. STM32H7A3xG and STM32H7A3x1/7B3xx devices feature two banks of 512 Kbytes and 1 Mbyte each,

respectively.

2. OTFDEC1 and OTFDEC2 are available only on STM32H7B0 and STM32H7B3 devices.
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2.1.2

21.3

3

Bus matrices

AXI bus matrix in CD domain

The CD domain multi AXI bus matrix ensures and arbitrates concurrent accesses from
multiple masters to multiple slaves. This allows efficient simultaneous operation of high-
speed peripherals.

The arbitration uses a round-robin algorithm with QoS capability.

Refer to Section 2.2: AXI interconnect matrix (AXIM) for more information on AXI
interconnect.

AHB bus matrices in CD domain

The AHB bus matrices in CD domain ensure and arbitrate concurrent accesses from
multiple masters to multiple slaves. This allows efficient simultaneous operation of high-
speed peripherals.

The arbitration uses a round-robin algorithm.

TCM buses

The DTCM and ITCM (data and instruction tightly coupled RAMs) are connected through
dedicated TCM buses directly to the Cortex-M7 core. The MDMA controller can access the
DTCM and ITCM through AHBS, a specific CPU slave AHB. The ITCM is accessed by
Cortex-M7 at CPU clock speed, with zero wait states.

Bus-to-bus bridges

To allow peripherals with different types of buses to communicate together, there is a
number of bus-to-bus bridges in the system.

The AHB/APB bridges allow connecting peripherals on APB1 and APB2 to AHB1. Other
bridges in the CD domain and in the SRD domain allow connecting APB3 to AHB3 and
APB4 to AHB4, respectively. These AHB/APB bridges provide full synchronous interfacing,
which allows the APB peripherals to operate with clocks independent of AHB that they
connect to.

The AHB/APB bridges also allow APB1 and APB2 peripherals to connect to DMA1 and
DMAZ2 peripheral buses, respectively, without transiting through AHB1.

The AHB/APB bridges convert 8-bit / 16-bit APB data to 32-bit AHB data, by replicating it to
the three upper bytes / the upper half-word of the 32-bit word.

The AXI bus matrix incorporates AHB/AXI bus bridge functionality on its slave bus
interfaces. The AXI/AHB bus bridges on its master interfaces marked as 32-bit in Figure 1
are outside the matrix.

The Cortex-M7 CPU provides AHB/TCM-bus (ITCM and DTCM buses) translation from its
AHBS slave AHB, allowing the MDMA controller to access the ITCM and DTCM.
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Domain and inter-domain buses

AXl to CD AHB

A 32-bit bus connects the AXI bus matrix to the AHB bus matrix. It allows AXI bus master to
access resources (bus slaves) inside the CD domain.

CD AHB to AXI bus

A 32-bit bus connects the AHB bus matrix to the AXI bus matrix. It allows AHB bus masters
to access resources (bus slaves) inside the CD domain and indirectly via the CD-to-SRD
AHB in the SRD domain.

AXI to SRD AHB

This 32-bit bus connects the CD domain to the SRD domain AHB bus matrix. It allows bus
masters in the CD domain to access resources (bus slaves) in the SRD domain.

CD AHB to SRD AHB
This 32-bit bus connects the CD domain to the SRD domain AHB bus matrix. It allows bus
masters in the CD domain to access resources (bus slaves) in the SRD domain.

CPU buses

Cortex®-M7 AXIM bus

The Cortex®-M7 CPU uses the 64-bit AXIM bus to access all memories (excluding ITCM,
and DTCM) and AHB3, AHB4, APB3 and APB4 peripherals (excluding AHB1, APB1 and
APB2 peripherals).

The AXIM bus connects the CPU to the AXI bus matrix in the CD domain.
Cortex®-M7 ITCM bus

The Cortex®-M7 CPU uses the 64-bit ITCM bus for fetching instructions from and accessing
data in the ITCM.

Cortex®-M7 DTCM bus

The Cortex®-M7 CPU uses the 2x32-bit DTCM bus for accessing data in the DTCM. The
2x32-bit DTCM bus allows load/load and load/store instruction pairs to be dual-issued on
the DTCM memory. It can also fetch instructions.

Cortex®-M7 AHBS bus

The Cortex®-M7 CPU uses the 32-bit AHBS slave bus to allow the MDMA controller to
access the ITCM and the DTCM.

Cortex®-M7 AHBP bus

The Cortex®-M7 CPU uses the 32-bit AHBP bus for accessing AHB1, AHB2, APB1 and
APB2 peripherals via the AHB bus matrix in the CD domain.

3
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3

Bus master peripherals

SDMMCH1

The SDMMC1 uses a 32-bit bus, connected to the AXI bus matrix, through which it can
access internal AXI SRAM and flash memories, and external memories through the
OCTOSPI1/2 controllers and the FMC.

SDMMC2

The SDMMC2 uses a 32-bit bus, connected to the AHB bus matrix in CD domain. Through
the system bus matrices, it can access the internal AXI SRAM1, AXI SRAM2, AXI SRAM3,
AHB SRAM1, AHB SRAM2 and flash memories, and external memories through the
OCTOSPI1/2 controllers and the FMC.

MDMA controller

The MDMA controller has two bus masters: an AX| 64-bit bus, connected to the AXI bus
matrix and an AHB 32-bit bus connected to the Cortex-M7 AHBS slave bus.

The MDMA is optimized for DMA data transfers between memories since it supports linked
list transfers that allow performing a chained list of transfers without the need for CPU
intervention. Through the system bus matrices and the Cortex-M7 AHBS slave bus, the
MDMA can access all internal and external memories through the OCTOSPI1/2 controllers
and the FMC.

DMA1 and DMA2 controllers

The DMA1 and DMAZ2 controllers have two 32-bit buses - memory bus and peripheral bus,
connected to the AHB bus matrix in CD domain.

The memory bus allows DMA data transfers between memories. Through the system bus
matrices, the memory bus can access external memories through the OCTOSPI1/2
controllers and the FMC and all internal memories except ITCM and DTCM.

The peripheral bus allows DMA data transfers between two peripherals, between two
memories or between a peripheral and a memory. Through the system bus matrices, the
peripheral bus can access external memories through the OCTOSPI controller and the
FMC, all AHB and APB peripherals and all internal memories except ITCM and DTCM. A
direct access to APB1 and APB2 is available, without passing through AHB1. Direct path to
APB1 and APB2 bridges allows reducing the bandwidth usage on AHB1 bus by improving
data treatment efficiency for APB and AHB peripherals.

BDMA1 controller

The BDMA1 controller is connected to the AHB bus matrix in the CD domain. It is dedicated
to the DFSDM1 which is connected to the APB2 bus. The BDMA1 allows DMA data
transfers between the DFSDM and AHB SRAM or AHB1, APB1 and APB2 peripherals.

BDMAZ2 controller

The BDMAZ2 controller uses a 32-bit bus, connected to the AHB bus matrix in SRD domain,
for DMA data transfers between two peripherals, between two memories or between a
peripheral and a memory. BDMA2 transfers are limited to the SRD domain resources. It can
access the internal SRD SRAM, backup SRAM, and AHB4 and APB4 peripherals through
the AHB bus matrix in the SRD domain.
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2.2.1

2.2.2
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Chrom-Art Accelerator (DMA2D)

The DMAZ2D graphics accelerator uses a 64-bit bus, connected to the AXI bus matrix.
Through the system bus matrices, internal AXI SRAM1, AXI SRAM2, AXI SRAM3, AHB
SRAM1, AHB SRAM2 and flash memories, and external memories through the
OCTOSPI1/2 controllers and the FMC.

LCD-TFT controller (LTDC)

The LCD-TFT display controller, LTDC, uses a 64-bit bus, connected to the AXI bus matrix,
through which it can access internal AXI SRAM1, AXI SRAM2, AXI SRAM3 and flash
memories, and external memories through the OCTOSPI1/2 controllers and the FMC.

OTG_HS peripheral

The OTG_HS peripheral uses a 32-bit bus, connected to the AHB bus matrix in the CD
domain. Through the system bus matrix, it can access all internal memories except ITCM
and DTCM, and external memories through the OCTOSPI1/2 controllers and the FMC.

Clocks to functional blocks

Upon reset, clocks to blocks such as peripherals and some memories are disabled (except
for the SRAM, DTCM, ITCM and flash memory). To operate a block with no clock upon
reset, the software must first enable its clock through RCC_AHBXENR or RCC_APBXENR
register, respectively.

AXI interconnect matrix (AXIM)

AXI introduction

The AXI (advanced extensible interface) interconnect is based on the Arm® CoreLink™
NIC-400 Network Interconnect. The interconnect has seven initiator ports, or ASIBs (AMBA
slave interface blocks), and ten target ports, or AMIBs (AMBA master interface blocks). The
ASIBs are connected to the AMIBs via an AXI switch matrix.

Each ASIB is a slave on an AXI bus or AHB (advanced high-performance bus). Similarly,
each AMIB is a master on an AXI or AHB bus. Where an ASIB or AMIB is connected to an
AHB, it converts between the AHB and the AXI protocol.

The AXI interconnect includes a GPV (global programmer view) which contains registers for
configuring certain parameters, such as the QoS (quality of service) level at each ASIB.

Any accesses to unallocated address space are handled by the default slave, which
generates the return signals. This ensures that such transactions complete and do not block
the issuing master and ASIB.

AXI interconnect main features

e  64-bit AXI bus switch matrix with seven ASIBs and ten AMIBs, in CD domain
e  AHB/AXI bridge function built into the ASIBs

e concurrent connectivity of multiple ASIBs to multiple AMIBs

e  programmable traffic priority management (QoS - quality of service)

e software-configurable via GPV

3
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Block diagram
The AXI interconnect is shown in Figure 2.
Figure 2. AXI interconnect
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ASIB configuration

Table 3 summarizes the characteristics of the ASIBs.

Table 3. ASIB configuration

ASIB Connected master Protocol VE:fh ismg

INI 1 AHB from CD domain AHB-lite 32 1/4

INI 2 Cortex-M7 AXl14 64 7/32

INI 3 SDMMC1 AHB-lite 32 1/4

INI 4 MDMA AXI4 64 4/

INI 5 DMA2D AX14 64 2/1

INI 6 LTDC AX14 64 2/1

INI 7 GFXMMU AHB-lite 32 1/1

AMIB configuration
Table 4 summarizes the characteristics of the AMIBs.
Table 4. AMIB configuration

AMIB Connected slave Protocol vﬁ:tSh aI:::vng::acle
TARG 1 Peripheral 3, SRD AHB and user OTP | AX14(") 32 1/1/1
TARG 2 CD AHB AX14(") 32 1/1/1
TARG 3 Flash A and Flash B AXI4 64 3/4/7
TARG 4 OCTOSPI2 AX14 64 3/2/5
TARG 5 FMC AXI4 64 3/3/6
TARG 6 OCTOSPI1 AX14 64 2/1/3
TARG 7 AXI SRAM1 AXI3 64 2/2/4
TARG 8 AXI SRAM2 AXI3 64 2/2/4
TARG 9 AXI SRAM3 AXI3 64 2/2/4
TARG 10 GFXMMuU™ AX14 32 2/2/4

1. Conversion to AHB protocol is done via an AXI/AHB bridge sitting between AXI interconnect and the
connected slave.

Quality of service (QoS)

The AXI switch matrix uses a priority-based arbitration when two ASIB simultaneously
attempt to access the same AMIB. Each ASIB has programmable read channel and write
channel priorities, known as QoS, from 0 to 15, such that the higher the value, the higher the
priority. The read channel QoS value is programmed in the AXI interconnect - INI x read
QoS register (AXI_INIx_READ_QOS), and the write channel in the AX! interconnect - INI x
write QoS register (AXI_INIx_WRITE_QOS). The default QoS value for all channels is 0
(lowest priority).
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31

30

If two coincident transactions arrive at the same AMIB, the higher priority transaction passes
before the lower priority. If the two transactions have the same QoS value, then a least-
recently-used (LRU) priority scheme is adopted.

The QoS values should be programmed according to the latency requirements for the
application. Setting a higher priority for an ASIB ensures a lower latency for transactions
initiated by the associated bus master. This can be useful for real-time-constrained tasks,
such as graphics processing (LTDC, DMA2D). Assigning a high priority to masters that can
make many and frequent accesses to the same slave (such as the Cortex-M7 CPU) can
block access to that slave by other lower-priority masters.

Global programmer view (GPV)

The GPV contains configuration registers for the AXI interconnect (see Section 2.2.4).
These registers are only accessible by the Cortex-M7 CPU.

AXIl interconnect registers

AXl interconnect - peripheral ID4 register (AXI_PERIPH_ID_4)

Address offset: Ox1FDO
Reset value: 0x0000 0004

29 28 27 26 25 24 23 22 21 20 19 18 17 16

15

10 9 8 7 6 5 4 3 2 1 0

4KCOUNT[3:0] JEP106CON[3:0]

31

Bits 31:8 Reserved, must be kept at reset value.

30

Bits 7:4 4KCOUNTI[3:0]: Register file size

0x0: N/A

Bits 3:0 JEP106CON[3:0]: JEP106 continuation code

0x4: Arm®

AXI interconnect - peripheral ID0 register (AXI_PERIPH_ID_0)

Address offset: Ox1FEQ
Reset value: 0x0000 0000

29 28 27 26 25 24 23 22 21 20 19 18 17 16

15

10 9 8 7 6 5 4 3 2 1 0

PARTNUMI7:0]

3
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Bits 31:8 Reserved, must be kept at reset value.
Bits 7:0 PARTNUM([7:0]: Peripheral part number bits 0 to 7
0x00: Part number = 0x400

AXI interconnect - peripheral ID1 register (AXI_PERIPH_ID_1)

Address offset: Ox1FE4

Reset value: 0x0000 00B4
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

JEP106ID[3:0] PARTNUM[11:8]
r | r | r r r r | r | r

Bits 31:8 Reserved, must be kept at reset value.

Bits 7:4 JEP106ID[3:0]: JEP106 identity bits 0 to 3
0xB: Arm® JEDEC code

Bits 3:0 PARTNUM][11:8]: Peripheral part number bits 8 to 11
0x4: Part number = 0x400

AXI interconnect - peripheral ID2 register (AXI_PERIPH_ID_2)

Address offset: Ox1FE8
Reset value: 0x0000 002B

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

15 14 13 12 1" 10 9 8 7 6 5 4 3 2 1 0
REVISIONI[3:0] JEDEC JEP106ID[6:4]

r | r | r r r r | r | r

110/2967

Bits 7:4 REVISION[3:0]: Peripheral revision number
0x2: rOp2

Bit 3 JEDEC: JEP106 code flag
0x1: JEDEC allocated code

Bits 2:0 JEP106ID[6:4]: JEP106 Identity bits 4 to 6
0x3: Arm® JEDEC code

RM0455 Rev 10
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AXI interconnect - peripheral ID3 register (AXI_PERIPH_ID_3)
Address offset: OXx1FEC
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
REV_AND([3:0] CUST_MOD_NUM[3:0]

r | r | r | r r | r | r | r

Bits 31:8 Reserved, must be kept at reset value.

Bits 7:4 REV_ANDI[3:0]: Customer version
0: None

Bits 3:0 CUST_MOD_NUM[3:0]: Customer modification
0: None

AXl interconnect - component ID0 register (AXI_COMP_ID_0)
Address offset: Ox1FFO0
Reset value: 0x0000 000D

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17

16

15 14 13 12 1 10 9 8 7 6 5 4 3 2 1

PREAMBLE[7:0]

Bits 31:8 Reserved, must be kept at reset value.

Bits 7:0 PREAMBLET7:0]: Preamble bits 0 to 7
0xD: Common ID value

3
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AXI interconnect - component ID1 register (AXI_COMP_ID_1)
Address offset: Ox1FF4
Reset value: 0x0000 00FO0

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
CLASS[3:0] PREAMBLE[11:8]

r | r | r | r r | r | r | r

Bits 31:8 Reserved, must be kept at reset value.

Bits 7:4 CLASS[3:0]: Component class
0xF: Generic IP component class

Bits 3:0 PREAMBLE[11:8]: Preamble bits 8 to 11
0x0: Common ID value

AXl interconnect - component ID2 register (AXI_COMP_ID_2)
Address offset: Ox1FF8
Reset value: 0x0000 0005

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0

PREAMBLE[19:12]

Bits 31:8 Reserved, must be kept at reset value.

Bits 7:0 PREAMBLE[19:12]: Preamble bits 12 to 19
0x05: Common ID value

3
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AXI interconnect - component ID3 register (AXI_COMP_ID_3)
Address offset: 0x1FFC
Reset value: 0x0000 00B1

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17

16

15 10 4 3

PREAMBLE[27:20]

Bits 31:8 Reserved, must be kept at reset value.

Bits 7:0 PREAMBLE[27:20]: Preamble bits 20 to 27
0xB1: Common ID value

AXl interconnect - TARG x bus matrix issuing functionality register
(AXI_TARGx_FN_MOD_ISS_BM)

Address offset: 0x1008 + 0x1000 * x, (x = 1 to 10)
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17

16

15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
WRITE | READ
_ISS_ | _ISS_
OVERR | OVERR
IDE IDE
w w

Bits 31:2 Reserved, must be kept at reset value.
Bit 1 WRITE_ISS_OVERRIDE: Switch matrix write issuing override for target
0: Default issuing capability
1: Set switch matrix write issuing capability to 1 (see Table 4: AMIB configuration)
Bit 0 READ_ISS_OVERRIDE: Switch matrix read issuing override for target
0: Default issuing capability
1: Set switch matrix read issuing capability to 1 (see Table 4: AMIB configuration)

3
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AXI interconnect - TARG x bus matrix functionality 2 register
(AXI_TARGx_FN_MOD?2)

Address offset: 0x1024 + 0x1000 * x, (x =1, 2, 7 to 10)
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
BYPAS
S MER
GE
w

Bits 31:1 Reserved, must be kept at reset value.

Bit 0 BYPASS_MERGE: Disable packing of beats to match the output data width. Unaligned
transactions are not realigned to the input data word boundary.

0: Normal operation
1: Disable packing

AXl interconnect - TARG x long burst functionality modification register
(AXI_TARGx_FN_MOD_LB)

Address offset: 0x102C + 0x1000 * x, (x = 1, 2, 10)

Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
FN_MO
D_LB
rw

Bits 31:1 Reserved, must be kept at reset value.

Bit 0 FN_MOD_LB: Controls burst breaking of long bursts

0: Long bursts can not be generated at the output of the ASIB
1: Long bursts can be generated at the output of the ASIB

3
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AXI interconnect - TARG x issuing functionality modification register

(AXI_TARGx_FN_MOD)

Address offset: 0x1108 + 0x1000 * x, (x =1, 2, 7 to 10)
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1" 10 9 8 7 6 5 4 3 2 1 0
WRITE | READ
_ISS_ | _ISS_
OVERR | OVERR
IDE IDE
w w

Bits 31:2 Reserved, must be kept at reset value.

Bit 1 WRITE_ISS_OVERRIDE: Override AMIB write issuing capability
0: Default issuing capability
1: Force issuing capability to 1 (see Table 4: AMIB configuration)
Bit 0 READ_ISS_OVERRIDE: Override AMIB read issuing capability
0: Default issuing capability
1: Force issuing capability to 1 (see Table 4: AMIB configuration)

AXl interconnect - INI x functionality modification 2 register
(AXI_INIx_FN_MOD2)

Address offset: 0x41024 + 0x1000 * x, (x =1, 3,7)
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
BYPAS
S MER
GE
w

Bits 31:1 Reserved, must be kept at reset value.

Bit 0 BYPASS_MERGE: Disables alteration of transactions by the up-sizer unless required by the

protocol
0: Normal operation
1: Transactions pass through unaltered where allowed

3
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AXI interconnect - INI x AHB functionality modification register
(AXI_INIx_FN_MOD_AHB)

Address offset: 0x41028 + 0x1000 * x, (x =1, 3,7)
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

15 14 13 12 1" 10 9 8 7 6 5 4 3 2 1 0

WR_IN | RD_IN
C_OVE |C_OVE
RRIDE | RRIDE

Bits 31:2 Reserved, must be kept at reset value.
Bit 1 WR_INC_OVERRIDE: Converts all AHB-Lite read transactions to a series of single beat AXI
transactions.

0: Override disabled
1: Override enabled

Bit 0 RD_INC_OVERRIDE: Converts all AHB-Lite write transactions to a series of single beat AXI

transactions, and each AHB-Lite write beat is acknowledged with the AXI buffered write
response.

0: Override disabled

1: Override enabled
AXl interconnect - INI x read QoS register (AXI_INIx_READ_QOS)
Address offset: 0x41100 + 0x1000 * x, (x =110 7)
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1" 10 9 8 7 6 5 4 3 2 1 0
AR_QOS[3:0]

Bits 31:4 Reserved, must be kept at reset value.

Bits 3:0 AR_QOS[3:0]: Read channel QoS setting
0x0: Lowest priority
O0xF: Highest priority

3

116/2967 RM0455 Rev 10




RM0455

Memory and bus architecture

AXIl interconnect - INI x write QoS register (AXI_INIx_WRITE_QOS)

Address offset: 0x41104 + 0x1000 * x, (x =1t0 7)
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21

20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
AW_QOS[3:0]

Bits 31:4 Reserved, must be kept at reset value.

Bits 3:0 AW_QOS[3:0]: Write channel QoS setting
0x0: Lowest priority
OxF: Highest priority

AXl interconnect - INI x issuing functionality modification register

(AXI_INIx_FN_MOD)
Address offset: 0x41108 + 0x1000 * x, (x =110 7)
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
WRITE | READ
_Iss_ | _ISs_
OVERR | OVERR
IDE IDE
w w
Bits 31:2 Reserved, must be kept at reset value.
Bit 1 WRITE_ISS_OVERRIDE: Override ASIB write issuing capability
0: Normal issuing capability
1: Force issuing capability to 1
Bit 0 READ_ISS_OVERRIDE: Override ASIB read issuing capability
0: Normal issuing capability
1: Force issuing capability to 1
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2.2.5 AXIl interconnect register map
Table 5. AXI interconnect register map and reset values
Offset | Registername =g/ ®INIQ R IIQINTIR2I2E|C LI Nz o o/~ow/¢ oo
Z
z 3
AXI|_PERIPH = s
O0x1FDO _Ib_4 Ss =F
v o
< L
w
Reset value 0‘0‘0‘0 0‘1‘o|0
AX|_:>DEF;|PH_ Reserved
0x1FD4 —
Reset value 0‘0‘0‘0|0‘o‘o|0
AXI_IFI’DEIEIPH_ Reserved
0x1FD8 —
Reset value 0‘0‘0‘0|0‘o‘o|0
AX|_:>DEF;|PH_ Reserved
0x1FDC —
Reset value 0‘0‘0‘0|0‘o‘o|0
AXI_PERIPH_ PARTNUM[7:0]
Ox1FEO ID_0
Reset value 0‘0‘0‘0 o‘o‘o|0
T
AXI_PERIPH_ S = 2 )
Ox1FE4 ID_1 a2 X =
i <
- o
Reset value 1‘0‘1‘1 0 1‘o|0
5 ol
AXI_PERIPH_ 5o |4 Ex
Ox1FE8 ID_2 S |glas
L = W
' )
Reset value 0‘0‘1‘01 o‘1|1
= 3
o
o, 2,
[a) Q —
AXI_PERIPH_ g S5
OX1FEC ID_3 < =y
= =
i 3
O
Reset value o‘o‘o‘o o‘o‘o|o
AXI_COMP_ PREAMBLE[7:0]
Ox1FFO ID_0
Reset value o‘o‘o‘o 1‘1‘o|1
— L
& o
AXI_COMP_ 2 25
Ox1FF4 ID_1 % I =
o i
Reset value 1‘1‘1‘1 o‘o‘o|o
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Table 5. AXI interconnect register map and reset values (continued)

i olo|n|n|ov tlodc|lololol~o/w s o aclo
Offset | Registername |19/ @ K|Q(Q|I|IRIQ|S|R 2|2 =222 /¥ E|2|o |0 ~o|v|<|o|nr o

AXI_COMP_
Ox1FF8 ID_2
Reset value 0‘0‘0‘0|0Mo|1
AXI_COMP_
Ox1FFC ID_3
Reset value 1/0({1[1{0|0|0]1

PREAMBLE[19:12]

PREAMBLE[27:20]

0x2000 -

0x2004 Reserved

AXI_TARG1_
FN_MOD_
0x2008 ISS_BM

© | WRITE_ISS_OVERRIDE
©| READ_ISS_OVERRIDE

Reset value

0x200C -

02020 Reserved

AXI_TARG1
0x2024 FN_MOD2

© | BYPASS_MERGE

Reset value

0x2028 Reserved

AXI_TARG1_
ox202c | FN_MOD_LB

o|FN_MOD_LB

Reset value

0x2030 -

0x2104 Reserved

AXI_TARG1_
0x2108 FN_MOD

© | WRITE_ISS_OVERRIDE
©| READ_ISS_OVERRIDE

Reset value

0x210C -

03004 Reserved
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Table 5. AXI interconnect register map and reset values (continued)

Offset | Registername |z |92/ /© |0 20N S22 (N|22T 2 N C|2|lo|o|~|o|v|<t|m|n|v|o
=1
r
AXI_TARG2_ Slw
o
FN_MOD_ o)
0x3008 ISS_BM 8 a
Wi
[—
Z|
s x
Reset value 0|0
0x300C -
0x3020 Reserved
L
O]
&
AXI_TARG2_ EI
0x3024 FN_MOD2 A
&
>_
m
Reset value 0
0x3028 Reserved
m
=
AXI_TARG2_ 8
0x302C FN_MOD_LB §I
z
[V
Reset value 0
0x3030 -
0x3104 Reserved
=ffe
K
w
AXI_TARG2_ 3l 3
0x3108 FN_MOD 9 a
W q
'_
T o
= x
Reset value 0|0
0x310C -
04004 Reserved
=15
T
AXI_TARG3_ Slw
o
FN_MOD_ o
0x4008 ISS_BM 8 A
wl
'_
i)
S| x
Reset value 0|0
0x400C -
0x5004 Reserved
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Table 5. AXI interconnect register map and reset values (continued)
Offset | Registername |5/Q 2% K|€| 8|38 |N|5|R 225|222 ¥ |2 o|er 0w |v|on |0
=1
r
AXI_TARG4_ gy
FN_MOD_ Ol ©
0x5008 ISS_BM 8 A
Wi
[—
Z|
2| x
Reset value 0|0
0x500C -
0x6004 Reserved
=ffe
T
AXI_TARGS5_ S|y
FN_MOD_ oo
0x6008 ISS_BM R
Wi
-
T o
2| x
Reset value 0|0
0x600C -
0x7004 Reserved
o &
vz
AXI_TARG6_ =
FN_MOD_ Ol ©
0x7008 ISS_BM 7R
W a
'_
T o
2| x
Reset value 0|0
0x700C -
0x8004 Reserved
=15
r
AXI_TARG7_ Yy
FN_MOD_ Ol ©
0x8008 ISS_BM g A
wl
'_
i)
2| x
Reset value 0|0
0x800C -
0x8020 Reserved
L
QO
4
L
AXI_TARG7_ 2
0x8024 FN_MOD2 @
&
>_
m
Reset value 0
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Table 5. AXI interconnect register map and reset values (continued)

Offset | Registername |z |92/ /© |0 20N S22 (N|22T 2 N C|2|lo|o|~|o|v|<t|m|n|v|o
0x8028 -
0x8104 Reserved
=ffe
v &
g w
AXI_TARG7 9|3
0x8108 FN_MOD 8 2
W
-
i)
s x
Reset value 0|0
0x810C-
0x9004 Reserved
5| &
o &
AX|_TARGS_ i
FN_MOD_ S0
0x9008 ISS_BM g %
W a
'_
T o
= x
Reset value 0|0
0x900C -
0x9020 Reserved
w
Q
&
AXI_TARGS8_ El
0x9024 FN_MOD2 @
&
>
m
Reset value 0
0x9028 -
0x9104 Reserved
=fffe
T
g w
AXI_TARGS_ e} 8
0x9108 FN_MOD gl 4
Wi
[
z|
=z x
Reset value 0|0
0x910C-
0xA004 Reserved
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Table 5. AXI interconnect register map and reset values (continued)

Offset | Registername |5/2/ 22 & &|Q|X |8 |}|<|R|2 (2|t 2|2 (2|2|¢(r /2|00 |~ |0|0|v|o|n|r|o
5 &
T
AXI_TARGY g u
FN_MOD_ Ol o
0xA008 ISS_BM 8 A
Wi
=
Z|
s x
Reset value 0|0
0xA00C -
0xA020 Reserved
L
O]
o
w
AXI_TARGY §I
OxA024 FN_MOD2 8
&
>_
m
Reset value 0
0xA028 -
0xA104 Reserved
5 &
z &
w
AXI_TARGY 5 5
0xA108 FN_MOD 9 @
W
=
Z o
S| x
Reset value 0]0
0xA10C-
0xB004 Reserved
ol 8
r &
AXI_TARG10_ >l 4
FN_MOD_ ol &
0xB008 ISS_BM 8 A
Wi a
=
i)
s
Reset value 0|0
0xB00C -
0xB020 Reserved
w
O]
o
w
AXI_TARG10_ §I
OxB024 FN_MOD2 8
&
>_
m
Reset value 0
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Table 5. AXI interconnect register map and reset values (continued)

Offset | Registername |z |92/ /© |0 20N S22 (N|22T 2 N C|2|lo|o|~|o|v|<t|m|n|v|o
0xB028 -
0xB104 Reserved
=ffe
il
w
AXI_TARG10_ 3 3
0xB108 FN_MOD gl 2
W
-
i)
2| x
Reset value 0|0
0xB10C-
0xC004 Reserved
m
=
AXI_TARG10_ 8
0xC02C FN_MOD_LB EI
Z
(T
Reset value 0
0xC030 -
0xC104 Reserved
L
O]
o
L
AXI_INI1_ E|
oxa2024 |  FN_MOD2 2
oy
>
m
Reset value 0
LW w
ala
zZI=
|
AXI_INIM_FN_ = g
0x42028 MOD_AHB 19
[S}[®)
Z|z
I~
o
b4
Reset value 0|0
0x4202C-
0x420FC Reserved
AXL_INI1_ AR_QOS
0x42100 READ_QOS [3:0]
Reset value 0 ‘ 0 ‘ 0 | 0
AXL_INI1_ AW_QOS
0x42104 WRITE_QOS [3:0]
Reset value 0 ‘ 0 ‘ 0 | 0

3
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Table 5. AXI interconnect register map and reset values (continued)

Offset | Registername |z |92/ /© |0 20N S22 (N|22T 2 N C|2|lo|o|~|o|v|<t|m|n|v|o
5 &
T
Wi
AXI_INI_ 3|3
0x42108 FN_MOD 3 3
Wl n
[—
Z| o
2| x
Reset value 0|0
0x4210C-
0x430FC Reserved
AXI_INI2_ AR_QOS
oxaz100 | READ_QOS [3:0]
Reset value 0 l 0 ‘ 0 | 0
AXI_INI2_ AW_QOS
oxazios | WRITE_QOS [3:0]
Reset value 0o|0f{0|0
ol &
r &
Wiy
AXI_INI2_ 3 3
0x43108 FN_MOD gl 2
wl
[—
Z o
2| x
Reset value 0|0
0x4310C
- 0x44020 Reserved
Ll
o
&
AXI_INI3_ 2
ox44024 | FN_MOD2 2
g
>
[an]
Reset value 0
A1)
ala
=2
%
AXI_INI3_ gy
ox4028 | FN_MOD_AHB 21
Olo
Z|z
I~
xXio
B4
Reset value 0|0
0x4402C-
0x440FC Reserved
AXI_INI3_ AR_QOS
oxa4100 | READ_QOS [3:0]
Reset value 0 l 0 ‘ 0 | 0
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Table 5. AXI interconnect register map and reset values (continued)

Offset | Registername |z |92/ /© |0 20N S22 (N|22T 2 N C|2|lo|o|~|o|v|<t|m|n|v|o
AXI_INI3_ AW_QOS
oxda104 | WRITE_QOS [3:0]
Reset value 0o|0jo0|0
5| &
v &
Wi
AXI_INI3_ 3|3
0x44108 FN_MOD gl 4
Wl n
[—
Z| o
2| x
Reset value 0|0
0x4410C-
0x450FC Reserved
AXI_INI4_ AR_QOS
ox45100 | READ_QOS [3:0]
Reset value 0|o‘o|o
AXI_INI4_ AW_QOS
ox45104 | WRITE_QOS [3:0]
Reset value o(ofo0fo0
o 8
x| g
Wiy
AXI_INI4_ 3|3
0x45108 FN_MOD gl 4
wl
[—
Z| o
2| x
Reset value 0|0
0x4510C-
0X460FC Reserved
AXI_INI5_ AR_QOS
oxa6100 | READ_QOS [3:0]
Reset value 0 ‘ 0 ‘ 0 | 0
AXI_INI5_ AW_QOS
oxa6104 | WRITE_QOS [3:0]
Reset value o(ofofo
5 8
x| &
Wi g
AXI_INI5_ 33
0x46108 FN_MOD 3 9
wl g
o
Z| o
2| x
Reset value 0|0
0x4610C-
0X470FC Reserved
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Table 5. AXI interconnect register map and reset values (continued)

Offset | Registername =@/ ®INIQ R JIQINTIR 22 E|C LIz o o/~ow/t oo
AXI_INI6_ AR_QOS
oxa7100 | READ_QOS [3:0]
Reset value 0 ‘ 0 ‘ 0 | 0
AXI_INI6_ AW_QOS
oxa7104 | WRITE_QOS [3:0]
Reset value 0o|0f{o0|0
5 &
v &
Wi
AXIL_INI6_ 3 3
0x47108 FN_MOD gla
Wl n
w
Z| o
2| x
Reset value 0|0
0x4710C-
0x48020 Reserved
[11]
O
X
1]
AXI_INI7_ §I
0x48024 FN_MOD2 2
g
>_
[an]
Reset value 0
ww
ala
29
|
AXI_INI7_ %J w
oxag028 | FN_MOD_AHB 1€
olo
zZ|z
I
qfa)
4[4
Reset value 0]0
0x4802C-
0x480FC Reserved
AXI_INI7_ AR_QOS
Reset value 0 ‘ 0 ‘ 0 | 0
AXI_INI7_ AW_QOS
oxastoa | WRITE_QOS [3:0]
Reset value 0 ‘ 0 ‘ 0 | 0
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Table 5. AXI interconnect register map and reset values (continued)

Offset | Register name | /2/Q & K| Q| 8|I|QY|T|R[2 25|22 |2|¥ 2|2 0 |~ o|n|<|o|a|-|o
L

o &

7 &

x| &

gm

AXI_INI7_ 08
FN_MOD 1)

0x48108 — @g
1N

S

| w

2| x

Reset value 0|0

Refer to Section 2.3 on page 129 for the register boundary addresses.

3
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2.3 Memory organization

2.3.1 Introduction

Program memory, data memory, registers and I/O ports are organized within the same linear
4-Gbyte address space.

The bytes are coded in memory in Little Endian format. The lowest numbered byte in a word
is considered the word’s least significant byte and the highest numbered byte the most
significant.

The addressable memory space is divided into eight main blocks, of 512 Mbytes each.

3
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2.3.2 Memory map and register boundary addresses
All the memory map areas that are not allocated to on-chip memories and peripherals are
considered “Reserved”. For the detailed mapping of available memory and register areas,
refer to the following tables.
Table 6. Memory map and default device memory area attributes
Region Boundary address Arm® Cortex®-M7 Type Attributes E:ees::e
0xD000 0000 - OXDFFF FFFF FMC SDRAM Bank2
(or reserved in case of FMC remap)
FMC SDRAM Bank1
2 0xCC00 0000 - OXCFFF FFFF | (o 12 of FMC NOR/PSRAM/SRAM 4 Bank1)
(&S]
S FMC SDRAM Bank1
S | OxCB000000-OxCBFF FFFF | \omap of FMC NOR/PSRAMISRAM 3 Bank1) | pevice ] Yes
@
c
5 FMC SDRAM Bank1
Q -
X 0xC400 0000 - OxCTFF FFFF | o hap of FMC NOR/PSRAM/SRAM 2 Bank1)
FMC SDRAM Bank1
0xC000 0000 - OxC3FF FFFF | (oo of FMC NOR/PSRAM/SRAM 1 Bank1)
0xA000 0000 - 0XBFFF FFFF Reserved
0x9000 0000 - Ox9FFF FFFF OCTOSPI1 ,
Write-through
0x8000 0000 - Ox8FFF FFFF FMC NAND flash memory cache
attribute
" 0x7000 0000 - 0x7FFF FFFF OCTOSPI2
Q
5 FMC NOR/PSRAM/SRAM 4 Bank 1
g 0x6C00 0000 - Ox6FFF FFFF (or remap of FMC SDRAM Bank1)
= FMC NOR/PSRAM/SRAM 3 Bank1 Normal No
g 0x6800 0000 - OxX6BFF FFFF an Write-back,
§ (or remap of FMC SDRAM Bank1) write allocate
x
] FMC NOR/PSRAM/SRAM 2 Bank 1 cache
0x6400 0000 - Ox67FF FFFF (or remap of FMC SDRAM Bank1) attribute
FMC NOR/PSRAM/SRAM 1 Bank 1
0x6000 0000 - 0x63FF FFFF (or remap of FMC SDRAM Bank1)
£
(]
e 0x4000 0000 - OXSEFF FFEF Peripherals (refer to Table 7: Register boundary Device ) Yes
2 addresses)
[0
o
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Table 6. Memory map and default device memory area attributes (continued)

Region Boundary address Arm® Cortex®-m7 Type Attributes E::::::e
0x3880 1000 - Ox3FFF FFFF Reserved
0x3880 0000 - 0x3880 OFFF Backup SRAM
0x3801 0000 - 0x387F FFFF Reserved
0x3800 0000 - 0x3800 7FFF SDR SRAM
0x3002 0000 - Ox37FF 7FFF Reserved
0x3001 0000 - 0x3001 FFFF AHB SRAM2
0x3000 0000 - 0x3000 FFFF AHB SRAM1 Write-back,
Z 0x2600 0000 - Ox2FFF FFFF Reserved Normal | Writeallocate |
e cache
0x2500 0000 - Ox25FF FFFF GFXMMU attribute
0x2410 0000 - Ox24FF FFFF Reserved
0x240A 0000 - 0x240F FFFF AXI SRAM3
0x2404 0000 - 0x2409 FFFF AXI SRAM2
0x2400 0000 - 0x2403 FFFF AXI SRAM1
0x2002 0000 - Ox23FF FFFF Reserved
0x2000 0000 - 0x2001 FFFF DTCM
0x1FF2 0000 - Ox1FFF FFFF Reserved .
Write-through
0x1FF0 0000 - Ox1FF1 FFFF System Memory Normal cache No
attribute
O0x08FF F400 - Ox1FEF FFFF Reserved
0x08FF F0O0O0 - 0x08FF F3FF OTP area Normal - No
(0]
B 0x0820 0000 - Ox08FF EFFF Reserved
O
0x0810 0000 - Ox081F FFFF Flash memory bank 2 .
Write-through
0x0800 0000 - 0x080F FFFF Flash memory bank 1 Normal cache No
attribute
0x0001 0000 - Ox07FF FFFF Reserved
0x0000 0000 - 0x0000 FFFF ITCM RAM
Kys RM0455 Rev 10 131/2967




RM0455

Table 7. Register boundary addresses(!)

Boundary address Peripheral Bus Register map
0x58025800 - 0x58025BFF DMAMUX2 Section 17.6: DMAMUX registers
0x58025400 - 0x580257FF BDMA2 Section 16.6: BDMA registers
0x58024800 - 0x58024BFF PWR Section 6.8: PWR registers
0x58024400 - 0x580247FF RCC Section 8.7: RCC registers
0x58022800 - 0x58022BFF GPIOK Section 11.4: GPIO registers
0x58022400 - 0x580227FF GPIOJ Section 11.4: GPIO registers
0x58022000 - 0x580223FF GPIOI Section 11.4: GPIO registers
0x58021C00 - 0x58021FFF GPIOH ?SFFI{BI,;) Section 11.4: GPIO registers
0x58021800 - 0x58021BFF GPIOG Section 11.4: GPIO registers
0x58021400 - 0x580217FF GPIOF Section 11.4: GPIO registers
0x58021000 - 0x580213FF GPIOE Section 11.4: GPIO registers
0x58020C00 - 0x58020FFF GPIOD Section 11.4: GPIO registers
0x58020800 - 0x58020BFF GPIOC Section 11.4: GPIO registers
0x58020400 - 0x580207FF GPIOB Section 11.4: GPIO registers
0x58020000 - 0x580203FF GPIOA Section 11.4: GPIO registers
Section 33.7: DFSDM channel y registers (y=0..7)

0x58006C00 - 0x580073FF DFSDM2 (1 filter) and Section 33.8: DFSDM filter x module registers
(x=0..7)

0x58006800 - 0x58006BFF DTS Section 28.6: DTS registers

0x58004800 - 0x58004BFF IWDG Section 49.4: IWDG registers

0x58004400 - 0x580047FF Tampf;;gt"; :’:Cku" Section 51.6: TAMP registers

0x58004000 - 0x580043FF RTC Section 50.6: RTC registers

0x58003C00 - 0x58003FFF VREF Section 30.3: VREFBUF registers

0x58003800 - 0x58003BFF COMP1 - COMP2 ?S:F;{I?DA{) Section 31.6: COMP registers

0x58003400 - 0x580037FF DAC2 Section 29.7: DAC registers

0x58002800 - 0x58002BFF LPTIM3 Section 47.7: LPTIM registers

0x58002400 - 0x580027FF LPTIM2 Section 47.7: LPTIM registers

0x58001C00 - 0x58001FFF 12C4 Section 52.7: 12C registers

0x58001400 - 0x580017FF SPI/12S6 Section 55.11: SPI/I2S registers

0x58000C00 - 0x58000FFF LPUART1 Section 54.7: LPUART registers

0x58000400 - 0x580007FF SYSCFG Section 12.4: SYSCFG registers

0x58000000 - 0x580003FF EXTI Section 20.6: EXTI registers

132/2967
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Table 7. Register boundary addresses(?)

Boundary address Peripheral Bus Register map
0x5200C000 - 0x5200EFFF GFXMMU Section 21.5: GFXMMU registers
0x5200BCO00 - 0x5200BFFF OTFDEC2 Section 41.6: OTFDEC registers
0x5200B800 - 0x5200BBFF OTFDECH1 Section 41.6: OTFDEC registers
0x5200B400 - 0x5200B7FF OTn?;)niZ;/O A(\gg? Section 25.5: OCTOSPIM registers
0x5200B000 - 0x5200B3FF Delay Block Section 26.4: DLYB registers

OCTOSPI2
0x5200A000 - 0x5200AFFF OCTOSPI2 Section 24.7: OCTOSPI registers
0x52009000 - 0x520093FF RAMECC Section 3.4: RAMECC registers
0x52008000 - 0x520083FF Ds(agnmlcc:):k Section 26.4: DLYB registers
0x52007000 - 0x52007FFF SDMMCH1 Section 60.10: SDMMC registers
052006000 - 0x520063FF oy ok Section 26.4: DLYB registers
0x52005000 - 0x52005FFF OCT?GZE;'tLrCs””O' Section 24.7: OCTOSPI registers
AHB3 | Section 23.7.6: NOR/PSRAM controller registers,
0x52004000 - 0x52004FFF | FMC control registers (CD) Sect{on 23.8.7: NAND flash controller _registers,
Section 23.9.5: SDRAM controller registers
0x52003000 - 0x52003FFF JPEG Section 37.5: JPEG codec registers
0x52002000 - 0x52002FFF | F13sh i”tferzce regis- Section 4.9: FLASH registers
0x52001000 - 0x52001FFF | Chrom-Art (DMA2D) Section 18.5: DMAZ2D registers
0x52000000 - 0x52000FFF MDMA Section 14.5: MDMA registers
0x51000000 - 0x510FFFFF GPV Section 2.2.4: AXI interconnect registers
0x50003000 - 0x50003FFF WWDG APB3 | Section 48.4: WWDG interrupts
0x50001000 - 0x50001FFF LTDC (CD) | Section 36.7: LTDC registers
0x48022C00 - 0x48022FFF BDMAél(:dSegli\:fted o Section 16.6: BDMA registers
0x48022800 - 0x48022BFF Dsesny/u\Bxllc(:);k Section 26.4: DLYB registers
0x48022400 - 0x480227FF SDMMC2 Section 60.10: SDMMC registers
0x48021800 - 0x48021BFF RNG AHB2 | Section 38.7: RNG registers
0x48021400 - 0x480217FF HASH (CD) Section 40.7: HASH registers
0x48021000 - 0x480213FF CRYPTO Section 39.7: CRYP registers
0x48020800 - 0x4802 OBFF HSEM Section 10.4: HSEM registers
0x48020400 - 0x4802 O7FF PSSI Section 35.5: PSSI registers
0x48020000 - 0x480203FF DCMI Section 34.5: DCMI registers

S74
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Table 7. Register boundary addresses(?)

Boundary address Peripheral Bus Register map
0x40040000 - 0x4007FFFF OTG_HS Section 62.14: OTG_HS registers
0x40023000 - 0x400233FF CRC Section 22.4: CRC registers
0x40022000 - 0x400223FF ADC1 - ADC2 AHB1 | Section 27.7: ADC common registers
0x40020800 - 0x40020BFF DMAMUX1 (CD) | section 17.6: DMAMUX registers
0x40020400 - 0x400207FF DMA2 Section 15.5: DMA registers
0x40020000 - 0x400203FF DMA1 Section 15.5: DMA registers

Section 33.7: DFSDM channel y registers (y=0..7),
0x40017800 - 0x40017FFF DFSDM1 Section 33.8: DFSDM filter x module registers
(x=0..7)
0x40015C00 - 0x40015FFF SAI2 Section 56.6: SAl registers
0x40015800 - 0x40015BFF SAI1 Section 56.6: SAl registers
0x40015000 - 0x400153FF SPI5 Section 55.11: SPI/I2S registers
0x40014800 - 0x40014BFF TIM17 Section 45.6: TIM16/TIM17 registers
0x40014400 - 0x400147FF TIM16 Section 45.6: TIM16/TIM17 registers
0x40014000 - 0x400143FF TIM15 APB2 | Section 45.5: TIM15 registers
0x40013400 - 0x400137FF SPI4 (CD) |'section 55.11: SPI/I2S registers
0x40013000 - 0x400133FF SPI1 /1281 Section 55.11: SPI/I2S registers
0x40011CO00 - 0x40011FFF USART10 Section 53.8: USART registers
0x40011800 - 0x40011BFF UART9 Section 53.8: USART registers
0x40011400 - 0x400117FF USART6 Section 53.8: USART registers
0x40011000 - 0x400113FF USART1 Section 53.8: USART registers
0x40010400 - 0x400107FF TIM8 Section 42.4: TIM1/TIMS8 registers
0x40010000 - 0x400103FF TIM1 Section 42.4: TIM1/TIMS8 registers
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Table 7. Register boundary addresses(?)

Boundary address Peripheral Bus Register map
0x4000ACO0 - 0x4000D3FF | CAN Message RAM Section 61.5: FDCAN registers
0x4000A800 - 0x4000ABFF CAN CCU Section 61.5: FDCAN registers
0x4000A400 - 0x4000A7FF FDCAN Section 61.5: FDCAN registers
0x4000A000 - 0x4000A3FF TT-FDCAN Section 61.5: FDCAN registers
0x40009400 - 0x400097FF MDIOS Section 59.4: MDIOS registers
0x40009000 - 0x400093FF OPAMP Section 32.6: OPAMP registers
0x40008800 - 0x40008BFF SWPMI Section 58.6: SWPMI registers
0x40008400 - 0x400087FF CRS Section 9.8: CRS registers
0x40007C00 - 0x40007FFF UARTS Section 53.8: USART registers
0x40007800 - 0x40007BFF UART7 Section 53.8: USART registers
0x40007400 - 0x400077FF DACH1 Section 29.7: DAC registers
0x40006C00 - 0x40006FFF HDMI-CEC Section 63.7: HDMI-CEC registers
0x40005C00 - 0x40005FFF 12C3 Section 52.7: 12C registers
0x40005800 - 0x40005BFF 12C2 Section 52.7: 12C registers
0x40005400 - 0x400057FF 12C1 Section 52.7: 12C registers
0x40005000 - 0x400053FF UARTS APB1 | Section 53.8: USART registers
0x40004C00 - 0x40004FFF UART4 (CD) | Section 53.8: USART registers
0x40004800 - 0x40004BFF USART3 Section 53.8: USART registers
0x40004400 - 0x400047FF USART2 Section 53.8: USART registers
0x40004000 - 0x400043FF SPDIFRX1 Section 57.5: SPDIFRX interface registers
0x40003C00 - 0x40003FFF SPI3/12S3 Section 55.11: SPI/I2S registers
0x40003800 - 0x40003BFF SPI2 /1282 Section 55.11: SPI/I2S registers
0x40002400 - 0x400027FF LPTIM1 Section 47.7: LPTIM registers
0x40002000 - 0x400023FF TIM14 Section 43.4: TIM2/TIM3/TIM4/TIM5 registers
0x40001C00 - 0x40001FFF TIM13 Section 43.4: TIM2/TIM3/TIM4/TIM5 registers
0x40001800 - 0x40001BFF TIM12 Section 43.4: TIM2/TIM3/TIM4/TIM5 registers
0x40001400 - 0x400017FF TIM7 Section 46.4: TIM6/TIM?7 registers
0x40001000 - 0x400013FF TIM6 Section 46.4: TIM6/TIM7 registers
0x40000C00 - 0x40000FFF TIM5 Section 43.4: TIM2/TIM3/TIM4/TIM5 registers
0x40000800 - 0x40000BFF TIM4 Section 43.4: TIM2/TIM3/TIM4/TIM5 registers
0x40000400 - 0x400007FF TIM3 Section 43.4: TIM2/TIM3/TIM4/TIM5 registers
0x40000000 - 0x400003FF TIM2 Section 43.4: TIM2/TIM3/TIM4/TIM5 registers

1. Accessing a reserved area results in a bus error. Accessing undefined memory space in a peripheral returns zeros.
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Embedded SRAM

The STM32H7A3/7B3 and STM32H7B0 devices feature:
e Upto 1184 Kbytes of System SRAM

e 128 Kbytes of data TCM RAM

e 64 Kbytes of instruction TCM RAM

e 4 Kbytes of backup SRAM

The embedded system SRAM is divided into up to six blocks:
e  CD domain, AXI SRAM:
—  AXI SRAM1 mapped at address 0x2400 0000
—  AXI SRAM2 mapped at address 0x2404 0000
—  AXI SRAM3 mapped at address 0x240A 0000
All AXlI SRAMSs can be accessed by all system masters through the AXI bus matrix
except BDMA1 and BDMA2.
e CD domain, AHB SRAM:
— AHB SRAM1 mapped at address 0x3000 0000
—  AHB SRAM2 mapped at address 0x3001 0000
All the AHB SRAMSs can be accessed by all system masters through the CD AHB
matrix except for BDMAZ2.
e  SRD domain, SRD SRAM:

— SRD SRAM is mapped at address 0x3800 0000 and accessible by most of system
masters through SRD domain AHB matrix.

The system AHB SRAM can be accessed as bytes, half-words (16-bit units) or words (32-bit
units), while the system AXI SRAM can be accessed as bytes, half-words, words or double-
words (64-bit units). These memories can be addressed at maximum system clock
frequency without wait state.

The AHB masters can read/write-access an SRAM section concurrently with the OTG_HS
peripheral accessing another SRAM section.

The TCM SRAMs are dedicated to the Cortex®-M7:

e DTCM-RAM on TCM interface is mapped at the address 0x2000 0000 and accessible
by Cortex®-M7, and by MDMA through AHBS slave bus of the Cortex®-M7 CPU. The
DTCM-RAM can be used as read-write segment to host critical real-time data (such as
stack and heap) for application running on Cortex®-M7 CPU.

e |ITCM-RAM on TCM interface mapped at the address 0x0000 0000 and accessible by
Cortex®-M7 and by MDMA through AHBS slave bus of the Cortex®-M7 CPU. The
ITCM-RAM can be used to host code for time-critical routines (such as interrupt
handlers) that requires deterministic execution.

The backup RAM is mapped at the address 0x3880 0000 and is accessible by most of the
system masters through SRD domain AHB matrix. With a battery connected to the Vgt pin,
the backup SRAM can be used to retain data during low-power mode (Standby and Vgat
mode).

Error code correction (ECC)

ITCM-RAM data are protected by ECC:
e 8 ECC bits are added per 64-bit word for ITCM-RAM.

3
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2.5

2.6

3

The ECC mechanism is based on the SECDED algorithm. It supports single- and double-
error correction.

Flash memory overview

The flash memory interface manages CPU AXI accesses to the flash memory. It implements
the erase and program flash memory operations and the read and write protection
mechanisms.
The flash memory is organized as follows:
e For STM32H7A3/7B3: two main memory block divided into sectors.
e  For STM32H7B0: one main memory block divided into sectors.
e Aninformation block:
—  System memory from which the device boots in System memory boot mode
—  Option bytes to configure read and write protection, BOR level, watchdog
software/hardware and reset when the device is in Standby or Stop mode.

Refer to Section 4: Embedded flash memory (FLASH) for more details.

Boot configuration

In the STM32H7A3/7B3 and STM32H7B0, two different boot areas can be selected through
the BOOT pin and the boot base address programmed in the BOOT_ADDO and
BOOT_ADD1 option bytes as shown in the Table 8.

Table 8. Boot modes

Boot mode selection

Boot address option Boot area

BOOT bytes

Boot address defined by user option byte BOOT_ADDO0[15:0]
0 BOOT_ADDOQ[15:0] |ST programmed value:
Flash memory at 0x0800 0000

Boot address defined by user option byte BOOT_ADD1[15:0]
1 BOOT_ADD1[15:0] |ST programmed value:
System bootloader at 0x1FF0 0000

The values on the BOOT pin are latched on the 4th rising edge of SYSCLK after reset
release. It is up to the user to set the BOOT pin after reset.

The BOOT pin is also re-sampled when the device exits the Standby mode. Consequently,
they must be kept in the required Boot mode configuration when the device is in the Standby
mode.

After startup delay, the selection of the boot area is done before releasing the processor
reset.

RM0455 Rev 10 137/2967




RM0455

138/2967

The BOOT_ADDO and BOOT_ADD1 address option bytes allows to program any boot
memory address from 0x0000 0000 to Ox3FFF 0000 which includes:

e Allflash address space
e All RAM address space: ITCM, DTCM RAMs and SRAMs
e The TCM-RAM

The BOOT_ADDO / BOOT_ADD1 option bytes can be modified after reset in order to boot
from any other boot address after next reset.

If the programmed boot memory address is out of the memory mapped area or a reserved
area, the default boot fetch address is programmed as follows:

e Boot address 0: FLASH at 0x0800 0000

e Boot address 1: ITCM-RAM at 0x0000 0000

When the flash level 2 protection is enabled, only boot from flash memory is available. If the
boot address already programmed in the BOOT_ADDO / BOOT_ADD1 option bytes is out of

the memory range or belongs to the RAM address range, the default fetch will be forced
from flash memory at address 0x0800 0000.

Embedded bootloader

The embedded bootloader code is located in system memory. It is programmed by ST
during production. It is used to reprogram the flash memory using one of the following serial
interfaces:

e USART1 on PA9/PA10 pins, USART2 on PA3/PA2 pins, and USART3 on
PB10/PB11/PD8/PD9 pins

e [2C1 on PB6/PB9 pins, 12C2 on PFO/PF1 pins, 12C3 on PA8/PC9 pins
e USB OTG FS in Device mode (DFU) on PA11/PA12 pins

e  SPI1 on PA7/PAG/PA5/PA4 pins, SPI2 on PI3/P12/P11/PIO pins, SPI3 on
PC12/PC11/PC10/PA15 pins, and SPI4 on PE14/PE13/PE12/PE11 pins

e FDCANT1 on PDO/PD1/PH13/PH14

For additional information, refer to the application note AN2606.
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RAM ECC monitoring (RAMECC)
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Note:
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3.3.1

Note:
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RAM ECC monitoring (RAMECC)

Introduction

The STM32H7A3/7B3 and STM32H7B0 devices feature a RAM ECC monitoring unit
(RAMECC). It provides a mean for application software to verify ECC status and execute
service routines when an error occurs.

For further information on STM32 RAMECC usage, refer to application note AN5342 “Error
correction code (ECC) management for internal memories protection on STM32H7 Series”
available from www.st.com.

RAMECC main features

TCM and Cache SRAMs are protected by ECC. The ECC mechanism is based on the
SECDED algorithm. It supports single- and double-error detection, as well as single-error
correction:

e 7 ECC bits are added per 32-bit word.

e 8 ECC bits are added per 64-bit word for ITCM-RAM.

RAM data word integrity is checked at each memory read access, or partial RAM word write
operation. Two cycles are required to perform a partial RAM word write (read-modify-write).
The RAMECC monitoring unit includes the following features:

e RAM ECC monitoring per domain

e RAM failing address/data identification

RAMECC functional description

RAMECC block diagram

An ECC controller is associated to each RAM area. It performs the following functions:
e ECC encoding: ECC code computation and storage.

e ECC decoding: RAM data word loading and ECC code decoding to detect errors
e  Error detection: single- and double-error detection

e  Error correction: single-error correction.

All the RAM ECC controllers are always enabled.
Figure 3 describes the implementation of RAM ECC controllers.
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Figure 3. RAM ECC controller implementation schematic
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A RAM ECC monitoring area is defined for the CD domain (see Section 3.3.3: RAMECC
monitor mapping. The RAMECC allows the collection of ECC diagnostic events and
provides a mean for the CPU to verify the ECC status.

Figure 4 shows the connection schematic between the RAM ECC controller and the
RAMECC monitoring unit.

Figure 4. Connection between RAM ECC controller and RAMECC monitoring unit
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3.3.2 RAMECC internal signals
Table 9 gives the list of the internal signals that control the RAMECC unit.

Table 9. RAMECC internal input/output signals

Internal signal name Signal type Description

ramecc_hclk Input AHB clock

ECC diagnostic event generated by RAMx ECC

ecc_diag_evtx Input controller x

Interrupt generated by the RAMECC monitoring unit

ramecc_it Output when an ECC error is detected.

3.3.3 RAMECC monitor mapping

STM32H7A3/7B3 and STM32H7B0 devices features one RAMECC monitoring unit. The
inputs from the ECC controllers are mapped as described in Table 10. The RAM ECC event

monitoring status and configuration registers are described in Section 3.4: RAMECC
registers.

Table 10. ECC controller mapping

.. | Monitor | SRAM ECC event monitoring status and | Size in Address
RAMECC unit X . .
number configuration registers Kbytes Offset
1 ITCM-RAM ECC monitoring unit 64 0x20
CD domain
RAMECC unit 2 DTCM-RAM ECC DOTCM 64 0x40
3 monitoring unit D1TCM 64 0x60

3
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3.4 RAMECC registers

RAMECC registers can be accessed only in 32-bit (word) mode. Byte and half-word formats
are not allowed.

3.41 RAMECC interrupt enable register (RAMECC_IER)
Address offset: 0x00
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1" 10 9 8 7 6 5 4 3 2 1 0
w
1N} w
2 m i
w [a] ] w
(=) Q Q o
g | g |8
e 0] o
o
rw w rw rw

Bits 31:4 Reserved, must be kept at reset value.

Bit 3 GECCDEBWIE: Global ECC double error on byte write (BW) interrupt enable
When GECCDEBWIE bit is set to 1, an interrupt is generated when an ECC double detection
error occurs during a byte write operation to RAM (incomplete word write).
0: no interrupt generated when an ECC double detection error occurs on byte write
1: interrupt generated if an ECC double detection error occurs on byte write

Bit 2 GECCDEIE: Global ECC double error interrupt enable
When GECCDEIE bit is set to 1, an interrupt is generated when an ECC double detection
error occurs during a read operation from RAM.
0: no interrupt generated when an ECC double detection error occurs
1: interrupt generated if an ECC double detection error occurs

Bit 1 GECCSEIE: Global ECC single error interrupt enable
When GECCSEIE bit is set to 1, an interrupt is generated when an ECC single error occurs
during a read operation from RAM.
0: no interrupt generated when an ECC single error occurs
1: interrupt generated when an ECC single error occurs

Bit 0 GIE: Global interrupt enable
When GIE bit is set to 1, an interrupt is generated when an enabled global ECC error
(GECCDEBWIE, GECCDEIE or GECCSEIE) occurs.
0: no interrupt generated when an ECC error occurs
1: interrupt generated when an ECC error occurs

3
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3.4.2

31

30

RAMECC monitor x configuration register (RAMECC_MxCR)

Address offset: 0x20 * x
Reset value: 0x0000 0000

x is the ECC monitoring unit number

29 28 27 26 25 24 23 22 21 20 19 18 17 16

15

13 12 1 10 9 8 7 6 5 4 3 2 1 0

ECCEL |ECCDE | ECCDE | ECCSE
EN BWIE IE IE

w w w w

3.4.3

3

Bits 31:6 Reserved, must be kept at reset value.

Bit 5 ECCELEN: ECC error latching enable
When ECCELEN bit is set to 1, if an ECC error occurs (both for single error correction or
double detection) during a read operation, the context (address, data and ECC code) that
generated the error are latched to their respective registers.
0: no error context preserved when an ECC error occurs
1: error context preserved when an ECC error occurs

Bit4 ECCDEBWIE: ECC double error on byte write (BW) interrupt enable
When ECCDEBWIE bit is set to 1, monitor x generates an interrupt when an ECC double
detection error occurs during a byte write operation to RAM.
0: no interrupt generated when an ECC double detection error occurs on byte write
1: interrupt generated if an ECC double detection error occurs on byte write

Bit 3 ECCDEIE: ECC double error interrupt enable
When ECCDEIE bit is set to 1, monitor x generates an interrupt when an ECC double
detection error occurs during a read operation from RAM.
0: no interrupt generated when an ECC double detection error occurs
1: interrupt generated if an ECC double detection error occurs

Bit 2 ECCSEIE: ECC single error interrupt enable
When ECCSEIE bit is set to 1, monitor x generates an interrupt when an ECC single error
occurs during a read operation from RAM.
0: no interrupt generated when an ECC single error occurs
1: interrupt generated when an ECC single error occurs

Bits 1:0 Reserved, must be kept at reset value.

RAMECC monitor x status register RAMECC_MxSR)

Address offset: 0x24 + 0x20 * (x - 1), (x= ECC monitoring unit number)
Reset value: 0x0000 0000
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31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
DEBW
DF DEDF | SEDCF
rc_ w0 | rc_w0 | rc_w0

Bits 31: 3 Reserved, must be kept at reset value.

Bit 2 DEBWDF: ECC double error on byte write (BW) detected flag
This bit is set by hardware. It is cleared by software by writing a 0
0: no error detected
1: error detected

Bit 1 DEDF: ECC double error detected flag
This bit is set by hardware. It is cleared by software by writing a 0
0: no error detected
1: error detected

Bit 0 SEDCF: ECC single error detected and corrected flag
This bit is set by hardware. It is cleared by software by writing a 0
0: no error detected and corrected
1: error detected and corrected

344 RAMECC monitor x failing address register RAMECC_MxFAR)
Address offset: 0x28 + 0x20 * (x-1), (x= ECC monitoring unit number)
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
FADD[31:16]

r | r | r | r | r | r | r | r | r | r | r | r | r | r | r | r
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
FADD[15:0]

r | r | r | r | r | r | r | r | r | r | r | r | r | r | r | r

Bits 31:0 FADD[31:0]: ECC error failing address
When an ECC error occurs the FADD bitfield contains the address that generated the ECC
error.
3.4.5 RAMECC monitor x failing data low register (RAMECC_MxFDRL)
Address offset: 0x2C + 0x20 * (x-1), (x= ECC monitoring unit number)
Reset value: 0x0000 0000

3
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31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
FDATAL[31:16]
r | r | r | r | r | r | r | r r | r | r | r | r | r | r | r
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
FDATAL[15:0]
r | r | r | r | r | r | r | r | r | r | r | r

Bits 31:0 FDATAL[31:0]: Failing data low
When an ECC error occurs the FDATAL bitfield contains the LSB part of the data that
generated the error. For 32-bit word SRAM, this bitfield contains the full memory word that

generated the error.

3.4.6 RAMECC monitor x failing data high register (RAMECC_MxFDRH)
Address offset: 0x30 + 0x20 * (x-1), (x= ECC monitoring unit number)
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
FDATAH[31:16]

r | r | r r r | r | r | r | r | r | r | r | r | r | r | r
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
FDATAH[15:0]

r | r | r | r | r | r | r | r | r | r | r | r

Bits 31:0 FDATAH[31:0]: Failing data high (64-bit memory)
When an ECC error occurs the FDATAH bitfield contains the MSB part of the data that

generated the error.

Note: This register is reserved in case of 32-bit word SRAM.

3.4.7 RAMECC monitor x failing ECC error code register
RAMECC_MxFECR)

Address offset: 0x34 + 0x20 * (x-1), (x= ECC monitoring unit number)
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
FEC[31:16]

r | r | r | r | r | r | r | r r | r | r | r | r | r | r | r
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
FEC[15:0]

r | r | r | r | r | r | r | r | r | r | r | r | r | r | r | r

Bits 31:0 FEC [31:0]: Failing error code
When an ECC error occurs the FEC bitfield contains the ECC failing code that generated the

error.
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3.4.38 RAMECC register map

Table 11. RAMECC register map and reset values

Register Register size
Offset name
reset |5 13| QR |N| €| QIR R|N|R| ][ 2| |2l 2| | 2|o o[~ o] < |o|~| <|o
value
w
S| W w
w w
RAMECC_ @ g gl w
IER o
0x00 993
w| O O
o
Reset value 0o|0|0|0
oW
w| w
al 2| 5 =
wf w
0x20 * RA“’/‘l"%CRC— | @ g 4
(x = monitoring X 8 O| O] O
unit number) w 8 o
Reset value 0|0f0]|0
[T
o u| &
0x24+0x20 *(x -1) | RAMECC_ = ol 8
oV MxSR ol W m
(x = monitoring w9 o
unit number)
Reset value 0|0|0
. RAMECC
0x28+0x20 * (x -1) - FADD[31:0]
(x = monitoring MXFAR
unit number) | Reset value 0‘0|0‘o‘0‘0|o‘0‘0‘0|0‘0‘0|0‘0‘0‘0|0‘0‘0‘0|0‘0‘0‘0|0‘0‘0|0‘0‘0|0
0X2C+0x20 * (x -1) Rl\//m%%?__ FDATAL[31:0]
(x = monitoring
unitnumber) | Reset value o‘o|o‘o‘o‘o|o‘o‘o‘o|o‘o‘o|o‘o‘o‘o|o‘o‘o‘o|o‘o‘0‘0|0‘0‘0|0‘0‘0|0
0x30+0x20 * (x -1) R@)’(";%%%— FDATAH[31:0]
(x = monitoring
unit number) Reset value 0‘0|0‘o‘0‘0|0‘0‘0‘0|0‘0‘0|0‘0‘0‘o|o‘0‘0‘o|o‘0‘0‘0|0‘0‘0|0‘0‘0|0
0X34+0x20 * (x -1) R“ﬁ‘“ﬁicc%— FEC[31:0]
(x = monitoring X
unitnumber) | poset value 0‘0|0‘o‘0‘0|o‘0‘0‘0|o‘0‘0|0‘0‘o‘0|o‘0‘0‘0|o‘0‘0‘0|0‘0‘0|0‘0‘0|0

Refer to Section 2.3 on page 129 for the register boundary addresses.
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4.1

4.2

3

Embedded flash memory (FLASH)

Introduction

The embedded flash memory (FLASH) manages the accesses of any master to the
embedded non-volatile memory, that is up to 2 Mbytes. It implements the read, program and
erase operations, error corrections as well as various integrity and confidentiality protection
mechanisms.

The embedded flash memory manages the automatic loading of non-volatile user option
bytes at power-on reset, and implements the dynamic update of these options.

The embedded flash memory also features a one-time-programmable (OTP) area and a
read-only area provisioned by STMicroelectronics during the product manufacturing.

FLASH main features

e Upto 2 Mbytes of non-volatile memory divided into two banks of up to 1 Mbyte each

e flash memory read operations supporting multiple length (64 bits, 32bits, 16bits or one
byte)

e  Flash memory programming by 128 bits (user area) and 16 bits (OTP area)

e 8-Kbytes sector erase, bank erase and dual-bank mass erase

e Dual-bank organization supporting (only available on SMT32H7A3/7B3 devices):

— simultaneous operations: two read/program/erase operations executed in parallel
on both banks

— Bank swapping: the address mapping of the user flash memory of each bank can
be swapped, along with the corresponding registers.

e  Error Code Correction (ECC): one error detection/correction or two error detections per
128-bit flash word using 9 ECC bits

e  Cyclic redundancy check (CRC) hardware module
e  User configurable non-volatile option bytes
e Flash memory enhanced protections, activated by option bytes

— Read protection (RDP), preventing unauthorized flash memory dump to safeguard
sensitive application code

—  Sector group write-protection (WRPSG), protecting up to 32 group of 4 sectors
(32 Kbytes) per bank

—  Two proprietary code readout protection (PCROP) areas (one per user flash
bank). When enabled, this area is execute-only.

—  Two secure-only areas (one per user flash bank). When enabled this area is
accessible only if the STM32 microcontroller operates in Secure access mode
(only available on STM32H7B0 and STM32H7B3 devices).

e 1-Kbyte one-time programmable (OTP) area
e Read-only area provisioned by STMicroelectronics
e Read command queue to streamline flash operations
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4.3 FLASH functional description
4.3.1 FLASH block diagram
Figure 5 shows the embedded flash memory block diagram.
Figure 5. FLASH block diagram
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Note: Bank 2 is only available on STM32H7A3/7B3 devices.
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4.3.2 FLASH internal signals

Table 12 describes a list of the useful to know internal signals available at embedded flash
memory level. These signals are not available on the microcontroller pads.

Table 12. FLASH internal input/output signals

Signal name Signal type Description
CPU domain bus clock (embedded flash memory AXI
sys_ck Input .
interface clock)
po_rst Input Power on reset
sys_rst Input CPU domain system reset
flash_it Output Embedded flash memory interrupt request

4.3.3 FLASH architecture and integration in the system

The embedded flash memory is a central resource for the whole microcontroller. It serves as
an interface to two non-volatile memory banks, and organizes the memory in a very specific
way. The embedded flash memory also proposes a set of security features to protect the
assets stored in the non-volatile memory at boot time, at run-time and during firmware and
configuration upgrades.

The embedded flash memory offers three different interconnect interfaces:

e  An AXI 64-bit slave port to access code/data

e  An AHB 32-bit system slave port to access read-only and OTP area

e An AHB 32-bit configuration slave port to access register bank

Note: The application can simultaneously request a read and a write operation through the AXI
slave port.

The embedded flash memory microarchitecture is shown in Figure 6.

3
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Figure 6. Detailed FLASH architecture
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Behind the system interfaces, the embedded flash memory implements various command
queues and buffers to perform flash read, write and erase operations with maximum
efficiency.

Thanks to the addition of a read and write data buffer, the AXI slave port handles the
following access types:

Multiple length: 64 bits, 32 bits, 16 bits and 8 bits

Single or burst accesses

Write wrap burst must not cross 16-byte aligned address boundaries to target exactly
one flash word

The AHB system slave port supports only 16-bit or 32-bit word accesses. For 8-bit
accesses, an AHB bus error is generated and write accesses are ignored.

The AHB configuration slave port supports 8-bit, 16-bit and 32-bit word accesses.

The embedded flash memory is built in such a way that only one read or write operation can
be executed at a time on a given bank.

3
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Flash memory architecture and usage

Flash memory architecture

Figure 7 shows the non-volatile memory organization supported by the embedded flash
memory.

Figure 7. Embedded flash memory organization
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Note:

3

On STM32H7BO0 devices, bank 2 is not available and bank 1 contains 16 sectors of 8 Kbytes
each.

The embedded flash non-volatile memory is composed of:

For STM32H7B3xx and STM32H7A3xI| devices: a 2-Mbyte main memory block,
organized as two banks of 1 Mbyte each.

For STM32H7A3xG devices: a 1-Mbyte main memory block, organized as two banks of
512 Kbyte each.

For STM32H7B0 devices: a 128-Kbyte main memory block, organized in a single bank.

Each bank is in turn divided in up to 128 sectors of 8 Kbytes each, and features flash-
word rows of 128 bits + 9 bits of ECC per word.

A system memory block of 128 Kbytes, divided into two 64-Kbyte banks. Each bank is
in turn divided eight 8-Kbyte sectors. The system flash memory is ECC protected.

A set of non-volatile option bytes loaded at reset by the embedded flash memory and
accessible by the application software only through the AHB configuration register
interface.

A 1 Kbyte one-time-programmable (OTP) area that can be written only once by the
application software.

A 512-byte read-only area that can be written only by STMicroelectronics.
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The system flash memory on bank 1 and bank 2 cannot be programmed nor erased by any

application.

Since the OTP area has no specific protection, it must not be used to store confidential

information.

The overall flash memory architecture and its corresponding access interface is
summarized in Table 13, Table 14 and Table 15.

Table 13. Flash memory organization (STM32H7A3xI/7B3xI devices)

Size . Access | SSN1/
Flash memory area Address range (bytes) Region name interface 2(1)
0x0800 0000-
0x0800 1FEE 8K Sector 0 0x00
0x0800 2000-
Bank 1 0x0800 3FFF 8K Sector 1 0x01
0x080F E000-
User main 0x080F FFFF 8K Sector 127 Ox7F
memory AXI port
0x0810 0000-
0x0810 1FFE 8K Sector 0 0x00
0x0810 2000-
Bank 2 0x0810 3FFF 8K Sector 1 0x01
0x081F E000-
0x081F FEEE 8K Sector 127 Ox7F
0x1FFO 0000- 8K Sys Sector 0
Ox1FFO 1FFF (read-only)
Bank 1
2
Ox1FFO E000- | o Sys Sector 7 N/A®)
O0x1FFO FFFF (read-only)
System AXI port
memory 0x1FF1 0000- 8K Sys Sector 0
Ox1FF1 1FFF (read-only)
Bank 2
0x1FF1 EO0O- Sys Sector 7 @)
Ox1FF1 FFFF 8K (read-only) N/A
0x08FF F000-
Ox08FF F3FF | ' K OTP area AHB
Special region Bank 1 Ox08FF F800 system N/A@)
X -
- port
0x08FF FOFF 512 Read-only area
Option bytes N/A - User option bytes Reg:\si;ers N/A)

1. SSN1/2 contain the target sector number for an erase operation. See Section 4.3.10 for details.

2. Cannot be erased by application software.
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Table 14. Flash memory organization (STM32H7B0 devices)

Size

Access

i ™
Flash memory area Address range (bytes) Region name interface SSN1
0x0800 0x0000-
8K Sector 0 0x00
0x0800 1FFF ector X
0x0800 2000-
; 8K Sector 1 0x01
Usermain | gy 4 0x0800 3FFF S Axiport |
memory
0x0801 E000-
0x0801 FFFE 8K Sector 15 O0xOF
0x1FF0 0000-
Bank 1 X 64 K SyStedm ﬂT‘Sh AXIport | N/A®
System Ox1FFO0 FFFF (read-only)
memory 0x1FF1 0000- System flash
Bank 2 64 K - N/AR)
an Ox1FF1 FFFF (read-only)
. ) User option | Registers (2)
Option bytes N/A bytes only(3) N/A

1.

SSN1 contains the target sector number for an erase operation. See Section 4.3.10 for details.

2. Cannot be erased by application software.

3. On STM32H7BO0 devices, only bank 1 option byte registers are applicable. Bank 2 option byte registers
must be kept at their reset value.
Table 15. Flash memory organization (STM32H7A3xG devices)
Size . Access (1)
Flash memory area Address range (bytes) Region name interface SSN1/2
0x0800 0000-
0x0800 1FFF 8K Sector 0 0x00
0x0800 2000- 8K Sector 1 0x01
Bank 1 0x0800 3FFF AXI port
0x0807E000- | ¢ ¢ Sector 63 Ox3F
User main 0x0807 FFFF
memory 0x0810 0000-
0x0810 1FEF 8K Sector 0 0x00
0x0810 2000-
X 8K Sector 1 0x01
Bank 2 0x0810 3FFF AXI port
0x0817 E000-
8K Sector 63 0x3F
0x0817 FFFF ector X
RMO0455 Rev 10 153/2967
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Table 15. Flash memory organization (STM32H7A3xG devices) (continued)

Size . Access 1)

Flash memory area Address range (bytes) Region name interface SSN1/2
1FF - flash

Bank 1 0x1FF0 0000 64 K System flas N/A
System Ox1FFO FFFF (read-only)

memory 0x1FF1 0000 S flash AX! port
X - ystem flas 9
Bank 2 4 K N/A®)
an Ox1FF1 FFFE | © (read-only) f
Option bytes N/A ) User option | Registers N/AQ
bytes only

1. SSN1/2 contain the target sector number for an erase operation. See Section 4.3.10 for details.

2. Cannot be erased by application software.

3
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Partition usage

Figure 8 shows how the embedded flash memory is used both by STMicroelectronics and
the application software.

Figure 8. Embedded flash memory usage
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1. Bank 2 is available only on STM32H7A3/7B3 devices.
2. Bank swapping is supported only on STM32H7A3/7B3 devices.

User and system memories are used differently according to whether the microcontroller is
configured by the application software in Standard mode or in Secure access mode

3

(STM32H7B0 and STM32H7B3 devices only). This selection is done through the

SECURITY option bit (see Section 4.4.6):

¢ In Standard mode, the user memory contains the application code and data, while the
system memory is loaded with the STM32 bootloader. When a reset occurs, the core
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Note:

Note:

4.3.5

4.3.6
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jumps to the boot address configured through the BOOT pin and the BOOT_ADDO/1
option bytes.

e In Secure access mode, dedicated libraries can be used for secure boot. They are
located in user flash and system flash memory:

— ST libraries in system flash memory assist the application software boot with
special features such as secure boot and secure firmware install (SFI).

—  Application secure libraries in user flash memory are used for secure firmware
update (SFU).

In Secure access mode, the microcontroller always boots into the secure bootloader

code (unique entry point). Then, if no secure services are required, this code securely

jumps to the requested boot address configured through the BOOT pin and the option

bytes, as shown in Figure 8 (see Section 5: Secure memory management (SMM) for

details).

For more information on option byte setup for boot, refer to Section 4.4.7.

Additional partition usage is the following:

e The option bytes are used by STMicroelectronics and by the application software as
non-volatile product options (e.g. boot address, protection configuration and reset
behaviors).

e The OTP area is used by the application software. This area is virgin when the device
is delivered by STMicroelectronics.

e Theread-only area is programmed by STMicroelectronics during manufacturing to
contain unique device ID and product information.

For further information on STM32 bootloader flashing by STMicroelectronics, refer to
application note AN2606 “STM32 microcontroller system memory boot mode” available
from www.st.com.

Bank swapping (STM32H7A3/7B3 only)

As shown in Figure 8, the embedded flash memory offers a bank swapping feature that can
be configured through the SWAP_BANK bit, always available for the application. For more
information please refer to Section 4.3.15.

FLASH system performance enhancements
The embedded flash memory does not implement a local cache memory to read or write

data. Read command queues (one per bank) are used instead to enhance flash operations.

FLASH data protection schemes

Figure 9 gives an overview of the protection mechanisms supported by the embedded flash
memory. APCROP and a secure-only area can be defined for each bank. The properties of
these protected areas are detailed in Section 4.5. PCROP is supported by all devices, while
the secure-only areas are available only on STM32H7B0/B3.

3
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Figure 9. FLASH protection mechanisms
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Note: For STM32H7A3XG devices, bank 1 and bank 2 are limited to 64 sectors.
For STM32H7BO0 devices, bank 1 is limited to 16 sectors.

Bank 2 is available only on STM32H7A3/7B3 devices.

4.3.7 Overview of FLASH operations

Read operations

The embedded flash memory can perform read operations on the whole non-volatile
memory using various granularities: 64 bits, 32 bits, 16 bits or one byte. User and system
flash memories are read through the AXI interface, while the option bytes are read through
the register interface. Read-only and OTP special region are read through the system AHB
interface.

The embedded flash memory supports read-while-write operations provided the read and
write operations target different banks. Similarly read-while-read operations are supported
when two read operations target different banks. Read-while-write and read-while-read are
supported only on STM32H7A3/7B3 devices.

To increase efficiency, the embedded flash memory implements the buffering of consecutive
read requests in the same bank.

For more details on read operations, refer to Section 4.3.8: FLASH read operations.

Program/erase operations

The embedded flash memory supports the following program and erase operations:

e  Single flash word write (128-bit granularity for user flash memory, 16-bit granularity for
OTP area), with the possibility for the application to force-write a user flash word with
less than 128 bits in user flash memory

e Single sector erase
e Bank erase (single or dual)
e  Option byte update

3
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Thanks to its dual bank architecture, the embedded flash memory can perform any of the
above write or erase operation on one bank while a read or another program/erase
operation is executed on the other bank.

Dual bank and related operations are supported only on STM32H7A3/7B3 devices.
Program and erase operations are subject to the various protection that could be set on the

embedded flash memory, such as write protection and global readout protection (see next
sections for details).

For more details refer to Section 4.3.9: FLASH program operations and Section 4.3.10:
FLASH erase operations.

Protection mechanisms

The embedded flash memory supports different protection mechanisms:
e  Global readout protection (RDP)

e  Proprietary code readout protection (PCROP)

e  Write protection

e  Secure access only protection

For more details refer to Section 4.5: FLASH protection mechanisms.

Option byte loading

Under specific conditions, the embedded flash memory reliably loads the non-volatile option
bytes stored in non-volatile memory, thus enforcing boot and security options to the whole
system when the embedded flash memory becomes functional again. For more details refer
to Section 4.4: FLASH option bytes.

Bank/register swapping (STM32H7A3/7B3 only)

The embedded flash memory allows swapping bank 1 and bank 2 memory mapping. This
feature can be used after a firmware upgrade to restart the microcontroller on the new
firmware after a system reset. For more details on the feature, refer to Section 4.3.15: Flash
bank and register swapping (STM32H7A3/7B3 only).

FLASH read operations

Read operation overview

The embedded flash memory supports, for each memory bank, the execution of one read
command while two are waiting in the read command queue. Multiple read access types are
also supported as defined in Section 4.3.3: FLASH architecture and integration in the
system.

The read commands to each bank are associated with a 128-bit read data buffer. These
commands can be issued either by the AHB (OTP or read-only areas) or by the AXI
interface (user flash or system flash memory).

3
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Note: The embedded flash memory can perform single error correction and double error detection
while read operations are being executed (see Section 4.3.12: Flash memory error
protections).

The AXI interface read channel operates as follows:

e  When the read command queue is full, any new AXI read request stalls the bus read
channel interface and consequently the master that issued that request.

e If several consecutive read accesses request data that belong to the same flash data
word (128 bits), the data are read directly from the current data read buffer, without
triggering additional flash read operations. This mechanism occurs each time a read
access is granted. When a read access is rejected for security reasons (e.g. PCROP
protected word), the corresponding read error response is issued by the embedded
flash memory and no read operation to flash memory is triggered.

The AHB system interface operates a follows:

e If the application reads an OTP data that has not been previously written, a double
ECC error is reported and only 1’s are returned (see Section 4.3.13: FLASH one-time
programmable area for details)

e Until the read request has been served, the embedded flash memory stalls the AHB
bus and consequently the master that issued that request.

The Read pipeline architecture is summarized in Figure 10.

For more information on bus interfaces, refer to Section 4.3.3: FLASH architecture and

integration in the system.

Figure 10. FLASH read pipeline architecture
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Single read sequence

The recommended simple read sequence is the following:

1. For AXI interface: Freely perform read accesses to any AXl-mapped area. For AHB
interface: perform either 16-bit or 32-bit read accesses to the AHB-mapped area (byte
accesses generate a bus error).

2. The embedded flash memory effectively executes the read operation from the read
command queue buffer as soon as the non-volatile memory is ready and the previously
requested operations on this specific bank have been served.

Note: When reading an OTP data that has not been previously written, a double ECC error is
reported and only 1’s are returned.

Adjusting read timing constraints

The embedded flash memory clock must be enabled and running before reading data from
non-volatile memory.

To correctly read data from flash memory, the number of wait states (LATENCY) must be
correctly programmed in the flash access control register (FLASH_ACR) according to the
embedded flash memory AXI interface clock frequency (sys_ck) and the internal voltage
range of the device (Vo)

Table 16 shows the correspondence between the number of wait states (LATENCY), the
programming delay parameter (WRHIGHFREQ), the embedded flash memory clock
frequency and its supply voltage ranges.

Table 16. FLASH recommended number of wait states and programming delay

Number of Programming AXI Interface clock frequency v.s. Vcorg range

delay
(WRHIGH VOS3 range VOS2 range VOS1 range VOSO0 range
FREQ) 095V-1.05V 1.05V-1.15V 115V -1.25V 1.25V-135V

wait states
(LATENCY)

0wWs
(1 FLASH 22 MHz 34 MHz 38 MHz 42 MHz
clock cycle)

1 WS 00
(2 FLASH
clock
cycles)

44 MHz 68 MHz 76 MHz 84 MHz

2 WS
(3 FLASH
clock
cycles)

66 MHz 102 MHz 114 MHz 126 MHz

01

3 WS
(4 FLASH
clock
cycles)

88 MHz 136 MHz 152 MHz 168 MHz

3
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Table 16. FLASH recommended number of wait states and programming delay (continued)

Number of
wait states
(LATENCY)

Programming
delay
(WRHIGH
FREQ)

AXI Interface clock frequency v.s. Vcorg range

VOS3 range
095V -1.05V

VOS2 range
1.05V-1.15V

VOS1 range
115V -1.25V

VOSO0 range
1.25V-135V

4 WS
(5 FLASH
clock
cycles)

5WS
(6 FLASH

clock

cycles)

10

88 MHz

160 MHz

190 MHz

210 MHz

88 MHz

160 MHz

225 MHz

252 MHz

6 WS
(7 FLASH
clock
cycles)

11

88 MHz

160 MHz

225 MHz

280 MHz

3

Adjusting system frequency

After power-on, the embedded flash memory is clocked by the 64 MHz high-speed internal
oscillator (HSI), with a voltage range set at a voltage scaling value of VOS3. As a result, a
conservative 3 wait-state latency is specified in FLASH_ACR register (see Table 16).

When changing the AXI bus frequency, the application software must follow the below
sequence in order to tune the number of wait states required to access the non-volatile

memory.

To increase the embedded flash memory clock source frequency:
1. If necessary, program the LATENCY and WRHIGHFREQ bits to the right value in the

FLASH_ACR register, as described in Table 16.

2. Check that the new number of wait states is taken into account by reading back the
FLASH_ACR register.

3. Modify the embedded flash memory clock source and/or the AXI bus clock prescaler in

the RCC_CFGR register of the reset and clock controller (RCC).

4. Check that the new embedded flash memory clock source and/or the new AXI bus
clock prescaler value are taken in account by reading back the embedded flash
memory clock source status and/or the AXI bus prescaler value in the RCC_CFGR

register of the reset and clock controller (RCC).

To decrease the embedded flash memory clock source frequency:

1. Modify the embedded flash memory clock source and/or the AXI bus clock prescaler in
the RCC_CFGR register of reset and clock controller (RCC).

2. Check that the embedded flash memory new clock source and/or the new AXI bus
clock prescaler value are taken into account by reading back the embedded flash
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memory clock source status and/or the AXI interface prescaler value in the
RCC_CFGR register of reset and clock controller (RCC).

3. If necessary, program the LATENCY and WRHIGHFREQ bits to the right value in
FLASH_ACR register, as described in Table 16.

4. Check that the new number of wait states has been taken into account by reading back
the FLASH_ACR register.

Error code correction (ECC)

The embedded flash memory embeds an error correction mechanism. Single error
correction and double error detection are performed for each read operation. For more
details, refer to Section 4.3.12: Flash memory error protections.

Read errors

When the ECC mechanism is not able to correct the read operation, the embedded flash
memory reports read errors as described in Section 4.7.6: Error correction code error
(SNECCERR/DBECCERR).

Read interrupts
See Section 4.8: FLASH interrupts for details.

FLASH program operations

Program operation overview

The virgin state of each non-volatile memory bitcell is 1. The embedded flash memory
supports programming operations that can change (reset) any memory bitcell to 0. However
these operations do not support the return of a bit to its virgin state. In this case an erase
operation of the entire sector is required.

Program operation consists in issuing write commands. The embedded flash memory
supports the execution of one write command for each memory bank. For write accesses
issued by the AXI interface, since a 9-bit ECC code is associated to each 128-bit data flash
word, the embedded flash memory must always perform write operations to non-volatile
memory with a 128-bit word granularity.

The application can decide to write as little as 8 bits to a 128 flash word. In this case, a
force-write mechanism to the 128 bits + ECC is used (see FW1/2 bit of FLASH_CR1/2
register).

System flash memory bank 1 and bank 2 cannot be written by the application software.

It is not recommended to overwrite a flash word that is not virgin. The result may lead to an
inconsistent ECC code that will be systematically reported by the embedded flash memory,
as described in Section 4.7.6: Error correction code error (SNECCERR/DBECCERR).

Write access requests issued by the AHB system interface are serialized with AXI
commands and can only be used to program the memory OTP area. In this area, since a 6-
bit ECC code is associated to each 16-bit data flash word, the embedded flash memory
supports 16-bit or 32-bit write operations (8-bit write operations are not supported).

The OTP area is typically write-protected on the final product, as described in
Section 4.3.13: FLASH one-time programmable area.

Erase operations to the OTP area are not supported.

3
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The AXI interface write channel operates as follows:
e A 128-bit write data buffer is associated with the AXI interface. It supports multiple write
access types (64 bits, 32 bits, 16 bits and 8 bits).
e When the write queue is full, any new AXI write request stalls the bus write channel
interface and consequently the master that issued that request.
The AHB system interface operates as follows:
e  Write commands issued by the AHB system interface are associated with a 137-bit
flash word buffer. Byte accesses are not supported.
e  When the write queue is full, any new AHB request stalls the bus interface and
consequently the master that issued that request.
The write pipeline architecture is described in Figure 11.
For more information on bus interfaces, refer to Section 4.3.3: FLASH architecture and
integration in the system.
Figure 11. FLASH write pipeline architecture
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Note: Flash bank 2 is available only on STM32H7A3/7B3 devices.
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Managing write protections

Before programming a user sector, the application software must check the protection of the
targeted flash memory area.
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The embedded flash memory checks the protection properties of the write transaction target
at the output of the write queue buffer, just before the effective write operation to the non-
volatile memory:

e If a write protection violation is detected, the write operation is canceled and write
protection error (WRPERR1/2) is raised in FLASH_SR1/2 register.

e If the write operation is valid, the 9-bit ECC code is concatenated to the 128 bits of data
and the write to non-volatile memory is effectively executed.

No write protection check is performed when the embedded flash memory accepts AX| write
requests.

A similar mechanism exists for OTP areas with the following differences:

e If a write protection violation is detected, the write operation is canceled and write
protection error (WRPERR1/2) is raised in FLASH_SR1/2 register.

e If the write operation is valid, the 6-bit ECC code is concatenated to the 16 bits of data
and the write to non-volatile memory is effectively executed.

The write protection flag does not need to be cleared before performing a new programming
operation.

Monitoring ongoing write operations

The application software can use three status flags located in FLASH_SR1/2 in order to
monitor ongoing write operations. Those status are available for each bank.

e BSY1/2: this bit indicates that an effective write, erase or option byte change operation
is ongoing to the non-volatile memory.

e QWH1/2: this bit indicates that a write, erase or option byte change operation is pending
in the write queue or command queue buffer. It remains high until the write operation is
complete. It supersedes the BSY1/2 status bit.

e  WBNE1/2: this bit indicates that the embedded flash memory is waiting for new data to
complete the 128-bit write buffer. In this state the write buffer is not empty. It is reset as
soon as the application software fills the write buffer, force-writes the operation using
FW1/2 bit in FLASH_CR1/2, or disables all write operations in the corresponding bank.

Enabling write operations

Before programming the user flash memory in bank 1 (respectively bank 2), the application
software must make sure that PG1 bit (respectively PG2) is set to 1 in FLASH_CR1
(respectively FLASH_CR2). If it is not the case, an unlock sequence must be used (see
Section 4.5.1: FLASH configuration protection) and the PG1/2 bit must be set.

When the option bytes need to be modified or a mass erase needs to be started, the
application software must make sure that FLASH_OPTCR is unlocked. If it is not the case,
an unlock sequence must be used (see Section 4.5.1: FLASH configuration protection).

The application software must not unlock a register that is already unlocked, otherwise this
register will remain locked until next system reset.
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If needed, the application software can update the programming delay as described at the
end of this section.

Single write sequence

The recommended single write sequence in bank 1/2 is the following:

1. Unlock the FLASH_CR1/2 register, as described in Section 4.5.1: FLASH configuration
protection (only if register is not already unlocked).

2. Enable write operations by setting the PG1/2 bit in the FLASH_CR1/2 register.

3. Check the protection of the targeted memory area.

4. Write one flash-word corresponding to 16-byte data starting at 16-byte aligned address.

5. Check that QW1 (respectively QW2) has been raised and wait until it is reset to 0.

If step 4 is executed incrementally (e.g. byte per byte), the write buffer can become partially
filled. In this case the application software can decide to force-write what is stored in the
write buffer by using FW1/2 bit in FLASH_CR1/2 register. In this particular case, the
unwritten bits are automatically set to 1. If no bit in the write buffer is cleared to 0, the FW1/2
bit has no effect.

Using a force-write operation prevents the application from updating later the missing bits
with a value different from 1, which is likely to lead to a permanent ECC error.

Any write access requested while the PG1/2 bit is cleared to 0 is rejected. In this case, no
error is generated on the bus, but the PGSERR1/2 flag is raised.

Clearing the programming sequence error (PGSERR) and inconsistency error (INCERR) is
mandatory before attempting a write operation (see Section 4.7: FLASH error management
for details).

Adjusting programming timing constraints

Program operation timing constraints depend of the embedded flash memory clock
frequency, which directly impacts the performance. If timing constraints are too tight, the
non-volatile memory will not operate correctly, if they are too lax, the programming speed
will not be optimal.

The user must therefore trim the optimal programming delay through the WRHIGHFREQ
parameter in the FLASH_ACR register. Refer to Table 16 in Section 4.3.8: FLASH read
operations for the recommended programming delay depending on the embedded flash
memory clock frequency.

FLASH_ACR configuration register is common to both banks.

The application software must check that no program/erase operation is ongoing before
modifying WRHIGHFREQ parameter.

Modifying WRHIGHFREQ while programming/erasing the flash memory might corrupt the
flash memory content.

Programming errors

When a program operation fails, an error can be reported as described in Section 4.7:
FLASH error management.

Programming interrupts
See Section 4.8: FLASH interrupts for details.
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FLASH erase operations

Erase operation overview

The embedded flash memory can perform erase operations on 8-Kbyte user sectors, on
one user flash memory bank or on two user flash memory banks (i.e. mass erase).

System flash memory and read-only/OTP area cannot be erased by the application
software.

The erase operation forces all non-volatile bit cells to high state, which corresponds to the
virgin state. It clears existing data and corresponding ECC, allowing a new write operation to
be performed. If the application software reads back a word that has been erased, all the
bits will be read at 1. No ECC error is generated if the word is located in user flash memory,
while a double ECC error is raised if the word is located in read-only or OTP area.

Erase operations are similar to read or program operations except that the commands are
queued in a special buffer (a one-command deep erase queue).

Erase commands are issued through the AHB configuration interface. If the embedded flash
memory receives simultaneously a write and an erase request for the same bank, both
operations are accepted but the write operation is executed first.

If data cache is enabled after a flash erase operation, it is recommended to invalidate the
cache by software to avoid reading old data.

Erase and security

A user sector can be erased only if it does not contain PCROP, secure-only or write-
protected data (see Section 4.5: FLASH protection mechanisms for details). In other words,
if the application software attempts to erase a user sector with at least one flash word that is
protected, the sector erase operation is aborted and the WRPERR1/2 flag is raised in the
FLASH_SR1/2 register, as described in Section 4.7.2: Write protection error (WRPERR).

The embedded flash memory allows the application software to perform an erase followed
by an automatic protection removal (PCROP, secure-only area and write protection), as
described hereafter.

Enabling erase operations

Before erasing a sector in bank 1 (respectively bank 2), the application software must make
sure that FLASH_CR1 (respectively FLASH_CR2) is unlocked. If it is not the case, an
unlock sequence must be used (see Section 4.5.1: FLASH configuration protection).

The application software must not unlock a register that is already unlocked, otherwise this
register will remain locked until next system reset.

Similar constraints apply to bank erase requests.

3
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Flash sector erase sequence

To erase a 8-Kbyte user sector, proceed as follows:

1.

4.
5.

Check and clear (optional) all the error flags due to previous programming/erase
operation. Refer to Section 4.7: FLASH error management for details.

Unlock the FLASH_CR1/2 register, as described in Section 4.5.1: FLASH configuration
protection (only if register is not already unlocked).

Set the SER1/2 bit and SNB1/2 bitfield in the corresponding FLASH_CR1/2 register.
SER1/2 indicates a sector erase operation, while SNB1/2 contains the target sector
number.

Set the START1/2 bit in the FLASH_CR1/2 register.
Wait for the QW1/2 bit to be cleared in the corresponding FLASH_SR1/2 register.

If a bank erase is requested simultaneously to the sector erase (BER1/2 bit set), the bank
erase operation supersedes the sector erase operation.

Standard flash bank erase sequence

To erase all bank sectors except for those containing secure-only and protected data,
proceed as follows:

1.

Check and clear (optional) all the error flags due to previous programming/erase
operation. Refer to Section 4.7: FLASH error management for details.

Unlock the FLASH_CR1/2 register, as described in Section 4.5.1: FLASH configuration
protection (only if register is not already unlocked).

Set the BER1/2 bit in the FLASH_CR1/2 register corresponding to the targeted bank.

Set the START1/2 bit in the FLASH_CR1/2 register to start the bank erase operation.
Then wait until the QW1/2 bit is cleared in the corresponding FLASH_SR1/2 register.

BER1/2 and START1/2 bits can be set together, so above steps 3 and 4 can be merged.

If a sector erase is requested simultaneously to the bank erase (SER1/2 bit set), the bank
erase operation supersedes the sector erase operation.
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Flash bank erase with automatic protection-removal sequence

To erase all bank sectors including those containing secure-only and protected data without
performing an RDP regression (see Section 4.5.3), proceed as follows:

1.

Check and clear (optional) all the error flags due to previous programming/erase
operation. Refer to Section 4.7: FLASH error management for details.

Unlock FLASH_OPTCR register, as described in Section 4.5.1: FLASH configuration
protection (only if register is not already unlocked).

If a PCROP-protected area exists set DMEP1/2 bit in FLASH_PRAR_PRG1/2 register.
In addition, program the PCROP area end and start addresses so that the difference is
negative, i.e. PROT_AREA_END1/2 < PROT_AREA_START1/2.

If a secure-only area exists set DMES1/2 bit in FLASH_SCAR_PRG1/2 register. In
addition, program the secure-only area end and start addresses so that the difference
is negative, i.e. SEC_AREA_END1/2 < SEC_AREA_START1/2.

Set all WRPSGnN1/2 bits in FLASH_WPSGN_PRG1/2R to 1 to disable all sector write
protection.

Unlock FLASH_CR1/2 register, only if register is not already unlocked.

Set the BER1/2 bit in the FLASH_CR1/2 register corresponding to the target bank.
Set the START1/2 bit in the FLASH_CR1/2 register to start the bank erase with
protection removal operation. Then wait until the QW1/2 bit is cleared in the
corresponding FLASH_SR1/2 register. At that point a bank erase operation has erased
the whole bank including the sectors containing PCROP-protected and/or secure-only
data, and an option byte change has been automatically performed so that all the
protections are disabled.

BER1/2 and START1/2 bits can be set together, so above steps 8 and 9 can be merged.

Be aware of the following warnings regarding to above sequence:

It is not possible to perform the above sequence on one bank while modifying the
protection parameters of the other bank.

No other option bytes than the one indicated above must be changed, and no
protection change must be performed in the bank that is not targeted by the bank erase
with protection removal request.

When one or both of the events above occurs, a simple bank erase occurs, no option
byte change is performed and no option change error is set.

Flash mass erase sequence

To erase all sectors of both banks simultaneously, excepted for those containing secure-
only and protected data, the application software can set the MER bit to 1 in
FLASH_OPTCR register, as described below:

1.

Check and clear (optional) all the error flags due to previous programming/erase
operation. Refer to Section 4.7: FLASH error management for details.

Unlock the two FLASH_CR1/2 registers and FLASH_OPTCR register, as described in
Section 4.5.1: FLASH configuration protection (only if the registers are not already
unlocked).

Set the MER bit to 1 in FLASH_OPTCR register. It automatically sets BER1, BER2,
START1 and START2 to 1, thus launching a bank erase operation on both banks. Then
wait until both QW1 and QW2 bits are cleared in the corresponding FLASH_SR1/2
register.
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Flash mass erase with automatic protection-removal sequence

To erase all sectors of both banks simultaneously, including those containing secure-only
and protected data, and without performing an RDP regression, proceed as follows:

1. Check and clear (optional) all the error flags due to previous programming/erase
operation.

2. Unlock the two FLASH_CR1/2 registers and FLASH_OPTCR register (only if the
registers are not already unlocked).

3. IfaPCROP-protected area exists, set DMEP1/2 bitin FLASH_PRAR_PRG1/2 register.
In addition, program the PCROP area end and start addresses so that the difference is
negative. This operation must be performed for both banks.

4. If a secure-only area exists, set DMES1/2 bit in FLASH_SCAR_PRG1/2 register. In
addition, program the secure-only area end and start addresses so that the difference
is negative. This operation must be performed for both banks.

5. Set all WRPSGN1/2 bits in FLASH_WPSGN_PRG1/2R to 1 to disable all sector write
protections. This operation must be performed for both banks.

6. Setthe MER bitto 1 in FLASH_OPTCR register, then wait until the QW1/2 bit is
cleared in the corresponding FLASH_SR1/2 register. At that point, a flash bank erase
with automatic protection removal is executed on both banks. The sectors containing
PCROP-protected and/or secure-only data become unprotected since an option byte
change is automatically performed after the mass erase so that all the protections are
disabled.

No other option bytes than the ones mentioned in the above sequence must be changed,
otherwise a simple mass erase is executed, no option byte change is performed and no
option change error is raised.

FLASH parallel operations

As the non-volatile memory is divided into two independent banks, the embedded flash
memory interface can drive different operations at the same time on each bank. For
example a read, write or erase operation can be executed on bank 1 while another read,
write or erase operation is executed on bank 2.

In all cases, the sequences described in Section 4.3.8: FLASH read operations,
Section 4.3.9: FLASH program operations and Section 4.3.10: FLASH erase operations

apply.
Flash memory error protections

Error correction codes (ECC)

The embedded flash memory supports an error correction code (ECC) mechanism. It is
based on the SECDED algorithm in order to correct single errors and detects double errors.

This mechanism uses 9 ECC bits per 128-bit flash word, and applies to user and system
memory. For read-only and OTP areas, a stronger 6 ECC bits per 16-bit word is used.

A double ECC error is generated for an OTP virgin word (i.e. a word with 22 bits at 1). When
this OTP word is no more virgin, the ECC error disappears.

More specifically, during each read operation from a 128-bit flash word, the embedded flash
memory retrieves the 9-bit ECC information, computes the ECC of the flash word, and
compares the result with the reference value. If they do not match, the corresponding ECC
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error is raised as described in Section 4.7.6: Error correction code error
(SNECCERR/DBECCERR).

During each program operation, a 9-bit ECC code is associated to each 128-bit data flash
word, and the resulting 137-bit flash word information is written in non-volatile memory.

A similar mechanism applies to read-only and OTP areas.

Cyclic redundancy codes (CRC)

The embedded flash memory implements a cyclic redundancy check (CRC) hardware
module. This module checks the integrity of a given user flash memory area content (see
Figure 6: Detailed FLASH architecture).

The area processed by the CRC module can be defined either by sectors or by start/end
addresses. It can also be defined as the whole bank (user flash memory area only).

Only one CRC check operation on bank 1 or 2 can be launched at a time. To avoid
corruption, do not configure the CRC calculation on the one bank, while calculating the CRC
on the other bank.

When enabled, the CRC hardware module performs multiple reads by chunks of 4, 16, 64 or
256 consecutive flash-word (i.e. chunks of 64, 256, 1024 or 4096 bytes). These consecutive
read operations are pushed by the CRC module into the required read command queue
together with other AXI read requests, thus avoiding to deny AXI read commands.

CRC computation uses CRC-32 (Ethernet) polynomial 0x4C11DB7:

X324 X264 X234 X224 X164 X124 X4 X104 X8+ X7+ X5+ X4+ X2+ X + 1
The CRC operation is concurrent with option byte change as the same hardware is used for
both operations. To avoid the CRC computation from being corrupted, the application shall
complete the option byte change (by reading the result of the change) before running a CRC
operation, and vice-versa.
The sequence recommended to configure a CRC operation in the bank 1/2 is the following:
1. Unlock FLASH_CR1/2 register, if not already unlocked.
2. Enable the CRC feature by setting the CRC_EN bit in FLASH_CR1/2.
3. Program the desired data size in the CRC_BURST field of FLASH_CRCCR1/2.
4

Define the user flash memory area on which the CRC has to be computed.Two

solutions are possible:

— Define the area start and end addresses by programing FLASH_CRCSADD1/2R
and FLASH_CRCEADD1/2R, respectively,

— orselect the targeted sectors by setting the CRC_BY_SECT bit in
FLASH_CRCCR1/2 and by programming consecutively the target sector numbers
in the CRC_SECT field of the FLASH_CRCCR1/2 register. Set ADD_SECT bit
after each CRC_SECT programming.

5. Start the CRC operation by setting the START_CRC bit.
6. Wait until the CRC_BUSY1/2 flag is reset in FLASH_SR1/2 register.
7. Retrieve the CRC result in the FLASH_CRCDATAR register.

The CRC can be computed for a whole bank by setting the ALL_BANK bit in the
FLASH_CRCCR1/2 register.

3
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The application should avoid running a CRC on PCROP- or secure-only user flash memory
area since it may alter the expected CRC value. A special error flag defined in Section 4.7.9:
CRC read error (CRCRDERR) can be used to detect such a case.

CRC computation does not raise standard read error flags such as RDSERR1/2,
RDPERR1/2 and DBECCERR1/2. Only CRCRDERR1/2 is raised.

FLASH one-time programmable area

The embedded flash memory offers a 1024-byte memory area dedicated to application non-
confidential one-time programmable data (OTP). This area is composed of 512 words of 16
bits (plus 6 bits of ECC). It cannot be erased and can be written only once. The OTP area
can be accessed through the AHB interface from address Ox08FF F000 to Ox08FF F3FC.

OTP data can be programmed by the application software by chunks of 16 bits. Overwriting
a 16-bit half-word which has already been programmed leads to ECC errors and is therefore
not supported.

The OTP area is virgin when the device is delivered by STMicroelectronics.

When reading OTP data with a single error corrected or a double error detected, the
embedded flash memory reports read errors as described in Section 4.7.6: Error correction
code error (SNECCERR/DBECCERR).

When reading OTP data that has not been written by the application software (i.e. virgin
OTP), the ECC correction reports a double error detection (DBECCERR), and all 1's are
returned. It is therefore recommended that the application always writes the OTP data
before trying to read it.

No special read protection mechanism is implemented on the OTP area.

OTP write protection

OTP data are organized as 16 blocks of 32 OTP words, as shown in Table 17. An entire
OTP block can be protected (locked) from write accesses by setting the LOCKBI bit
corresponding to each OTP block (i = 0 to 15) in the FLASH_OTPBL option byte register. A
block can be write-protected whether or not it has been programmed (even partially).

The OTP block locking operation is irreversible and independent from the readout
protection level described in Section 4.5.3: Readout protection (RDP). It is not possible to
lock a block in RDP level 2.

The OTP area can only be accessed in read mode.

Table 17. Flash memory OTP organization

AHB word
OTP block AHB address Lock bit
[31:16] [15:0]

0x08FF FO00 OTP001 OTP0O00
0x08FF F004 OTP003 OTP002

Block 0 LOCKBO
Ox08FF FO3C OTPO031 OTPO030
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Table 17. Flash memory OTP organization (continued)

AHB word
OTP block AHB address Lock bit
[31:16] [15:0]
0x08FF F040 OTP033 OTP032
0x08FF F044 OTP035 OTP034
Block 1 LOCKB1
0x08FF FO7C OTP063 OTP062
0x08FF F080 OTP065 OTP064
Ox08FF F084 OTPO067 OTPO0O66
Block 2 LOCKB2
0x08FF FOBC OTP127 OTP126
0x08FF F3CO0 OTP481 OTP480
0x08FF F3C4 OTP483 OTP482
Block 15 LOCKB15
Ox08FF F3FC OTP511 OTP510

OTP write sequence

Follow the sequence below to write an OTP word:
1. Unlock FLASH_OPTCR and set PG_OTP bit in the FLASH_OPTCR register.

2. Check the protection status of the target OTP word (see Table 17). The corresponding
LOCKSBi bit must be cleared to 0.

3.  Write two OTP words (32 bits) corresponding to the 4-byte aligned address shown in
Table 17. Alternatively, the application software can program separately the 16-bit MSB
or 16-bit LSB. In this case the first 16-bit write operation starts immediately without
waiting for the second one.

4. Check that QW1 bit in FLASH_SR1 has been raised and wait until it is reset to 0.
5. Optionally, lock the OTP block using LOCKBI to prevent illegal data changes.

Do not write twice an OTP 16-bit word, otherwise an ECC error might be generated.
Writing OTP data at byte level is not supported and generates a bus error.

FLASH_OPTCR and FLASH_SR1 are always used when programming OTP data,
regardless of the bank swapping option (enabled or not).

To avoid data corruption, it is important to complete the OTP write process (for example by
reading back the OTP value), before starting an option change.

FLASH read-only area

The embedded flash memory offers a 512-byte memory area to store read-only data. This
area is mapped as described in Section 4.3.4: Flash memory architecture and usage. It can
be accessed through the AHB system port. This read-only area is protected by a robust
ECC scheme, as explained in Section 4.3.12: Flash memory error protections.

RMO0455 Rev 10 ‘Yl




RMO0455 Embedded flash memory (FLASH)
The read-only information that can be used by the application software are described in
Table 18. This information is programmed by STMicroelectronics.
Table 18. Read-only public data organization
Read-only data name Address Comment
0x08FF F800 U_ID[31:0]
Unique device ID O0x08FF F804 U_ID[63:32]
0x08FF F808 U_ID[96:64]
Flash memory size/ 0xO08FF F80C | Flash memory size[15:0] || Package code[15:0]
package
0x08FF F810 to . .
Reserved 0x08FF FOFF Reserved information
4.3.15 Flash bank and register swapping (STM32H7A3/7B3 only)

3

Flash bank swapping

The embedded flash memory bank 1 and bank 2 can be swapped in the memory map
accessible through AXI interface. This feature can be used after a firmware upgrade to
restart the device on the new firmware. Bank swapping is controlled by the SWAP_BANK bit
of the FLASH_OPTCR register.

Table 19 shows the memory map that can be accessed from the embedded flash memory
AXI slave interface, depending on the SWAP_BANK bit configuration.

Table 19. FLASH AXI interface memory map and the swapping option

Flash memory
Flash corresponding bank Sire
memory Start address | End address Region Name
area SWAP_ BSX\"‘IAI:’_ ” (bytes)
BANK=0 ik
0x0800 0000 | 0x0800 1FFF 8K Sector 0
0x0800 2000 | 0x0800 3FFF 8K Sector 1
Bank1 | Bank 2
0x0807 EQ00 | 0x0807 FFFF 8K Sector 63(?)
User 0x080F E000 | Ox080F FFFF 8K Sector 127
main
memory 0x0810 0000 | 0x0810 1FFF 8K Sector 0
0x0810 2000 | 0x0810 3FFF 8K Sector 1
Bank2 | Bank 1
0x0817 EQ00 | 0x0817 FFFF 8K Sector 6312
0x081F E000 | Ox081F FFFF 8K Sector 127
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Table 19. FLASH AXI interface memory map and the swapping option (continued)

Flash memory
Flash corresponding bank Sire
memory SWAP_ Start address | End address (bytes) Region Name
area SWAP_ BANK=1
BANK=0 It
0x1FF0 0000 | Ox1FFO 1FFF 8 K System 1 Sector 0
0x1FF0 2000 | Ox1FFO0 3FFF 8 K System 1 Sector 1
Bank 1
System 0x1FFO0 E000 | Ox1FFO FFFF 8K System 1 Sector 7
memory 0x1FF1 0000 | Ox1FF1 1FFF 8K System 2 Sector 0
0x1FF1 2000 | Ox1FF1 3FFF 8K System 2 Sector 1
Bank 2
Ox1FF1 EO000 | Ox1FF1 FFFF 8K System 2 Sector 7

1. User memory bank 2 and bank swapping are supported only on STM32H7A3/7B3 devices.
2. Bank1 and bank 2 are limited to 64 sectors on STM32H7AxG devices.

The SWAP_BANK bit in FLASH_OPTCR register is loaded from the SWAP_BANK_OPT
option bit only after system reset or POR.

To change the SWAP_BANK bit (for example to apply a new firmware update), respect the
sequence below:

1. Unlock OPTLOCK bit, if not already unlocked.
2. Set the new desired SWAP_BANK_OPT value in the FLASH_OPTSR_PRG register.
3. Start the option byte change sequence by setting the OPTSTART bit in the

FLASH_OPTCR register.

4. Once the option byte change has completed, FLASH_OPTSR_CUR contains the
expected SWAP_BANK_OPT value, but SWAP_BANK bit in FLASH_OPTCR has not
yet been modified and the bank swapping is not yet effective.

5. Force a system reset or a POR. When the reset rises up, the bank swapping is
effective (SWAP_BANK value updated in FLASH_OPTCR) and the new firmware shall
be executed.

Note:

application software.
The SWAP_BANK_OPT option bit in FLASH_OPTSR_PRG can be modified whatever the

RDP level (i.e. even in level 2), thus allowing advanced firmware upgrade in any level of
readout protection.
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Figure 12 gives an overview of the bank swapping sequence.

Figure 12. Flash bank swapping sequence
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Configuration and option byte register swapping

The embedded flash memory bank swapping option controlled by the SWAP_BANK bit also
swaps the two sets of configuration and option byte registers, as shown in Table 20. One set
of registers is related to bank 1 while the other is related to bank 2. Since some registers are
not specific to any particular bank, they are mapped onto two different addresses so that the
swapping does not affect the access to these registers.

Table 20. Flash register map vs swapping option

Register targeting bank U
1 .
Address offset (1) Register name SWAP_BANK=0 SWAP_(ZB) ANK=1
0x000 or 0x100 FLASH_ACR N/A N/A
0x004 0x104 FLASH_KEYR1 FLASH_KEYR2 Bank 1 | Bank 2 | Bank 2 | Bank 1
0x008 or 0x108 FLASH_OPTKEYR N/A N/A
0x00C | 0x10C FLASH_CR1 FLASH_CR2 Bank 1 | Bank 2 | Bank 2 | Bank 1
0x010 0x110 FLASH_SR1 FLASH_SR2 Bank 1 | Bank 2 | Bank 2 | Bank 1
0x014 0x114 FLASH_CCR1 FLASH_CCR2 Bank 1 | Bank 2 | Bank 2 | Bank 1
0x018 or 0x118 FLASH_OPTCR N/A N/A
0x01C or 0x11C FLASH_OPTSR_CUR N/A N/A
0x020 or 0x120 FLASH_OPTSR_PRG N/A N/A
0x024 or 0x124 FLASH_OPTCCR N/A N/A
0x028 0x128 FLASH_PRAR_CURH1 FLASH_PRAR_CUR2 | Bank 1 | Bank 2 | Bank 2 | Bank 1
0x02C | 0x12C FLASH_PRAR_PRG1 FLASH_PRAR_PRG2 | Bank 1 | Bank 2 | Bank 2 | Bank 1
0x030 0x130 FLASH_SCAR_CURT1 FLASH_SCAR_CUR2 | Bank 1 | Bank 2 | Bank 2 | Bank 1
0x034 0x134 FLASH_SCAR_PRG1 FLASH_SCAR_PRG2 | Bank 1 | Bank 2 | Bank 2 | Bank 1
0x038 0x138 | FLASH_WPSGN_CUR1 | FLASH_WPSGN_CUR2 | Bank 1 | Bank 2 | Bank 2 | Bank 1
0x03C | 0x13C | FLASH_WPSGN_PRG1 | FLASH_WPSGN_PRG2 | Bank 1 | Bank 2 | Bank 2 | Bank 1
0x040 or 0x140 FLASH_BOOT_CUR N/A N/A
0x044 or 0x144 FLASH_BOOT_PRG N/A N/A
0x050 0x150 FLASH_CRCCR1 FLASH_CRCCR2 Bank 1 | Bank 2 | Bank 2 | Bank 1
0x054 0x154 FLASH_CRCSADD1R FLASH_CRCSADD2R | Bank 1 | Bank 2 | Bank 2 | Bank 1
0x058 0x158 FLASH_CRCEADD1R FLASH_CRCEADD2R | Bank 1 | Bank 2 | Bank 2 | Bank 1
0x05C | 0x15C FLASH_CRCDATAR N/A N/A
0x060 0x160 FLASH_ECC_FA1R FLASH_ECC_FA2R Bank 1 | Bank 2 | Bank 2 | Bank 1
0x068 FLASH_OTPBL_PRG - N/A N/A
0x06C NA FLASH_OTPBL_CUR - N/A N/A

1.

2. Bank swapping is supported only on STM32H7A3/7B3 devices.
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FLASH reset and clocks

Reset management

The embedded flash memory can be reset by a core domain reset, driven by the reset and
clock control (RCC). The main effects of this reset are the following:

e  All registers, except for option byte registers, are cleared, including read and write
latencies. If the bank swapping option is changed, it will be applied.

e  Most control registers are automatically protected against write operations. To
unprotect them, new unlock sequences must be used as described in Section 4.5.1:
FLASH configuration protection.

The embedded flash memory can be reset by a power-on core domain reset, driven by the
reset and clock control (RCC). When the reset falls, all option byte registers are reset. When
the reset rises up, the option bytes are loaded, potentially applying new features. During this
loading sequence, the device remains under reset and the embedded flash memory is not

accessible.

The Reset signal can have a critical impact on the embedded flash memory:

e  The contents of the flash memory are not guaranteed if a device reset occurs during a
flash memory write or erase operation.

e If areset occurs while the option byte modification is ongoing, the old option byte
values are kept. When it occurs, a new option byte modification sequence is required to
program the new values.

Clock management

The embedded flash memory uses the microcontroller system clock (sys_ck), here the AXI
interface clock.

Depending on the device clock and internal supply voltage, specific read and write latency
settings usually need to be set in the flash access control register (FLASH_ACR), as
explained in Section 4.3.8: FLASH read operations and Section 4.3.9: FLASH program
operations.

FLASH option bytes

About option bytes

The embedded flash memory includes a set of non-volatile option bytes. They are loaded at
power-on reset and can be read and modified only through configuration registers.

These option bytes are configured by the end-user depending on the application
requirements. Some option bytes might have been initialized by STMicroelectronics during
manufacturing stage.

This section documents:

e  When option bytes are loaded

. How application software can modify them

e What is the detailed list of option bytes, together with their default factory values (i.e.
before the first option byte change).
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Option byte loading

There are multiple ways of loading the option bytes into embedded flash memory:
1. Power-on wakeup

When the device is first powered, the embedded flash memory automatically loads all
the option bytes. During the option byte loading sequence, the device remains under
reset and the embedded flash memory cannot be accessed.

2. Wakeup from system Standby

When the core power domain, which contains the embedded flash memory, is switched
from Standby mode to DRun mode, the embedded flash memory behaves as during a
power-on sequence.

3. Dedicated option byte reloading by the application

When the user application successfully modifies the option byte content through the
embedded flash memory registers, the non-volatile option bytes are programmed and
the embedded flash memory automatically reloads all option bytes to update the option
registers.

The option bytes read sequence is enhanced thanks to a specific error correction code.

In case of security issue, the option bytes may be loaded with default values (see
Section 4.4.3: Option byte modification).

Option byte modification

Changing user option bytes

A user option byte change operation can be used to modify the configuration and the
protection settings saved in the non-volatile option byte area of memory bank 1.

The embedded flash memory features two sets of option byte registers:

e The first register set contains the current values of the option bytes. Their names have
the _CUR extension. All * CUR” registers are read-only. Their values are automatically
loaded from the non-volatile memory after power-on reset, wakeup from system
standby or after an option byte change operation.

. The second register set allows the modification of the option bytes. Their names
contain the _PRG extension. All *_PRG” registers can be accessed in read/write mode.

When the OPTLOCK bit in FLASH_OPTCR register is set, modifying the _PRG registers is
not possible.

When OPTSTART bit is set to 1, the embedded flash memory checks if at least one option

byte needs to be programmed by comparing the current values (_CUR) with the new ones

(_PRG). If this is the case and all the other conditions are met (see Changing security option
bytes), the embedded flash memory launches the option byte modification in its non-volatile
memory and updates the option byte registers with _CUR extension.

If one of the condition described in Changing security option bytes is not respected, the
embedded flash memory sets the OPTCHANGEERR flag to 1 in the FLASH_OPTSR_CUR
register and aborts the option byte change operation. In this case, the _PRG registers are
not overwritten by current option value. The user application can check what was wrong in
their configuration.

3
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Unlocking the option byte modification

After reset, the OPTLOCK bit is set to 1 and the FLASH_OPTCR is locked. As a result, the
application software must unlock the option configuration register before attempting to
change the option bytes. The FLASH_OPTCR unlock sequence is described in

Section 4.5.1: FLASH configuration protection.

Option byte modification sequence

To modify user option bytes, follow the sequence below:
1. Unlock FLASH_OPTCR register as described in Section 4.5.1: FLASH configuration
protection, unless the register is already unlocked.

2. Write the desired new option byte values in the corresponding option registers
(FLASH_XXX_PRG1/2).

3. Set the option byte start change OPTSTART bit to 1 in the FLASH_OPTCR register.

4. Wait until OPT_BUSY bit is cleared.

If a reset or a power-down occurs while the option byte modification is ongoing, the original
option byte value is kept. A new option byte modification sequence is required to program
the new value.

Changing security option bytes

On top of OPTLOCK bit, there is a second level of protection for security-sensitive option
byte fields. Specific rules must be followed to update them:

e Readout protection (RDP)

A detailed description of RDP option bits is given in Section 4.5.3. The following rules
must be respected to modify these option bits:

— When RDP is set to level 2, no changes are allowed (except for the SWAP bit). As
a result, if the user application attempts to reduce the RDP level, an option byte
change error is raised (OPTCHANGEERR bit in FLASH_OPTSR_CUR register),
and all the programmed changes are ignored.

— When the RDP is set to level 1, requiring a change to level 2 is always allowed.
When requiring a regression to level 0, an option byte change error can occur if
some of the recommendations provided in this chapter have not been followed.

— When the RDP is set to level 0, switching to level 1 or level 2 is possible without
any restriction.

e  Sector write protection (WRPSGn1/2)

These option bytes manage group of sector write protection in
FLASH_WPSGN_CUR1/2R registers. They can be changed without any restriction
when the RDP protection level is different from level 2.

e PCROP area size (PROT_AREA_START1/2 and PROT_AREA_END1/2)
These option bytes configure the size of the PCROP areas in FLASH_PRAR_CUR1/2
registers. They can be increased without any restriction by the Arm® Cortex®-M7 core.
To remove or reduce a PCROP area, an RDP level 1 to 0 regression (see
Section 4.5.3) or a bank erase with protection removal (see Section 4.3.10) must be
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requested at the same time. DMEP must be set to 1 in either FLASH_PRAR_CUR1/2
or FLASH_PRAR_PRG1/2, otherwise an option byte change error is raised.

DMEP1/2

When this option bit is set, the content of the corresponding PCROP area is erased
during a RDP level 1 to 0 regression (see Section 4.5.3) or a bank erase with protection
removal (see Section 4.3.10). It is preserved otherwise.

There are no restrictions in setting DMEP1/2 bit. Resetting DMEP1/2 bit from 1 to 0 can
only be done when an RDP level 1 to 0 regression or a bank erase with protection
removal is requested at the same time.

Secure access mode (SECURITY)

The SECURITY option bit activates the secure access mode described in

Section 4.5.5. This option bit can be freely set by the application software if such mode
is activated on the device. If at least one PCROP or secure-only area is defined as not
null, the only way to deactivate the security option bit (from 1 to 0) is to perform an RDP
level 1 to 0 regression, when DMEP1/2 is set to 1 in either FLASH_PRAR_CUR1/2 or
FLASH_PRAR_PRG1/2 registers, and DMES1/2 is set to 1 in either
FLASH_SCAR_CUR1/2 or FLASH_SCAR_PRG1/2.

If no valid secure-only area and no valid PCROP area are currently defined, the
SECURITY option bit can be freely reset.

It is recommended to have both SEC_AREA_START> SEC_AREA_END and
PROT_AREA_START> PROT_AREA_END programmed when deactivating the
SECURITY option bit during an RDP level 1 to 0 regression.

Secure-only area size (SEC_AREA_START1/2 and SEC_AREA_END1/2)

These option bytes configure the size of the secure-only areas in
FLASH_SCAR_CUR1/2 registers. They can be changed without any restriction by the
user secure application or by the ST secure library running on the device. For user non-
secure application, the secure-only area size can be removed by performing a bank
erase with protection removal (see Section 4.3.10), or an RDP level 1 to 0 regression
when DMES1/2 set to 1 in either FLASH_SCAR_CUR1/2 or FLASH_SCAR_PRG1/2
(otherwise an option byte change error is raised).

DMES1/2

When this option bit is set, the content of the corresponding secure-only area is erased
during an RDP level 1 to O regression or a bank erase with protection removal, it is
preserved otherwise.

DMES1/2 bits can be set without any restriction. Resetting DMES1/2 bit from 1 to 0 can

only be performed when an RDP level 1 to 0 regression or a bank erase with protection
removal is requested at the same time.

Option bytes overview

Table 21 lists all the user option bytes managed through the embedded flash memory
registers, as well as their default values before the first option byte change (default factory
value).

3
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Table 21. Option byte organization(")

Register Bitfield
3130|2928 |27 |26|25|24|23|22|21|20|19|18 |17 |16
a | > |la | >
0 L
gl o > > N a |9 0
FLASH_OPTSR[31:16] =z |lo|2 E 9, | oL
< |z |0 x s N | N | O
o | Z |0 3| = w2
| T | = O o | =
<§( s n — 2|2 |8
» |6 w 12|12 |5
Default factory value o(o0|0|X|0O0|X|]O0|]0O0|]O|O|O]|1]|1]1T]|1]|0
5(14 |13 |12|11|10| 9 | 8 | 7 |6 | 5|4 |3 2|10
5|6 z| >
FLASH_OPTSR[15:0] < e e o | W
o H | Q| o
o a)
© 2|2 = | R
zZ |z
Default factory value 1i{io0o(1|0(1)0}|1|0|1T|1T|0|71T]|]0|0]|]O0]|O0
3130|2928 |27 |26|25|24|23|22|21|20|19|18 |17 |16
FLASH_BOOT[31:16]
BOOT_ADD1[15:0]
Default factory value Ox1FFO
15|14|13|12|11 |10 | 9 | 8 |7 |6 | 5|4 |3 |2 |10
FLASH_BOOTI[15:0]
BOOT_ADDO[15:0]
Default factory value 0x0800
3130|2928 |27 |26|25|24|23|22|21|20|19|18 |17 |16
FLASH_PRAR_x1[31:16] g
LéJ PROT_AREA_END1
=)
Default factory value o|0|0]|O0 0x000
15(14 |13 |12 |11 |10 9 | 8 | 7 |6 | 5|4 |3 2|10
FLASH_PRAR_x1[15:0]
PROT_AREA_START1
Default factory value o|0]|0]| O OxOFF
313029 |28 |27 |26|25|24|23|22|21|20|19|18 |17 |16
FLASH_PRAR_x2[31:16] N
g PROT_AREA_END2
[a)
Default factory value o|0|0]|O0 0x000
15(14 |13 |12 |11 |10 9 | 8 | 7 |6 | 5|4 |3 2|10
FLASH_PRAR_x2[15:0]
PROT_AREA_START2
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Table 21. Option byte organization“) (continued)

Register Bitfield
Default factory value o|0]|0]O0 OxOFF
31|30 |29 |28 |27 |26 |25|24|23|22|21|20|19|18 |17 |16
FLASH_SCAR_x1[31:16] n
UEJ SEC_AREA_END1
[m)
Default factory value oO| 0| 0] O0 0x000
15|14|13|12|11 |10 | 9 | 8 |7 |6 | 5|4 |3 |2 |10
FLASH_SCAR_x1[15:0]
SEC_AREA_START1
Default factory value o|0]|0]|O0 OxOFF
31|30 |29 |28 |27 |26 |25|24|23|22|21|20|19|18 |17 |16
FLASH_SCAR_x2[31:16] )
% SEC_AREA_END2
[m)
Default factory value o|0|0]|O0 0x000
15|14|13|12|11 |10 | 9 | 8 |7 |6 | 5|4 |3 |2 |10
FLASH_SCAR_x2[15:0]
SEC_AREA_START2
Default factory value o|0]|0]|O0 OxOFF
31|30 |29 |28 |27 |26 |25|24|23|22|21|20|19|18 |17 |16

FLASH_WPSGN_x1[31:16]

WRPSG[71:68]
WRPSG[67:64]

~ | WRPSG[127:124]
~ | WRPSG[123:120]

|
-~
-
-
-~
-
-
|
-~
RN
|
-
-~
RN

Default factory value

-
o

13|12|11 |10 9 | 8 |7 | 6 | 5|4 | 3 | 2

—
”
—
S

FLASH_WPSGN_x1[15:0]

WRPSG[7:4]
WRPSG[3:0]

~
-~

~ | WRPSG[63:60]
~ | WRPSG[59:56]

Default factory value 1|1‘1‘1‘1‘1‘1‘1|1‘1‘1|1

3
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Table 21. Option byte organization“) (continued)

Register Bitfield
31|30 |29 |28 |27 |26 |25|24|23|22|21|20|19|18 |17 |16
S E=) — | =
N | N o | =
o © e
FLASH_WPSGN_x2[31:16] NI N
o|@ 3 | 3
N D Q|
o | o ¥ o
¥ | o« = | =
| =
Default factory value 1Ty 1 (1|1 (11|11 |1 (1|1 |1]|1T]|1]|1]1
15|14|13|12|11 |10 | 9 | 8 | 7 |6 | 5|4 |3 |2 |10
S| © — | =
© | v N
FLASH_WPSGN_x2[15:0] g g % %
OO (D)
DD Q|
Q| Y| &
Y |« ==
==
Default factory value 1 1711 1 1 1711 1 1711 1 1711 1 1 1
31|30 |29 |28 |27 |26 (25|24 |23|22|21|20|19|18 |17 |16
FLASH_OTPBL_CUR[31:16]
Default factory value ojojojo|jo0o|lo0o|O0O|lOjO]|]O]|]O|0O0O|O0O|O0O]O0O]O
15|14|13|12|11 |10 | 9 | 8 | 7 | 6 | 5|4 |3 |2 |10
FLASH_OTPBL_CURJ[15:0]
LOCKBL
Default factory value o,0(0(0(0j0O0Oj]O|]O]O|O|O|]O]J]O]JO]O]|O
31|30 |29 |28 |27 |26 |25|24|23|22|21|20|19|18 |17 |16
FLASH_OTPBL_PRG[31:16]
Default factory value ojoyo0j0|l0|0O0|O|J]O|]O|JO]O|O]J]O|O]O]O
15|14|13|12|11 |10 | 9 | 8 |7 |6 | 5|4 |3 |2 |10

FLASH_OTPBL_PRGI[15:0]
LOCKBL

Default factory value

0‘0‘0|0‘0‘0‘0‘0‘0‘0|0‘0‘0|0‘0‘0

1. The option bytes corresponding to bank 2 are only valid for STM32H7A3/7B3 devices.

3
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4.4.5

Note:

Note:

184/2967

Description of user and system option bytes

Below the list of the general-purpose option bytes that can be used by the application:
e  Watchdog management

— IWDG_FZ_STOP: independent watchdog IWDG (also known as WDGLS_CD)
counter active in Stop mode if 1 (stop counting or freeze if 0)

— IWDG_FZ_SDBY: independent watchdog IWDG (also known as WDGLS_CD)
counter active in Standby mode if 1 (stop counting or freeze if 0)

— IWDG_SW: hardware (0) or software (1) IWDG (also known as WDGLS_CD)
watchdog control selection

If the hardware watchdog “control selection” feature is enabled (set to 0), the watchdog is
automatically enabled at power-on, thus generating a reset unless the watchdog key
register is written to or the down-counter is reloaded before the end-of-count is reached.

Depending on the configuration of IWDG_STOP and IWDG_STBY options, the IWDG can
continue counting (1) or not (0) when the device is in Stop or Standby mode, respectively.
When the IWDG is kept running during Stop or Standby mode, it can wake up the device
from these modes.

e Reset management

— BOR: Brownout level option, indicating the supply level threshold that
activates/releases the reset (see Section 6.5.2: Brownout reset (BOR))

— NRST_STDBY: generates a reset when entering Standby mode if cleared to 0,
— NRST_STOP: generates a reset when entering Stop or Stop2 mode if cleared to 0.
Whenever a Standby (respectively Stop) mode entry sequence is successfully executed, the

device is reset instead of entering Standby (respectively Stop) mode if NRST_STDBY
(respectively NRST_STOP) is cleared to 0.

e  Bank swapping (STM32H7A3/7B3 only) (see Section 4.3.15 on page 173)

SWAP_BANK_OPT: bank swapping option, set to 1 to swap user sectors and registers
after boot.

e  Device options

— VDDIO_HSLV: enables the configuration of pads below 2.7 V for VDDIO power
rail if set to 1.

— VDDMMC_HSLV: enables the configuration of pads below 2.7 V for VYDDMMC
power rail if set to 1.
When STMicroelectronics delivers the device, the values programmed in the general-
purpose option bytes are the following:
e  Watchdog management

— IWDG (also known as WDGLS_CD) active in Standby and Stop modes (option
value = 0x1)

— IWDG (also known as WDGLS_CD) not automatically enabled at power-on
(option byte value = 0x1)

e Reset management:
— BOR: brownout level option disabled (option byte value = 0x00)
e No bank swapping (option byte value = 0x0)

e Device working in the full voltage range with I/O speed optimization at low-voltage
disabled (VDDIO_HSLV=VDDMMC_HSLV=0)
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Refer to Section 4.9: FLASH registers for details.

Description of data protection option bytes

Below the list of the option bytes that can be used to enhance data protection:

RDP[7:0]: Readout protection level (see Section 4.5.3 on page 189 for details).

WRPSGN1/2: write protection option of the corresponding group of four consecutive
sectors in Bank 1 (respectively Bank 2). It is active low. Refer to Section on page 193
for details.

—  Bit N: Group embedding sectors 4 x Nto4 x N + 3

PROT_AREAX: Proprietary code readout protection (refer to Section 4.5.4 on page 193

for details)

— PROT_AREA_START1 (respectively PROT_AREA_END1) contains the first
(respectively last) 256-byte block of the PCROP zone in Bank 1

— PROT_AREA_START2 (respectively PROT_AREA_END?2) contains the first
(respectively last) 256-byte block of the PCROP zone in Bank 2

— DMEP1/2: when set to 1, the PCROP area in Bank 1 (respectively Bank 2) is
erased during a RDP protection level regression (change from level 1 to 0) or a
bank erase with protection removal.

SEC_AREAX: secure access only zones definition (refer to Section 4.5.5 on page 194

for details).

— SEC_AREA_START1 (respectively SEC_AREA_END1) contains the first
(respectively last) 256-byte block of the secure access only zone in Bank 1

— SEC_AREA_START2 (respectively SEC_AREA_END2) contains the first
(respectively last) 256-byte block of the secure access only zone in Bank 2

— DMES1/2: when set to 1 the secure access only zone in Bank 1 (respectively
Bank 2) is erased during a RDP protection level regression (change from level 1 to
0), or a bank erase with protection removal.

Secure areas can be set only on STM32H7B0 and STM32H7B3 devices.

SECURITY: this non-volatile option can be used by the application to manage secure
access mode, as described in Section 4.5.5.

This bit cannot be set on STM32H7A3 devices, since the Secure access mode is not
supported.

ST_RAM_SIZE: this non-volatile option defines the amount of DTCM RAM root secure
services (RSS) can use during execution when the SECURITY bit is set. The DTCM
RAM is always fully available for the application whatever the option byte configuration.

When STMicroelectronics delivers the device, the values programmed in the data protection
option bytes are the following:

RDP level 0 (option byte value = OxAA)

Flash bank erase operations do not impact secure-only and PCROP data areas when
enabled by the application (DMES1/2=DMEP1/2=0)

PCROP and secure-only zone protections disabled (start addresses higher than end
addresses)

Write protection enabled (all option byte bits set to 1)
Secure access mode disabled (SECURITY option byte value = 0)
RSS can use the full DTCM RAM for executing its services (ST_RAM_SIZE = 11)
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4.5.1

186/2967

Refer to Section 4.9: FLASH registers for details.

Description of boot address option bytes

Below the list of option bytes that can be used to configure the appropriate boot address for
your application:

e BOOT_ADDO/1: MSB of the Arm® Cortex®-M7 boot address when BOOT pin is low
(respectively high)

When STMicroelectronics delivers the device, the values programmed in the BOOT

ADDRESS option bytes are the following:

e Arm® Cortex®-M7 boot address (MSB): 0x0800 (BOOT pin low for user flash memory)
and system memory Ox1FF0 (BOOT pin high for System flash memory)

Refer to Section 4.9: FLASH registers for details.

FLASH protection mechanisms

Since sensitive information can be stored in the flash memory, it is important to protect it
against unwanted operations such as reading confidential areas, illegal programming of
protected area, or illegal flash memory erasing.

The embedded flash memory implements the following protection mechanisms that can be
used by end-user applications to manage the security of embedded non-volatile storage:

e  Configuration protection

e  Global device Readout protection (RDP)

e  Write protection

e  Proprietary code readout protection (PCROP)

e  Secure access mode areas

e  OTP area locking

This section provides a detailed description of all these security mechanisms.

FLASH configuration protection

The embedded flash memory uses hardware mechanisms to protect the following assets
against unwanted or spurious modifications (e.g. software bugs):

e  Option bytes change

e  Write operations

e Erase commands

e Interrupt masking

More specifically, write operations to embedded flash memory control registers
(FLASH_CR1/2 and FLASH_OPTCR) are not allowed after reset.

The following sequence must be used to unlock FLASH_CR1/2 register:

1. Program KEY1 to 0x45670123 in FLASH_KEYR1/2 key register.

2. Program KEY2 to OxCDEF89AB in FLASH_KEYR1/2 key register.

3. LOCK1/2 bit is now cleared and FLASH_CR1/2 is unlocked.

The following sequence must be used to unlock FLASH_OPTCR register:

3
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1.
2.
3.

FLASH_OPTCR register).

Program OPTKEY1 to 0x08192A3B in FLASH_OPTKEYR option key register.
Program OPTKEY2 to 0x4C5D6E7F in FLASH_OPTKEYR option key register.
OPTLOCK bit is now cleared and FLASH_OPTCR register is unlocked.

Any wrong sequence locks up the corresponding register/bit until the next system reset, and
generates a bus error.

The FLASH_CR1/2 (respectively FLASH_OPTCR) register can be locked again by software
by setting the LOCK1/2 bit in FLASH_CR1/2 register (respectively OPTLOCK bit in

In addition the FLASH_CR1/2 register remains locked and a bus error is generated when
the following operations are executed:

programming a third key value

writing to a different register belonging to the same bank than FLASH_KEYR1/2 before
FLASH_CR1/2 has been completely unlocked (KEY1 programmed but KEY2 not yet

programmed)

writing less than 32 bits to KEY1 or KEY2.

Similarly the FLASH_OPTCR register remains locked and a bus error is generated when
the following operations are executed:

programming a third key value

writing to a different register before FLASH_OPTCR has been completely unlocked
(OPTKEY1 programmed but OPTKEY2 not yet programmed)

writing less than 32 bits to OPTKEY1 or OPTKEY2.

The embedded flash memory configuration registers protection is summarized in Table 22.

Table 22. Flash interface register protection summary

Register name

Unlocking register

Protected asset

FLASH_ACR N/A -
FLASH_KEYR1/2 N/A -
FLASH_OPTKEYR N/A -

FLASH_CR1/2

FLASH_KEYR1/2

Write operations
Erase commands
Interrupt generation masking sources

FLASH_SR1/2

N/A

FLASH_CCR1/2

N/A

FLASH_OPTCR

FLASH_OPTKEYR

Option bytes change
Mass erase

FLASH_OPTSR_PRG

FLASH_OPTCR

Option bytes change. See Section 4.4.3:
Option byte modification for details.

FLASH_OPTCCR

N/A

FLASH_PRAR_PRG1/2

FLASH_OPTCR

Option bytes (PCROP). See
Section 4.4.3: Option byte modification
for details.
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Note:
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Table 22. Flash interface register protection summary (continued)

Register name Unlocking register Protected asset

Option bytes (security). See

FLASH_SCAR_PRG1/2 FLASH_OPTCR Section 4.4.3: Option byte modification
for details.
FLASH_WPSGN_PRG1/2 FLASH_OPTCR Option bytes (write protection)
FLASH_BOOT_PRGR FLASH_OPTCR Option bytes (boot)

FLASH_CRCCR1/2 -
FLASH_CRCSADD1/2R -

N/A
FLASH_CRCEADD1/2R -
FLASH_CRCDATAR -
FLASH_ECC_FA1/2R N/A -
FLASH_OTPBL_PRG FLASH_OPTCR(") | OTP write protection

1. Once set, the OTP Block Lock bits cannot be reset by the application.

Write protection

The purpose of embedded flash memory write protection is to protect the embedded flash
memory against unwanted modifications of the non-volatile code and/or data.

Any flash group of four consecutive 8-Kbyte sectors can be independently write-protected or
unprotected by clearing/setting the corresponding WRPSGn1/2 bit in the
FLASH_WPSGN_CUR1/2R register.

A write-protected group of sectors can neither be erased nor programmed. As a result, a
bank erase cannot be performed if one group of sectors is write-protected, unless a bank
erase is executed during an RDP level 1 to 0 regression (see Section : Flash bank erase
with automatic protection-removal sequence for details).

The embedded flash memory write-protection user option bits can be modified without any
restriction when the RDP level is set to level 0 or level 1. When it is set to level 2, the write
protection bitfield can no more be changed in the option bytes.

PCRORP or secure-only areas are write and erase protected.

Write protection errors are documented in Section 4.7: FLASH error management.

3
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Readout protection (RDP)

The embedded flash memory readout protection is global as it does not apply only to the
embedded flash memory, but also to the other secured regions. This is done by using
dedicated security signals.

In this section other secured regions are defined as:

e Backup SRAM

e  RTC backup registers

e  Encrypted regions protected by on-the-fly decryption engine (OTFDEC)

The global readout protection level is set by writing the values given in Table 23 into the
readout protection (RDP) option byte (see Section 4.4.3: Option byte modification).

Table 23. RDP value vs readout protection level

RDP option byte value Global readout protection level
OxAA Level O
0xCC Level 2
Any other value Level 1(

1. Default protection level when RDP option byte is erased.

Definitions of RDP global protection level

RDP Level 0 (no protection)

When the global read protection level 0 is set, all read/program/erase operations from/to the
user flash memory are allowed (if no others protections are set). This is true whatever the
boot configuration (boot from user or system flash memory, boot from RAM), and whether
the debugger is connected to the device or not. Accesses to the other secured regions are
also allowed.

RDP Level 1 (flash memory content protection)

When the global read protection level 1 is set, the below properties apply:

e The flash memory content is protected against debugger and potential malicious code
stored in RAM. Hence as soon as any debugger is connected or has been connected,
or a boot is configured in embedded RAM (intrusion), the embedded flash memory
prevents any accesses to flash memory.

e  When no intrusion is detected (no boot in RAM, no boot in System flash memory and
no debugger connected), all read/program/erase operations from/to the user flash
memory are allowed (if no others protections are set). Accesses to the other secured
regions are also allowed.

e When an intrusion is detected, no accesses to the user flash memory can be
performed. A bus error is generated when a read access is requested to the flash
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memory. In addition, no accesses to other secured regions (read or write) can be
performed.

When performing an RDP level regression, i.e. programming the RDP protection to
level 0, the user flash memory and the other secured regions are erased, as described
in RDP protection transitions.

When booting on STM32 bootloader in standard system memory, only the identification
services are available (GET_ID_COMMAND, GET_VER_COMMAND and
GET_CMD_COMMAND).

When booting from STMicroelectronics non-secure bootloader, only the identification
services are available (GET_ID_COMMAND, GET_VER_COMMAND and
GET_CMD_COMMAND).

Level 2 (device protection and intrusion prevention)

n the global read protection level 2 is set, the below rules apply:
All debugging features are disabled.

Like level 0, all read/write/erase operations from/to the user flash memory are allowed
since the debugger and the boot from RAM and System flash memory are disabled.
Accesses to the other secured regions are also allowed.

Booting from RAM is no more allowed.

The user option bits described in Section 4.4 can no longer be changed except for the
SWAP bit.

Caution:  Memory read protection level 2 is an irreversible operation. When level 2 is activated, the
level of protection cannot be changed back to level O or level 1.

Note: The JTAG port is permanently disabled when level 2 is active (acting as a JTAG fuse). As a
consequence. STMicroelectronics is not able to perform analysis on defective parts on
which the level 2 protection has been set.

Apply a power-on reset if the global read protection level 2 is set while the debugger is still
connected.
The above RDP global protection is summarized in Table 24.
Table 24. Protection vs RDP Level("
Inputs Effects
Boot System
00 Userflash flash Other Option Comment
area Debugger
RDP memory | memory | secured | Bytes
connected ) < (5)
access access regions access
(3)(4)
Level 0 | Yes®/No | R/WIE R R/W R/W
User | Level1 Yes®) |IIegaI(7) R no access | R/W
access
flash
memory | | evel 1 No R/W/E R R/W R/W
Level 2 No R/W/E R R/W R

190/2967
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Table 24. Protection vs RDP Level(" (continued)

Inputs Effects
Boot System
00 Debuaqer Userflash flash Other Option Comment
area RDP conne%:%e d memory | memory | secured | Bytes
access(® ac(::ga?s regions® | access
Level 0 | Yes®/No | R/WIE R R/W RW |-
RAM or - -
System | Level 1 | Yes®)/No |IIegaI(7) R no access | R/W When selegted, only ST basic
flash access bootloader is executed
memory : No boot from RAM or ST system
Level 2 No Not applicable flash memory in RDP level 2

R =read, W =write, E = erase.
2. PCRORP (see Section 4.5.4) and secure-only access control (see Section 4.5.5) applies.

Read accesses to secure boot and secure libraries stored in system flash bank 1 possible only from STMicroelectronics
code.

Write and erase operations to System flash bank 2 is possible only from STMicroelectronics secure update library.
The “other secured regions” are defined at the beginning of this section.
JTAG interface disabled while secure libraries are executed.

Read protection error (RDPERR) with bus error on read operations, Write protection error (WRPERR) on write/erase
operations.

N o o &~

RDP protection transitions

Figure 13 shows how to switch from one RDP level to another. The transition is effective
after successfully writing the option bytes including RDP (refer to Section 4.4.3 for details on
how to change the option bytes).

Figure 13. RDP protection transition scheme

RDP Level 0
full debug, no
intrusion -~

..
S

,
.
Ky
. ‘-.
Y ~
.
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RDP Level 1
full debug, intrusion
detection

RDP Level 2
no debug

/N
\\’4

RDP increase (+option modification allowed)
----- P> RDP regression (+option modification allowed)
RDP unchanged (+option modification allowed)
— —p» RDP unchanged (+only SWAP_BANK option modification allowed)
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Table 25 details the RDP transitions and their effects on the product.

Table 25. RDP transition and its effects

RDP transition Effect on device
Level before Level after RDP option update Debugger Option bytes | Partial/Mass
change change disconnect change U] erase
L1 not OxAA and not OxCC No Allowed No
LO
L2 0xCC Yes Not allowed No
L2 0xCC Yes Not allowed No
L1
LO 0xAA No Allowed Yes
LO LO 0xAA
No Allowed No
L1 L1 not OxAA and not OxCC

1. Except for bank swapping option bit.

When the current RDP level is RDP level 1, requesting a new RDP level 0 can cause a full
or partial erase:

e  The user flash memory area of the embedded flash memory is fully or partially erased:

— Apartial sector erase occurs if PCROP (respectively secure-only) areas are
preserved by the application. It happens when both DMEP1/2 bits (respectively
DMES1/2 bits) are cleared to 0 in FLASH_PRAR_CUR1/2 and
FLASH_PRAR_PRG1/2 (respectively FLASH_SCAR_CUR1/2 and
FLASH_SCAR_PRG1/2). The sectors belonging to the preserved area(s) are not
erased.

— Afull bank erase occurs when at least one DMEP1/2 bit is setto 1 in
FLASH PRAR_CUR1/2 or FLASH_PRAR_PRG1/2, and at least one DMES1/2 bit
is setto 1in FLASH_SCAR_CUR1/2 or FLASH_SCAR_PRG1/2.

Note: Data in write protection area are not preserved during RDP regression.
e The other secured regions are also erased, i.e.:
—  Backup SRAM and RTC backup registers are fully erased.
— The content stored in encrypted regions protected by on-the-fly decryption engine
(OTFDEC) are no more accessible in the clear, as OTFDEC registers are erased.
OTP and read-only regions are not affected by RDP regression and remain unchanged.

During a level regression, if a PCROP area overlaps with a secure-only area, the embedded
flash memory performs the erase operation depending on the DMES/DMEP options bits
(see strike-through areas in red in Figure 14). More specifically:

e  When DMEP is setin FLASH_PRAR_CUR1/2 or FLASH_PRAR_PRG1/2, the PCROP
area is erased (overlapped or not with secure-only area).

e  When DMES is setin FLASH_SCAR_CUR1/2 or FLASH_SCAR_PRG1/2, the secure-
only area is erased (overlapped or not with PCROP area).

Note: The sector protections (PCROP, secure-only) are removed only if the protected sector
boundaries are modified by the user application.
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Figure 14. Example of protected region overlapping
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About RDP protection errors

Whatever the RDP level, the corresponding error flag is raised when an illegal read or write
access is detected (see Section 4.7: FLASH error management).

4.5.4 Proprietary code readout protection (PCROP)

The embedded flash memory allows the definition of an “executable-only” area in the user
area of each flash memory bank. In this area, only instruction fetch transactions from the
system, that is no data access (data or literal pool), are allowed. This protection is
particularly efficient to protect third party software intellectual property.

Note: Executable-only area usage requires the native code to be compiled accordingly using
“execute-only” option.

PCROP area programming

One PCROP area can be defined in bank 1 (respectively bank 2) by setting the
PROT_AREA_END1 and PROT_AREA_START1 (respectively PROT_AREA_END2 and
PROT_AREA_START2) option bytes so that the END address is strictly higher than the
START address. PROT_AREA_START and PROT_AREA_END are defined with a
granularity of 256 bytes. This means that the actual PCROP area size (in bytes) is defined
by:

[(PROT_AREA_END - PROT_AREA_START) + 1] x 256
As an example, to set a PCROP area on the first 4 Kbytes of user bank 1 (i.e. from address

0x0800 0000 to address 0x0800 OFFF, both included), the embedded flash memory must be
configured as follows:

e PROT_AREA_START1[11:0] = 0x000
e PROT_AREA_END1[11:0] = OX00F

The protected area size defined above is equal to:
[(PROT_AREA_END - PROT_AREA_START) + 1] x 256 = 16 x 256 bytes = 4 Kbytes.

3
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The minimum execute-only PCROP area that can be set is 32 flash words (or 512 bytes).
The maximum area is the whole user flash memory, configured by setting to the same value
the PCROP area START and END addresses.

It is recommended to align PCROP area size with 8 Kbytes flash sector granularity in order
to avoid access right issues.

PCROP area properties

Each valid PCROP area has the following properties:
e Am® Cortex®-Mm7 debug events are ignored while executing code in this area.
e  Only the CPU can access it (Master ID filtering), using only instruction fetch
transactions. In all other cases, accessing the PCROP area is illegal (see below).
e lllegal transactions to a PCROP area (i.e. data read or write, not fetch) are managed as
below:
— Read operations return a zero, write operations are ignored.
— No bus error is generated but an error flag is raised (RDPERR for read, WRPERR
for write).
e Avalid PCROP area is erase-protected. As a result:
— No erase operations to a sector located in this area is possible (including the
sector containing the area start address and the end address)
— No mass erase can be performed if a single valid PCROP area is defined, except
during level regression or erase with protection removal.
e  Only the CPU can modify the PCROP area definition and DMEP1/2 bits, as explained
in Changing user option bytes in Section 4.4.3.
e During an RDP level 1 to 0 regression where the PCROP area is not null

— The PCROP area content is not erased if the corresponding DMEP1/2 bit are both
cleared to 0 in FLASH_PRAR_CUR1/2 and FLASH_PRAR_PRG1/2 registers.

— The PCROP area content is erased if either of the corresponding DMEP1/2 bit is
setto 1 in FLASH_PRAR_CUR1/2 or FLASH_PRAR_PRG1/2 register.

For more information on PCROP protection errors, refer to Section 4.7: FLASH error
management.

Secure access mode (STM32H7B0 and STM32H7B3 only)

The embedded flash memory allows the definition of a secure-only area in the user area of
each flash memory bank. This area can be accessed only while the CPU executes secure
application code. This feature is available only if the SECURITY option bit is set to 1.

Secure-only areas help isolating secure user code from application non-secure code. As an
example, they can be used to protect a customer secure firmware upgrade code, a custom
secure boot library or a third party secure library.

Secure-only area programming

One secure-only area can be defined in bank 1 (respectively bank 2) by setting the
SEC_AREA_END1 and SEC_AREA_START1 (respectively SEC_AREA_END2 and
SEC_AREA_START2) option bytes so that the END address is strictly higher than the
START address. SEC_AREA_START and SEC_AREA_END are defined with a granularity
of 256 bytes. This means that the actual secure-only area size (in bytes) is defined by:

[(SEC_AREA_END - SEC_AREA_START) + 1] x 256
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As an example, to set a secure-only area on the first 8 Kbytes of user bank 2 (i.e. from
address 0x0810 0000 to address 0x0810 1FFF, both included), the embedded flash memory
must be configured as follows:

e SEC_AREA_START2[11:0] = 0x000
e SEC_AREA_END2[11:0] = 0X01F

The secure-only area size defined above is equal to:
[(SEC_AREA_END - SEC_AREA_START) + 1] x 256 = 32 x 256 bytes = 8 Kbytes.

These option bytes can be modified only by the CPU running ST security library or
application secure code, except during RDP level regression or erase with protection
removal.

The minimum secure-only area that can be set is 32 flash words (or 512 bytes). The
maximum area is the whole user flash memory bank, configured by setting to the same
value the secure-only area START and END addresses.

It is recommended to align the secure-only area size with 8 Kbytes flash sector granularity in
order to avoid access right issues.

Secure access-only area properties

e Am® Cortex®-M7 debug events are ignored while executing code in this area.

e Only the CPU executing ST secure library or user secure application can access it
(Master ID filtering). In all other cases, accessing the secure-only area is illegal (see
below).

e lllegal transactions to a secure-only area are managed as follows:

— Data read transactions return zero. Data write transactions are ignored. No bus
error is generated but an error flag is raised (RDSERR for read, WRPERR for
write).

— Read instruction transactions generate a bus error and the RDSERR error flag is
raised.

e Avalid secure-only area is erase-protected. As a result:

— No erase operations to a sector located in this area are possible (including the
sector containing the area start address and the end address), unless the
application software is executed from a valid secure-only area.

— No mass erase can be performed if a single valid secure-only area is defined,
except during level regression, erase with protection removal or when the
application software is executed from a valid secure-only area.

e  Only the CPU can modify the secure-only area definition and DMES1/2 bits, as

explained in Changing user option bytes in Section 4.4.3.

e During an RDP level 1 to 0 regression where the secure-only area is not null:

— the secure-only area content is not erased if the corresponding DMES1/2 bit are
both cleared to 0 in FLASH_SCAR_CUR1/2 and FLASH_SCAR_PRG1/2
registers.

— the secure-only area content is erased if either of the corresponding DMES1/2 bit
is set to 1 in FLASH_SCAR_CUR1/2 or FLASH_SCAR_PRG1/2 register.

For more information on secure-only protection errors, refer to Section 4.7: FLASH error
management.
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4.6.1

FLASH low-power modes

Introduction

Table 26 summarizes the behavior of embedded flash memory in STM32 low-power modes.
Embedded flash memory belongs to the core domain.

Table 26. Effect of low-power modes on the embedded flash memory

Power mode

System state

Core domain

CPU

Core domain
voltage range

Allowed if
FLASH Busy

FLASH power
mode

Run

DRun CRun or CSleep Yes Run

Autonomous

DStop
DStop2

VOS0/1/2/3 No

No

CStop

Clock gated or

Stop

DStop - Stopped

DStop2 -

No
No

SVOS3/4/5

Standby Off No Off

Note:

4.6.2

Note:
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When the system state changes or within a given system state, the embedded flash
memory might get a different voltage supply range (VOS) according to the application. The
procedure to switch the embedded flash memory into various power mode (run, clock gated,
stopped, off) is described hereafter.

For more information in the microcontroller power states, refer to the Power control section
(PWR).

Managing the FLASH domain switching to DStop or Standby

As explain in Table 26, if the embedded flash memory informs the reset and clock controller
(RCC) that it is busy (i.e. BSY1/2, QW1/2, WBNE1/2 is set), the microcontroller cannot
switch the core domain to DStop, DStop2 or Standby mode.

CRC _BUSY1/2 is not taken into account.

There are two ways to release the embedded flash memory:
e Reset the WBNE1/2 busy flag in FLASH_SR1/2 register by any of the following actions:
a) Complete the write buffer with missing data.

b) Force the write operation without filling the missing data by activating the FW1/2
bit in FLASH_CR1/2 register. This forces all missing data “high”.

c) Resetthe PG1/2 bitin FLASH_CR1/2 register. This disables the write buffer and
consequently lead to the loss of its content.

e  Poll QW1/2 busy bits in FLASH_SR1/2 register until they are cleared. This will indicate
that all recorded write, erase and option change operations are complete.

The microcontroller can then switch the domain to DStop, DStop2 or Standby mode.

3
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FLASH error management

Introduction

The embedded flash memory automatically reports when an error occurs during a read,
program or erase operation. A wide range of errors are reported:

e  Write protection error WRPERR)

e Programming sequence error (PGSERR)

e  Strobe error (STRBERR)

e Inconsistency error (INCERR)

e  Error correction code error (SNECCERR/DBECCERR)
e  Read protection error (RDPERR)

e  Read secure error (RDSERR)

e CRC read error (CRCRDERR)

e  Option byte change error (OPTCHANGEERR)

The application software can individually enable the interrupt for each error, as detailed in
Section 4.8: FLASH interrupts.

For some errors, the application software must clear the error flag before attempting a new
operation.

Each bank has a dedicated set of error flags in order to identify which bank generated the
error. They are available in flash Status register 1 or 2 (FLASH_SR1/2).

The errors related to bank 2 do not apply to STM32H7B0 devices, since only bank 1 is
supported.

Write protection error (WRPERR)

When an illegal erase/program operation is attempted to the non-volatile memory bank 1
(respectively bank 2), the embedded flash memory sets the write protection error flag
WRPERR1 (respectively WRPERR2) in FLASH_SR1 register (respectively FLASH_SR2).

An erase operation is rejected and flagged as illegal if it targets one of the following memory
areas:
e Asector belonging to a valid PCROP area (even partially)

e Asector belonging to a valid secure-only area (even partially) except if the application
software is executed from a valid secure-only area

e A sector write-locked with WRPSGn
e  Theread-only/OTP area
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An program operation is ignored and flagged as illegal if it targets one of the following
memory areas:

e  The system flash memory (bank 2 only) while the device is not executing ST
bootloader code

e Auser flash sector belonging to a valid PCROP area while the device is not executing
an ST secure library

e Auser flash sector belonging to a valid secure-only area while the device is not
executing user secure code or ST secure library

e  Auser sector write-locked with WRPSGn
e An OTP block, locked with LOCKBL

e Aread-only section

e  The bank 1 system flash memory

e  The user main flash memory when RDP level is 1 and a debugger has been detected
on the device, or the CPU has not booted from user flash memory.

e Areserved area

When WRPERR1/2 flag is raised, the operation is rejected and nothing is changed in the
corresponding bank. If a write burst operation was ongoing, WRPERR1/2 is raised each
time a flash word write operation is processed by the embedded flash memory.
WRPERR1/2 flag does not block any new erase/program operation.

Not resetting the write protection error flag (WRPERR1/2) does not generate a PGSERR
error,

WRPERR1/2 flag is cleared by setting CLR_ WRPERR1/2 bitto 1 in FLASH_CCR1/2
register.

If WRPERRIE1/2 bit in FLASH_CR1/2 register is set to 1, an interrupt is generated when
WRPERR1/2 flag is raised (see Section 4.8: FLASH interrupts for details).

Programming sequence error (PGSERR)

When the programming sequence to the bank 1 (respectively bank 2) is incorrect, the
embedded flash memory sets the programming sequence error flag PGSERR1
(respectively PGSERR2) in FLASH_SR1 register (respectively FLASH_SR2).

More specifically, PGSERR1/2 flag is set if one of below conditions is met:

e  Awrite operation is requested but the program enable bit (PG1/2) has not been set in
FLASH_CR1/2 register prior to the request.

e The inconsistency error (INCERR1/2) has not been cleared to 0 before requesting a
new write operation.

When PGSERR1/2 flag is raised, the current program operation is aborted and nothing is
changed in the corresponding bank. The corresponding write data buffer is also flushed. If a
write burst operation was ongoing, PGSERR1/2 is raised at the end of the burst.

When PGSERR1/2 flag is raised, there is a risk that the last write operation performed by
the application has been lost because of the above protection mechanism. Hence it is
recommended to generate interrupts on PGSERR and verify in the interrupt handler if the
last write operation has been successful by reading back the value in the flash memory.
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The PGSERR1/2 flag also blocks any new program operation. This means that PGSERR1
(respectively 2) must be cleared before starting a new program operation on bank 1
(respectively bank 2).

PGSERR1/2 flag is cleared by setting CLR_PGSERR1/2 bit to 1 in FLASH_CCR1/2
register.

If PGSERRIE1/2 bit in FLASH_CR1/2 register is set to 1, an interrupt is generated when
PGSERR1/2 flag is raised. See Section 4.8: FLASH interrupts for details.

Strobe error (STRBERR)

When the application software writes several times to the same byte in bank 1 (respectively
bank 2) write buffer, the embedded flash memory sets the strobe error flag STRBERR1
(respectively STRBERR?2) in FLASH_SR1 register (respectively FLASH_SR2).

When STRBERR1/2 flag is raised, the current program operation is not aborted and new
byte data replace the old ones. The application can ignore the error, proceed with the
current write operation and request new write operations. If a write burst was ongoing,
STRBERR1/2 is raised at the end of the burst.

STRBERR1/2 flag is cleared by setting CLR_STRBERR1/2 bit to 1 in FLASH_CCR1/2
register.

If STRBERRIE1/2 bit in FLASH_CR1/2 register is set to 1, an interrupt is generated when
STRBERR1/2 flag is raised. See Section 4.8: FLASH interrupts for details.

Inconsistency error (INCERR)

When a programming inconsistency to bank 1 (respectively bank 2) is detected, the
embedded flash memory sets the inconsistency error flag INCERR1 (respectively
INCERR2) in register FLASH_SR1 (respectively FLASH_SR2).

More specifically, INCERR flag is set when one of the following conditions is met:
e  Awrite operation is attempted before completion of the previous write operation, e.g.

—  The application software starts a write operation to fill the 128-bit write buffer, but
sends a new write burst request to a different flash memory address before the
buffer is full.

— One master starts a write operation, but before the buffer is full, another master
starts a new write operation to the same address or to a different address.
INCERR flag must be cleared before starting a new write operation, otherwise a sequence
error (PGSERR) is raised.

e  Awrap burst request issued by a master overlaps two or more 128-bit flash-word
addresses, i.e. wrap bursts must be done within 128-bit flash-word address
boundaries.

It is recommended to follow the sequence below to avoid losing data when an inconsistency
error occurs:
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Execute a handler routine when INCERR1 or INCERRZ2 flag is raised.

2. Stop all write requests to embedded flash memory.

3. Verify that the write operations that have been requested just before the INCERR event
have been successful by reading back the programmed values from the memory.

4. Clear the corresponding INCERR1/2 bit.

5. Restart the write operations where they have been interrupted.

INCERR1/2 flag is cleared by setting CLR_INCERR1/2 bit to 1 in FLASH_CCR1/2 register.

If INCERRIE1/2 bit in FLASH_CR1/2 register is set to 1, an interrupt is generated when
INCERR1/2 flag is raised (see Section 4.8: FLASH interrupts for details).

Error correction code error (SNECCERR/DBECCERR)

When a single error correction is detected during a read from bank 1 (respectively bank 2)
the embedded flash memory sets the single error correction flag SNECCERR1 (respectively
SNECCERR2) in FLASH_SR1 register (respectively FLASH_SR2).

When two ECC errors are detected during a read to bank 1 (respectively bank 2), the
embedded flash memory sets the double error detection flag DBECCERR1 (respectively
DBECCERR?2) in FLASH_SR1 register (respectively FLASH_SR2). When SNECCERR1/2
flag is raised, the corrected read data are returned. Hence the application can ignore the
error and request new read operations.

If a read burst operation was ongoing, SNECCERR1/2 or DBECCERRH1/2 flag is raised
each time a new data is sent back to the requester through the AXI interface.

When SNECCERR1/2 or DBECCERR1/2 flag is raised, the address of the flash word that
generated the error is saved in the FLASH_ECC_FA1/2R register. If the address
corresponds to a read-only area or to an OTP area, the OTP_FAIL_ECC bit is also set to 1
in the FLASH_ECC_FA1R register. This register is automatically cleared when the
associated flag that generated the error is reset.

In case of successive single correction or double detection errors, only the address
corresponding to the first error is stored in FLASH_ECC_FA1/2R register.

When DBECCERR1/2 flag is raised, a bus error is generated. In case of successive double
error detections, a bus error is generated each time a new data is sent back to the requester
through the AXI interface.

It is not mandatory to clear SNECCERR1/2 or DBECCERR1/2 flags before starting a new
read operation.

SNECCERR1/2 (respectively DBECCERR1/2) flag is cleared by setting to 1
CLR_SNECCERR1/2 bit (respectively CLR_DBECCERR1/2 bit) in FLASH_CCR1/2
register.

If SNECCERR1/2 (respectively DBECCERR1/2) bit in FLASH_CR1/2 register is set to 1, an
interrupt is generated when SNECCERR1/2 (respectively DBECCERR1/2) flag is raised.
See Section 4.8: FLASH interrupts for details.

Read protection error (RDPERR)

When a read operation to a PCROP, a secure-only or a RDP protected area is attempted in
non-volatile memory bank 1 (respectively bank 2), the embedded flash memory sets the
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read protection error flag RDPERR1 (respectively RDPERR2) in FLASH_SR1 register
(respectively FLASH_SR2).

When RDPERR1/2 flag is raised, the current read operation is aborted but the application
can request new read operations. If a read burst was ongoing, RDPERR1/2 is raised each
time a data is sent back to the requester through the AXl interface.

A bus error is raised if a standard application attempts to execute on a secure-only or a RDP
protected area.

RDPERR1/2 flag is cleared by setting CLR_RDPERR1/2 bit to 1 in FLASH_CCR1/2
register.

If RDPERRIE1/2 bit in FLASH_CR1/2 register is set to 1, an interrupt is generated when
RDPERR1/2 flag is raised (see Section 4.8: FLASH interrupts for details).

Read secure error (RDSERR)

When a read operation is attempted to a secure address in bank 1 (respectively bank 2), the
embedded flash memory sets the read secure error flag RDSERR1 (respectively
RDSERR2) in FLASH_SR1 register (respectively FLASH_SR2). For more information, refer
to Section 4.5.5: Secure access mode (STM32H7B0 and STM32H7B3 only).

When RDSERR1/2 flag is raised, the current read operation is aborted and the application
can request new read operations. If a read burst was ongoing, RDSERR1/2 is raised each
time a data is sent back to the requester through the AXI interface.

The bus error is raised only if the illegal access is due to an instruction fetch.

RDSERR1/2 flag is cleared by setting CLR_RDSERR1/2 bit to 1 in FLASH_CCR1/2
register.

If RDSERRIE1/2 bit in FLASH_CR1/2 register is set to 1, an interrupt is generated when
RDSERR1/2 flag is raised (see Section 4.8: FLASH interrupts for details).

CRC read error (CRCRDERR)

After a CRC computation in bank 1 (respectively bank 2), the embedded flash memory sets
the CRC read error flag CRCRDERR1 (respectively CRCRDERR?2) in FLASH_SR1 register
(respectively FLASH_SR2) when one or more address belonging to a protected area was
read by the CRC module. A protected area corresponds to a PCROP area (see

Section 4.5.4) or to a secure-only area (see Section 4.5.5).

CRCRDERR1/2 flag is raised when CRCEND1/2 bit is set to 1 (end of CRC calculation). In
this case, it is likely that the CRC result is wrong since illegal read operations to protected
areas return null values.

CRCRDERR1/2 flag is cleared by setting CLR_CRCRDERR1/2 bit to 1 in FLASH_CCR1/2
register.

If CRCRDERRIE1/2 bitin FLASH_CR1/2 register is set to 1, an interrupt is generated when
CRCRDERR1/2 flag is raised together with CRCEND1/2 bit (see Section 4.8: FLASH
interrupts for details).
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Option byte change error (OPTCHANGEERR)

When the embedded flash memory finds an error during an option change operation, it
aborts the operation and sets the option byte change error flag OPTCHANGEERR in
FLASH_OPTSR_CUR register.

OPTCHANGEERR flag is cleared by setting CLR_OPTCHANGEERR bit to 1 in
FLASH_OPTCCR register.

If OPTCHANGEERRIE bit in FLASH_OPTCR register is set to 1, an interrupt is generated
when OPTCHANGEERR flag is raised (see Section 4.8: FLASH interrupts for details).

It is mandatory to clean the OPTCHANGEERR flag before starting a new option change. If
the OPTCHANGEERR flag is not cleared, the OPTSTART bit cannot be set in the
FLASH_OPTCR register.

Miscellaneous HardFault errors

The following events generate a bus error on the corresponding bus interface:
e  OnAXI system bus:

— accesses to user flash memory while RDP is set to 1 and a illegal condition is
detected (boot from system flash memory, boot from RAM, or debugger
connected)

— fetching to secure-only user flash memory without the correct access rights
e  On AHB configuration or system bus:

— wrong key input to FLASH_KEYR1/2 or FLASH_OPTKEYR

—  8-bit accesses to system AHB interface

FLASH interrupts

The embedded flash memory can generate a maskable interrupt to signal the following
events on a given bank:

e Read and write errors (see Section 4.7: FLASH error management)
—  Single ECC error correction during read operation
—  Double ECC error detection during read operation
—  Write inconsistency error
— Bad programming sequence
—  Strobe error during write operations
—  option change operation error
e  Security errors (see Section 4.7: FLASH error management)
—  Wirite protection error
— Read protection error
— Read secure error
—  CRC computation on PCROP or secure-only area error
e  Miscellaneous events (described below)
—  End of programming
—  CRC computation complete

3
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These multiple sources are combined into a single interrupt signal, flash_it, which is the
only interrupt signal from the embedded flash memory that drives the NVIC (nested
vectored interrupt controller).

You can individually enable or disable embedded flash memory interrupt sources by
changing the mask bits in the FLASH_CR1/2 register. Setting the appropriate mask bit to 1
enables the interrupt.

Note: Prior to writing, FLASH_CR1/2 register must be unlocked as explained in Section 4.5.1:

FLASH configuration protection
The interrupts corresponding to bank 2 do not apply to STM32H7B0 devices.

Table 27 gives a summary of the available embedded flash memory interrupt features. As
mentioned in the table below, some flags need to be cleared before a new operation is

triggered.
Table 27. Flash interrupt request
Enable control Clear flag Bus
Interrupt event Event flag . to resume 1)
bit . error
operation
on bank 1 EOP1 EOPIE1
End-of-program event N/A N/A
on bank 2 EOP2 EOPIE2
on bank 1 CRCEND1 CRCENDIE1
CRC complete event N/A N/A
on bank 2 CRCEND2 CRCENDIE2
on bank 1 WRPERR1 WRPERRIE1
Write protection error No No
on bank 2 WRPERR2 WRPERRIE2
on bank 1 PGSERR1 PGSERRIE1
Programming sequence error Yes No
on bank 2 PGSERR2 PGSERRIE2
on bank 1 STRBERR1 STRBERRIE1
Strobe error No No
on bank 2 STRBERR2 STRBERRIE2
on bank 1 INCERR1 INCERRIE1
Inconsistency error Yes No
on bank 2 INCERR2 INCERRIE2
on bank 1 SNECCERRH1 SNECCERRIE1
ECC single error correction event No No
on bank 2 SNECCERR2 SNECCERRIE2
on bank 1 DBECCERR1 DBECCERRIE1
ECC double error detection event No Yes
on bank 2 DBECCERR2 DBECCERRIE2
on bank 1 RDPERR1 RDPERRIE1
Read protection error No No
on bank 2 RDPERR2 RDPERRIE2
on bank 1 RDSERR1 RDSERRIE1 No
Read secure error No (data)
on bank 2 RDSERR2 RDSERRIE2 Yes
(fetch)
1. Applies to accesses through AXI bus only
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The status of the individual maskable interrupt sources described in Table 27 (except for
option byte error) can be read from the FLASH_SR1/2 register. They can be cleared by
setting to 1 the adequate bit in FLASH_CCR1/2 register.

No unlocking mechanism is required to clear an interrupt.

End-of-program event

Setting the end-of-operation interrupt enable bit (EOPIE1/2) in the FLASH_CR1/2 register
enables the generation of an interrupt at the end of an erase operation, a program operation
or an option byte change on bank 1/2. The EOP1/2 bit in the FLASH_SR1/2 register is also
set when one of these events occurs.

Setting CLR_EOP1/2 bit to 1 in FLASH_CCR1/2 register clears EOP1/2 flag.

CRC end of calculation event

Setting the CRC end-of-calculation interrupt enable bit (CRCENDIE1/2) in the
FLASH_CR1/2 register enables the generation of an interrupt at the end of a CRC operation
on bank 1/2. The CRCEND1/2 bit in the FLASH_SR1/2 register is also set when this event
occurs.

Setting CLR_CRCEND1/2 bit to 1 in FLASH_CCR1/2 register clears CRCEND1/2 flag.

3
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4.9 FLASH registers

4.9.1 FLASH access control register (FLASH_ACR)

Address offset: 0x000 or 0x100
Reset value: 0x0000 0013

For more details, refer to Section 4.3.8: FLASH read operations and Section 4.3.9: FLASH
program operations.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
WRHIGHFREQ LATENCY

Bits 31:6 Reserved, must be kept at reset value.

Bits 5:4 WRHIGHFREQ: Flash signal delay
These bits are used to control the delay between non-volatile memory signals during
programming operations. Application software has to program them to the correct value
depending on the embedded flash memory interface frequency. Please refer to Table 16 for
details.
Note: No check is performed to verify that the configuration is correct.
Two WRHIGHFREQ values can be selected for some frequencies.

Bits 3:0 LATENCY: Read latency
These bits are used to control the number of wait states used during read operations on both
non-volatile memory banks. The application software has to program them to the correct
value depending on the embedded flash memory interface frequency and voltage conditions.
0000: zero wait state used to read a word from non-volatile memory
0001: one wait state used to read a word from non-volatile memory
0010: two wait states used to read a word from non-volatile memory

0111: seven wait states used to read a word from non-volatile memory
Note: No check is performed by hardware to verify that the configuration is correct.

49.2 FLASH key register for bank 1 (FLASH_KEYR1)

Address offset: 0x004
Reset value: 0x0000 0000

FLASH_KEYR1 is a write-only register. The following values must be programmed
consecutively to unlock FLASH_CR1 register:
1. 1Stkey = 0x4567 0123

2. 2" key = OXCDEF 89AB

3
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31 30 20 28 27 26 25 24 23 2 21 20 19 18 17 16
KEY1R

15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
KEY1R

Bits 31:0 KEY1R: Non-volatile memory bank 1 configuration access unlock key

49.3 FLASH option key register (FLASH_OPTKEYR)
Address offset: 0x008 or 0x108
Reset value: 0x0000 0000
FLASH_OPTKEYR is a write-only register. The following values must be programmed
consecutively to unlock FLASH_OPTCR register:
1. 1Stkey = 0x0819 2A3B
2. 2" key = 0x4C5D 6E7F
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
OPTKEYR
w | w | w | w | w | w | w | w | w | w w | w w w w | w
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
OPTKEYR
w | w | w | w | w | w | w | w | w | w w | w w w w | w
Bits 31:0 OPTKEYR: FLASH option bytes control access unlock key
4.9.4 FLASH control register for bank 1 (FLASH_CR1)
Address offset: 0x00C
Reset value: 0x0000 0001
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Bits 31:29
Bit 28

Bit 27

Bit 26

Bit 25

Bit 24

Bit 23

Bit 22
Bit 21

Bit 20

Reserved, must be kept at reset value.

CRCRDERRIE1: Bank 1 CRC read error interrupt enable bit

When CRCRDERRIE1 bit is set to 1, an interrupt is generated when a protected area
(PCROP or secure-only) has been detected during the last CRC computation on bank 1.
CRCRDERRIE1 can be programmed only when LOCK1 is cleared to 0.

0: no interrupt generated when a CRC read error occurs on bank 1
1: interrupt generated when a CRC read error occurs on bank 1

CRCENDIE1: Bank 1 CRC end of calculation interrupt enable bit
When CRCENDIE1 bit is set to 1, an interrupt is generated when the CRC computation has
completed on bank 1. CRCENDIE1 can be programmed only when LOCK1 is cleared to 0.
0: no interrupt generated when CRC computation complete on bank 1
1: interrupt generated when CRC computation complete on bank 1

DBECCERRIE1: Bank 1 ECC double detection error interrupt enable bit

When DBECCERRIE1 bit is set to 1, an interrupt is generated when an ECC double
detection error occurs during a read operation from bank 1. DBECCERRIE1 can be
programmed only when LOCK1 is cleared to 0.

0: no interrupt generated when an ECC double detection error occurs on bank 1
1: interrupt generated if an ECC double detection error occurs on bank 1

SNECCERRIE1: Bank 1 ECC single correction error interrupt enable bit

When SNECCERRIE1 bitis set to 1, an interrupt is generated when an ECC single correction
error occurs during a read operation from bank 1. SNECCERRIE1 can be programmed only
when LOCK1 is cleared to 0.

0: no interrupt generated when an ECC single correction error occurs on bank 1
1: interrupt generated when an ECC single correction error occurs on bank 1

RDSERRIE1: Bank 1 secure error interrupt enable bit

When RDSERRIE1 bit is set to 1, an interrupt is generated when a secure error (access to a
secure-only protected address) occurs during a read operation from bank 1. RDSERRIE1
can be programmed only when LOCK1 is cleared to O.

0: no interrupt generated when a secure error occurs on bank 1

1: an interrupt is generated when a secure error occurs on bank 1

RDPERRIE1: Bank 1 read protection error interrupt enable bit

When RDPERRIE1 bit is set to 1, an interrupt is generated when a read protection error
occurs (access to an address protected by PCROP or by RDP level 1) during a read
operation from bank 1. RDPERRIE1 can be programmed only when LOCK1 is cleared to 0.
0: no interrupt generated when a read protection error occurs on bank 1

1: an interrupt is generated when a read protection error occurs on bank 1

Reserved, must be kept at reset value.

INCERRIE1: Bank 1 inconsistency error interrupt enable bit

When INCERRIE1 bit is set to 1, an interrupt is generated when an inconsistency error
occurs during a write operation to bank 1. INCERRIE1 can be programmed only when
LOCK1 is cleared to 0.

0: no interrupt generated when a inconsistency error occurs on bank 1
1: interrupt generated when a inconsistency error occurs on bank 1.

Reserved, must be kept at reset value.

RM0455 Rev 10 207/2967




Embedded flash memory (FLASH) RMO0455

Bit 19 STRBERRIE1: Bank 1 strobe error interrupt enable bit

When STRBERRIE1 bit is set to 1, an interrupt is generated when a strobe error occurs (the
master programs several times the same byte in the write buffer) during a write operation to
bank 1. STRBERRIE1 can be programmed only when LOCK1 is cleared to 0.

0: no interrupt generated when a strobe error occurs on bank 1
1: interrupt generated when strobe error occurs on bank 1.

Bit 18 PGSERRIE1: Bank 1 programming sequence error interrupt enable bit

When PGSERRIE1 bit is set to 1, an interrupt is generated when a sequence error occurs
during a program operation to bank 1. PGSERRIE1 can be programmed only when LOCK1 is
cleared to 0.

0: no interrupt generated when a sequence error occurs on bank 1
1: interrupt generated when sequence error occurs on bank 1.

Bit 17 WRPERRIE1: Bank 1 write protection error interrupt enable bit

When WRPERRIE1 bit is set to 1, an interrupt is generated when a protection error occurs
during a program operation to bank 1. WRPERRIE1 can be programmed only when LOCK1
is cleared to 0.

0: no interrupt generated when a protection error occurs on bank 1
1: interrupt generated when a protection error occurs on bank 1.

Bit 16 EOPIE1: Bank 1 end-of-program interrupt control bit

Setting EOPIE1 bit to 1 enables the generation of an interrupt at the end of a program
operation to bank 1. EOPIE1 can be programmed only when LOCK1 is cleared to 0.
0: no interrupt generated at the end of a program operation to bank 1.

1: interrupt enabled when at the end of a program operation to bank 1.

Bit 15 CRC_EN: Bank 1 CRC control bit

Setting CRC_EN bit to 1 enables the CRC calculation on bank 1. CRC_EN does not start
CRC calculation but enables CRC configuration through FLASH_CRCCR1 register.

When CRC calculation is performed on bank 1, it can only be disabled by setting CRC_EN bit
to 0. Resetting CRC_EN clears CRC configuration and resets the content of
FLASH_CRCDATAR register.

Clearing CRC_EN to 0 sets CRCDATA to 0x0.
CRC_EN can be programmed only when LOCK1 is cleared to 0.

Bit 14 Reserved, must be kept at reset value.
Bit 13 Reserved, must be kept at reset value.

Bits 12:6 SSN1: Bank 1 sector erase selection number

These bits are used to select the target sector for an erase operation (they are unused
otherwise). SSN1 can be programmed only when LOCK1 is cleared to 0.

0x00: Sector 0 of user flash bank 1 selected

0x01: Sector 1 of user flash bank 1 selected

0xOF: Sector 15 of user flash bank 1 selected
0x3F: Sector 63 of user flash bank 1 selected
Ox7F: Sector 127 of user flash bank 1 selected

Note: Bank 1 is limited to 16 and 64 sectors on STM32H7B0 and STM32H7A3xG devices,
respectively.
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Bit 5

Bit 4

Bit 3

Bit 2

Bit 1

Bit 0

START1: Bank 1 erase start control bit
START1 bit is used to start a sector erase or a bank erase operation. START1 can be
programmed only when LOCK1 is cleared to 0.
The embedded flash memory resets START1 when the corresponding operation has been
acknowledged. The user application cannot access any embedded flash memory register
until the operation is acknowledged.

FW1: Bank 1 write forcing control bit
FW1 forces a write operation even if the write buffer is not full. In this case all bits not written
are set to 1 by hardware. FW1 can be programmed only when LOCK1 is cleared to 0.
The embedded flash memory resets FW1 when the corresponding operation has been
acknowledged.

Note: Using a force-write operation prevents the application from updating later the missing
bits with something else than 1, because it is likely that it will lead to permanent ECC
error.

Write forcing is effective only if the write buffer is not empty (in particular, FW1 does not start
several write operations when the force-write operations are performed consecutively).

BER1: Bank 1 erase request
Setting BER1 bit to 1 requests a bank erase operation on bank 1 (user flash memory only).
BER1 can be programmed only when LOCK1 is cleared to O.

BER1 has a higher priority than SER1: if both are set, the embedded flash memory executes
a bank erase.

0: bank erase not requested on bank 1
1: bank erase requested on bank 1

Note: Write protection error is triggered when a bank erase is required and some sectors are
protected.

SER1: Bank 1 sector erase request
Setting SER1 bit to 1 requests a sector erase on bank 1. SER1 can be programmed only
when LOCK1 is cleared to 0.
BER1 has a higher priority than SER1: if both bits are set, the embedded flash memory
executes a bank erase.
0: sector erase not requested on bank 1
1: sector erase requested on bank 1

Note: Write protection error is triggered when a sector erase is required on a protected sector.

PG1: Bank 1 internal buffer control bit
Setting PG1 bit to 1 enables internal buffer for write operations to bank 1. This allows
preparing program operations even if a sector or bank erase is ongoing.
PG1 can be programmed only when LOCK1 is cleared to 0. When PG1 is reset, the internal
buffer is disabled for write operations to bank 1, and all the data stored in the buffer but not
sent to the operation queue are lost.
0: Internal buffer disabled for write operations to bank 1
1: Internal buffer enabled for write operations to bank 1

LOCK?1: Bank 1 configuration lock bit
This bit locks the FLASH_CR1 register. The correct write sequence to FLASH_KEYR1
register unlocks this bit. If a wrong sequence is executed, or if the unlock sequence to
FLASH_KEYR1 is performed twice, this bit remains locked until the next system reset.
LOCK1 can be set by programming it to 1. When set to 1, a new unlock sequence is
mandatory to unlock it. When LOCK1 changes from 0 to 1, the other bits of FLASH_CR1
register do not change.
0: FLASH_CR1 register unlocked
1: FLASH_CR1 register locked
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4.9.5 FLASH status register for bank 1 (FLASH_SR1)
Address offset: 0x010
Reset value: 0x0000 0000
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Bits 31:29 Reserved, must be kept at reset value.

Bit 286 CRCRDERR1: Bank 1 CRC read error flag

CRCRDERR1 flag is raised when a word is found read protected during a CRC operation on
bank 1. An interrupt is generated if CRCRDIE1 and CRCEND1 are set to 1. Writing 1 to
CLR_CRCRDERR1 bit in FLASH_CCR1 register clears CRCRDERR1.

0: no protected area detected inside address read by CRC on bank 1

1: a protected area has been detected inside address read by CRC on bank 1. CRC result is
very likely incorrect.

Note: This flag is valid only when CRCEND1 bit is set to 1

Bit 27 CRCEND1: Bank 1 CRC end of calculation flag

CRCEND1 bit is raised when the CRC computation has completed on bank 1. An interrupt is
generated if CRCENDIE1 is set to 1. It is not necessary to reset CRCEND1 before restarting
CRC computation. Writing 1 to CLR_CRCEND1 bit in FLASH_CCRH1 register clears
CRCEND1.

0: CRC computation not complete on bank 1

1: CRC computation complete on bank 1

Bit 26 DBECCERR1: Bank 1 ECC double detection error flag

DBECCERRH1 flag is raised when an ECC double detection error occurs during a read
operation from bank 1. An interrupt is generated if DBECCERRIE1 is set to 1. Writing 1 to
CLR_DBECCERRT1 bit in FLASH_CCRH1 register clears DBECCERR1.

0: no ECC double detection error occurred on bank 1

1: ECC double detection error occurred on bank 1

Bit 25 SNECCERR1: Bank 1 single correction error flag

SNECCERRT1 flag is raised when an ECC single correction error occurs during a read
operation from bank 1. An interrupt is generated if SNECCERRIE1 is set to 1. Writing 1 to
CLR_SNECCERRT1 bit in FLASH_CCRH1 register clears SNECCERR1.

0: no ECC single correction error occurs on bank 1

1: ECC single correction error occurs on bank 1
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Bit 24

Bit 23

Bit 22
Bit 21

Bit 20
Bit 19

Bit 18

Bit 17

Bit 16

Bits 15:4

RDSERR1: Bank 1 secure error flag
RDSERRH1 flag is raised when a read secure error (read access to a secure-only protected
word) occurs on bank 1. An interrupt is generated if RDSERRIE1 is set to 1. Writing 1 to
CLR_RDSERRH1 bit in FLASH_CCR1 register clears RDSERR1.
0: no secure error occurs on bank 1
1: a secure error occurs on bank 1

RDPERR1: Bank 1 read protection error flag
RDPERR1 flag is raised when an read protection error (read access to a PCROP-protected
or a RDP-protected area) occurs on bank 1. An interrupt is generated if RDPERRIE1 is set to
1. Writing 1 to CLR_RDPERR1 bit in FLASH_CCR1 register clears RDPERR1.
0: no read protection error occurs on bank 1
1: a read protection error occurs on bank 1

Reserved, must be kept at reset value.

INCERR1: Bank 1 inconsistency error flag
INCERR(1 flag is raised when a inconsistency error occurs on bank 1. An interrupt is
generated if INCERRIE1 is set to 1. Writing 1 to CLR_INCERR1 bit in the FLASH_CCR1
register clears INCERR1.
0: no inconsistency error occurs on bank 1
1: a inconsistency error occurs on bank 1

Reserved, must be kept at reset value.

STRBERR1: Bank 1 strobe error flag

STRBERR?1 flag is raised when a strobe error occurs on bank 1 (when the master attempts to
write several times the same byte in the write buffer). An interrupt is generated if the
STRBERRIE1 bit is set to 1. Writing 1 to CLR_STRBERR1 bit in FLASH_CCR1 register
clears STRBERR1.

0: no strobe error occurs on bank 1

1: a strobe error occurs on bank 1

PGSERR1: Bank 1 programming sequence error flag
PGSERRH1 flag is raised when a sequence error occurs on bank 1. An interrupt is generated
if the PGSERRIE1 bit is set to 1. Writing 1 to CLR_PGSERR1 bit in FLASH_CCR1 register
clears PGSERR1.
0: no sequence error occurs on bank 1
1: a sequence error occurs on bank 1

WRPERR1: Bank 1 write protection error flag

WRPERRH1 flag is raised when a protection error occurs during a program operation to bank
1. An interrupt is also generated if the WRPERRIE1 is set to 1. Writing 1 to CLR_WRPERR1
bit in FLASH_CCRH1 register clears WRPERR1.

0: no write protection error occurs on bank 1

1: a write protection error occurs on bank 1

EOP1: Bank 1 end-of-program flag

EOP1 flag is set when a programming operation to bank 1 completes. An interrupt is
generated if the EOPIE1 is set to 1. It is not necessary to reset EOP1 before starting a new
operation. EOP1 bit is cleared by writing 1 to CLR_EOP1 bit in FLASH_CCR1 register.

0: no programming operation completed on bank 1

1: a programming operation completed on bank 1

Reserved, must be kept at reset value.
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Bit 3 CRC_BUSY1: Bank 1 CRC busy flag
CRC_BUSY1 flag is set when a CRC calculation is ongoing on bank 1. This bit cannot be
forced to 0. The user must wait until the CRC calculation has completed or disable CRC
computation on bank 1.
0: no CRC calculation ongoing on bank 1
1: CRC calculation ongoing on bank 1

Bit 2 QW1: Bank 1 wait queue flag
QW1 flag is set when a write, erase or option byte change operation is pending in the
command queue buffer of bank 1. It is not possible to know what type of programming
operation is present in the queue.
This flag is reset by hardware when all write, erase or option byte change operations have
been executed and thus removed from the waiting queue(s). This bit cannot be forced to 0. It
is reset after a deterministic time if no other operations are requested.
0: no write, erase or option byte change operations waiting in the operation queues of bank 1
1: at least one write, erase or option byte change operation is waiting in the operation queue
of bank 1

Bit 1 WBNE1: Bank 1 write buffer not empty flag
WBNE1 flag is set when the embedded flash memory is waiting for new data to complete the
write buffer. In this state, the write buffer is not empty. WBNE1 is reset by hardware each time
the write buffer is complete or the write buffer is emptied following one of the event below:
—  the application software forces the write operation using FW1 bit in FLASH_CR1
—  the embedded flash memory detects an error that involves data loss
—  the application software has disabled write operations in this bank
This bit cannot be forced to 0. To reset it, clear the write buffer by performing any of the
above listed actions, or send the missing data.
0: write buffer of bank 1 empty or full
1: write buffer of bank 1 waiting data to complete

Bit 0 BSY1: Bank 1 busy flag
BSY1 flag is set when an effective write, erase or option byte change operation is ongoing on
bank 1. It is not possible to know what type of operation is being executed.
BSY1 cannot be forced to 0. It is automatically reset by hardware every time a step in a write,
erase or option byte change operation completes.
0: no programming, erase or option byte change operation being executed on bank 1
1: programming, erase or option byte change operation being executed on bank 1
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4.9.6 FLASH clear control register for bank 1 (FLASH_CCR1)

Address offset: 0x014
Reset value: 0x0000 0000
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Bits 31:29 Reserved, must be kept at reset value.
Bit 28 CLR_CRCRDERR1: Bank 1 CRCRDERRH1 flag clear bit
Setting this bit to 1 resets to 0 CRCRDERR1 flag in FLASH_SR1 register.
Bit 27 CLR_CRCEND1: Bank 1 CRCEND1 flag clear bit
Setting this bit to 1 resets to 0 CRCEND1 flag in FLASH_SR1 register.
Bit 26 CLR_DBECCERR1: Bank 1 DBECCERR1 flag clear bit
Setting this bit to 1 resets to 0 DBECCERR1 flag in FLASH_SR1 register. If the
SNECCERRT1 flag of FLASH_SR1 register is cleared to 0, FLASH_ECC_FA1R register is
reset to 0 as well.
Bit 25 CLR_SNECCERR1: Bank 1 SNECCERRH1 flag clear bit
Setting this bit to 1 resets to 0 SNECCERR1 flag in FLASH_SR1 register. If the
DBECCERR1 flag of FLASH_SR1 register is cleared to 0, FLASH_ECC_FA1R register is
reset to 0 as well.
Bit 24 CLR_RDSERR1: Bank 1 RDSERR1 flag clear bit
Setting this bit to 1 resets to 0 RDSERR1 flag in FLASH_SR1 register.
Bit 23 CLR_RDPERR1: Bank 1 RDPERRH1 flag clear bit
Setting this bit to 1 resets to 0 RDPERR1 flag in FLASH_SR1 register.
Bit 22 Reserved, must be kept at reset value.
Bit 21 CLR_INCERR1: Bank 1 INCERR1 flag clear bit
Setting this bit to 1 resets to 0 INCERR1 flag in FLASH_SR1 register.
Bit 20 Reserved, must be kept at reset value.
Bit 19 CLR_STRBERR1: Bank 1 STRBERR1 flag clear bit
Setting this bit to 1 resets to 0 STRBERR1 flag in FLASH_SR1 register.
Bit 18 CLR_PGSERR1: Bank 1 PGSERR1 flag clear bit
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Setting this bit to 1 resets to 0 PGSERR1 flag in FLASH_SR1 register.
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Bit 17

Bit 16

Bits 15:0

CLR_WRPERR1: Bank 1 WRPERR1 flag clear bit
Setting this bit to 1 resets to 0 WRPERR1 flag in FLASH_SR1 register.

CLR_EOP1: Bank 1 EOP1 flag clear bit
Setting this bit to 1 resets to 0 EOP1 flag in FLASH_SR1 register.

Reserved, must be kept at reset value.

4.9.7 FLASH option control register (FLASH_OPTCR)

Address offset: 0x018 or 0x118
Reset value: 0xX000 0001
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Bit 31 SWAP_BANK: Bank swapping option configuration bit
SWAP_BANK controls whether bank 1 and bank 2 are swapped or not. This bit is loaded with
the SWAP_BANK_OPT bit of FLASH_OPTSR_CUR register only after reset or POR.
0: bank 1 and bank 2 not swapped
1: bank 1 and bank 2 swapped
Note: The flash bank swapping is not available on STM32H7B0 devices. The SWAP_BANK
option bit must be kept at '0".
Bit 30 OPTCHANGEERRIE: Option byte change error interrupt enable bit
OPTCHANGEERRIE bit controls if an interrupt has to be generated when an error occurs
during an option byte change.
0: no interrupt is generated when an error occurs during an option byte change
1: an interrupt is generated when and error occurs during an option byte change.
Bits 29: Reserved, must be kept at reset value.
Bit5 PG_OTP: OTP program control bit
Setting PG_OTP bit enables write operations to the OTP area. This bit can be programmed
only when OPTLOCK bit is cleared to 0.
No error sequence and no inconsistency error are generated during OTP write operations.
Write operations do not start if PG_OTP is cleared to 0.
Bit 4 MER: mass erase request
Setting this bit launches a non-volatile memory bank erase on both banks (i.e. mass erase).
FLASH_OPTCR, FLASH_CR1 and FLASH_CR2 must be unlocked prior to setting MER
high.
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Bits 3:2 Reserved, must be kept at reset value.

Bit 1 OPTSTART: Option byte start change option configuration bit
OPTSTART triggers an option byte change operation. The user can set OPTSTART only
when the OPTLOCK bit is cleared to 0. The embedded flash memory resets OPTSTART
when the option byte change operation has been acknowledged.
The user application cannot modify any embedded flash memory register until the option
change operation has been completed.
Before setting this bit, the user has to write the required values in the FLASH_XXX_PRG
registers. The FLASH_XXX_PRG registers will be locked until the option byte change
operation has been executed in non-volatile memory.
It is not possible to start an option byte change operation if a CRC calculation is ongoing on
bank 1 or bank 2. Trying to set OPTSTART when CRC_BUSY1/2 of FLASH_SR1/2 register
is set has not effect; the option byte change does not start and no error is generated.

Bit 0 OPTLOCK: FLASH_OPTCR lock option configuration bit

The OPTLOCK bit locks the FLASH_OPTCR register as well as all _PRG registers. The
correct write sequence to FLASH_OPTKEYR register unlocks this bit. If a wrong sequence is
executed, or the unlock sequence to FLASH_OPTKEYR is performed twice, this bit remains
locked until next system reset.

Itis possible to set OPTLOCK by programming it to 1. When set to 1, a new unlock sequence
is mandatory to unlock it. When OPTLOCK changes from 0 to 1, the others bits of
FLASH_OPTCR register do not change.

0: FLASH_OPTCR register unlocked

1: FLASH_OPTCR register locked.

4.9.8 FLASH option status register (FLASH_OPTSR_CUR)

Address offset: 0x01C or 0x11C
Reset value: 0xXXXX XXXX (see Table 21: Option byte organization)

This read-only register reflects the current values of corresponding option bits.
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Bit 31 SWAP_BANK_OPT: Bank swapping option status bit
SWAP_BANK_OPT reflects whether bank 1 and bank 2 are swapped or not.
SWAP_BANK_OPT is loaded to SWAP_BANK of FLASH_OPTCR after a reset.
0: bank 1 and bank 2 not swapped
1: bank 1 and bank 2 swapped
Note: The flash bank swapping is not available on STM32H7B0 devices. The SWAP_BANK
option bit must be kept at ‘0.

Bit 30 OPTCHANGEERR: Option byte change error flag

OPTCHANGEERR flag indicates that an error occurred during an option byte change
operation. When OPTCHANGEERR is set to 1, the option byte change operation did not
successfully complete. An interrupt is generated when this flag is raised if the
OPTCHANGEERRIE bit of FLASH_OPTCR register is set to 1.

Writing 1 to CLR_OPTCHANGEERR of register FLASH_OPTCCR clears
OPTCHANGEERR.

0: no option byte change errors occurred

1: one or more errors occurred during an option byte change operation.

Note: The OPTSTART bit in FLASH_OPTCR cannot be set while OPTCHANGEERR is set.

Bit 29 VDDIO_HSLV: VDD I/O high-speed at low-voltage status bit
This bit indicates that the VDDIO power rail operates below 2.7 V.
0: Product working in the full voltage range, I/O speed optimization at low-voltage disabled
1: VDD 1/O below 2.7 V, 1/0 speed optimization at low-voltage feature allowed

Bits 28:26 Reserved, must be kept at reset value.
Bits 25: 22 Reserved, must be kept at reset value.

Bit 21 SECURITY: Security enable option status bit
0: Security feature disabled
1: Security feature enabled.

Bits 20:19 ST_RAM_SIZE[1:0]: ST RAM size option status

00: 2 Kbytes reserved to ST code

01: 4 Kbytes reserved to ST code

10: 8 Kbytes reserved to ST code

11: 16 Kbytes reserved to ST code

Note: This bitfield is effective only when the security is enabled (SECURITY = 1).

The whole DTCM RAM is always available for the application whatever ST_RAM_SIZE
option byte configuration.

Bit 18 IWDG_FZ_SDBY: IWDG Standby mode freeze option status bit
When set the independent watchdog IWDG is frozen in system Standby mode.

0: Independent watchdog frozen in Standby mode
1: Independent watchdog keep running in Standby mode.

Bit 17 IWDG_FZ_STOP: IWDG Stop mode freeze option status bit
When set the independent watchdog IWDG is in system Stop mode.

0: Independent watchdog frozen in system Stop mode
1: Independent watchdog keep running in system Stop mode.
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Bit 16

Bits 15:8

Bit 7

Bit 6

Bit 5
Bit 4

Bits 3:2

Bit 1
Bit 0

3

VDDMMC_HSLV: VDDMMC 1/O high-speed at low-voltage status bit
This bit indicates that the VDDMMC power rail operates below 2.7 V.
0: I/0 speed optimization at low-voltage disabled
1: VDDMMC power rail operating below 2.7 V, 1/0 speed optimization at low-voltage feature
allowed

RDP: Readout protection level option status byte
0xAA: global readout protection level 0
0xCC: global readout protection level 2
others values: global readout protection level 1.

NRST_STDY: Core domain Standby entry reset option status bit
0: a reset is generated when entering Standby mode on core domain
1: no reset generated when entering Standby mode on core domain.

NRST_STOP: Core domain DStop entry reset option status bit
0: a reset is generated when entering DStop or DStop2 mode on core domain
1: no reset generated when entering DStop or DStop2 mode on core domain.

Reserved, must be kept at reset value.

IWDG_SW: IWDG control mode option status bit
0: IWDG watchdog is controlled by hardware
1: IWDG watchdog is controlled by software

BOR_LEV: Brownout level option status bit
These bits reflects the power level that generates a system reset.
00: BOR OFF
01: BOR Level 1, the threshold level is low (around 2.1 V)
10: BOR Level 2, the threshold level is medium (around 2.4 V)
11: BOR Level 3, the threshold level is high (around 2.7 V)

Reserved, must be kept at reset value.

OPT_BUSY: Option byte change ongoing flag
OPT_BUSY indicates if an option byte change is ongoing. When this bit is set to 1, the
embedded flash memory is performing an option change and it is not possible to modify any
embedded flash memory register.
0: no option byte change ongoing
1: an option byte change ongoing and all write accesses to flash registers are blocked until
the option byte change completes.
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4.9.9 FLASH option status register (FLASH_OPTSR_PRG)
Address offset: 0x020 or 0x120
Reset value: OxXXXX XXXX (see Table 21: Option byte organization)
This register is used to program values in corresponding option bits. Values after reset
reflects the current values of the corresponding option bits.
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Bit 31 SWAP_BANK_OPT: Bank swapping option configuration bit
SWAP_BANK_OPT option bit is used to configure whether the bank 1 and bank 2 are
swapped or not. This bit is loaded with the SWAP_BANK_OPT bit of FLASH_OPTSR_CUR
register after a reset.
0: bank 1 and bank 2 not swapped
1: bank 1 and bank 2 swapped
Note: The flash bank swapping is not available on STM32H7B0 devices. The SWAP_BANK
option bit must be kept at ‘0.
Bit 30 Reserved, must be kept at reset value.
Bit 29 VDDIO_HSLV: VDD I/O high-speed at low-voltage configuration bit
This bit indicates that the VDD power rail operates below 2.7 V.
0: Product working in the full voltage range, I/O speed optimization at low-voltage disabled
1: VDD 1/O below 2.7 V, 1/0 speed optimization at low-voltage feature allowed
Bits 28:26 Reserved, must be kept at reset value.
Bits 25: 22 Reserved, must be kept at reset value.
Bit 21 SECURITY: Security enable option configuration bit

218/2967

The SECURITY option bit enables the secure access mode of the device during an option
byte change. The change will be taken into account at next reset (next boot sequence). Once
it is enabled, the security feature can be disabled if no areas are protected by PCROP or
Secure access mode. If there are secure-only or PCROP protected areas, perform a level
regression (from level 1 to 0) and set all the bits to unprotect secure-only areas and PCROP
areas.

0: Security feature disabled

1: Security feature enabled.
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Bits 20:19 ST_RAM_SIZE[1:0]: ST RAM size option configuration bits

00: 2 Kbytes reserved to ST code

01: 4 Kbytes reserved to ST code

10: 8 Kbytes reserved to ST code

11: 16 Kbytes reserved to ST code

Note: This bitfield is effective only when the security is enabled (SECURITY = 1).

The whole DTCM RAM is always available for the application whatever ST_RAM_SIZE
option byte configuration.

Bit 18 IWDG_FZ_SDBY: IWDG Standby mode freeze option configuration bit
This option bit is used to freeze or not the independent watchdog IWDG in system Standby
mode.
0: Independent watchdog frozen in Standby mode
1: Independent watchdog keep running in Standby mode.

Bit 17 IWDG_FZ_STOP: IWDG Stop mode freeze option configuration bit
This option bit is used to freeze or not the independent watchdog IWDG in system Stop
mode.
0: Independent watchdog frozen in system Stop mode
1: Independent watchdog keep running in system Stop mode.

Bit 16 VDDMMC_HSLV: VDDMMC 1/O high-speed at low-voltage configuration bit
This bit indicates that the VDDMMC power rail operates below 2.7 V.
0: I/0 speed optimization at low-voltage disabled
1: VDDMMC power rail operating below 2.7 V, 1/0 speed optimization at low-voltage feature
allowed

Bits 15:8 RDP: Readout protection level option configuration bits
RDP bits are used to change the readout protection level. This change is possible only when
the current protection level is different from level 2. The possible configurations are:
O0xAA: global readout protection level 0
0xCC: global readout protection level 2
others values: global readout protection level 1.

Bit 7 NRST_STDY: Core domain Standby entry reset option configuration bit
0: a reset is generated when entering Standby mode on core domain.
1: no reset generated when entering Standby mode on core domain.

Bit6 NRST_STOP: Core domain DStop entry reset option configuration bit
0: a reset is generated when entering DStop or DStop2 mode on core domain.
1: no reset generated when entering DStop or DStop2 mode on core domain.

Bit 5 Reserved, must be kept at reset value.
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Bit 4 IWDG_SW: IWDG control mode option configuration bit

IWDG_SW option bit is used to select if IWDG independent watchdog is controlled by
hardware or by software.

0: IWDG watchdog is controlled by hardware

1: IWDG watchdog is controlled by software

Bits 3:2 BOR_LEV: Brownout level option status bit
These bits reflects the power level that generates a system reset.
00: BOR OFF
01: BOR Level 1, the threshold level is low (around 2.1 V)
10: BOR Level 2, the threshold level is medium (around 2.4 V)
11: BOR Level 3, the threshold level is high (around 2.7 V)

Bits 1:0 Reserved, must be kept at reset value.

4.9.10 FLASH option clear control register (FLASH_OPTCCR)

Address offset: 0x024 or 0x124
Reset value: 0x0000 0000
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Bit 31 Reserved, must be kept at reset value.
Bit 30 CLR_OPTCHANGEERR: OPTCHANGEERR reset bit
This bit is used to reset the OPTCHANGEERR flag in FLASH_OPTSR_CUR register.
FLASH_OPTCCR is write-only.
It is reset by programming it to 1.
Bits 29:0 Reserved, must be kept at reset value.
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4.9.11 FLASH protection address for bank 1 (FLASH_PRAR_CUR1)
Address offset: 0x028
Reset value: OxXXXX 0XXX (see Table 21: Option byte organization)

This read-only register reflects the current values of corresponding option bits.
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Bit 31 DMEP1: Bank 1 PCROP protected erase enable option status bit

If DMEP1 is set to 1, the PCROP protected area in bank 1 is erased when a protection level
regression (change from level 1 to 0) or a bank erase with protection removal occurs.

Bits 30:28 Reserved, must be kept at reset value.

Bits 27:16 PROT_AREA_END1: Bank 1 PCROP area end status bits
These bits contain the last 256-byte block of the PCROP area in bank 1.
If this address is equal to PROT_AREA_START1, the whole bank 1 is PCROP protected.
If this address is lower than PROT_AREA_START1, no protection is set on bank 1.

Bits 15:12 Reserved, must be kept at reset value.

Bits 11:0 PROT_AREA_START1: Bank 1 PCROP area start status bits
These bits contain the first 256-byte block of the PCROP area in bank 1.
If this address is equal to PROT_AREA_END1, the whole bank 1 is PCROP protected.
If this address is higher than PROT_AREA_END1, no protection is set on bank 1.

4.9.12 FLASH protection address for bank 1 (FLASH_PRAR_PRG1)

Address offset: 0x02C
Reset value: OxXXXX 0XXX (see Table 21: Option byte organization)

This register is used to program values in corresponding option bits.
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Bit 31 DMEP1: Bank 1 PCROP protected erase enable option configuration bit

If DMEP1 is set to 1, the PCROP protected area in bank 1 is erased when a protection level
regression (change from level 1 to 0) or a bank erase with protection removal occurs.

Bits 30:28 Reserved, must be kept at reset value.

Bits 27:16 PROT_AREA_END1: Bank 1 PCROP area end configuration bits
These bits contain the last 256-byte block of the PCROP area in bank 1.
If this address is equal to PROT_AREA_START1, the whole bank 1 is PCROP protected.
If this address is lower than PROT_AREA_START1, no protection is set on bank 1.

Bits 15:12 Reserved, must be kept at reset value.

Bits 11:0 PROT_AREA_START1: Bank 1 PCROP area start configuration bits

These bits contain the first 256-byte block of the PCROP area in bank 1.
If this address is equal to PROT_AREA_END1, the whole bank 1 is PCROP protected.
If this address is higher than PROT_AREA_END1, no protection is set on bank 1.

4.9.13 FLASH secure address for bank 1 (FLASH_SCAR_CUR1)
Address offset: 0x030
Reset value: OxXXXX 0XXX (see Table 21: Option byte organization)

This read-only register reflects the current values of corresponding option bits.
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Bit 31 DMES1: Bank 1 secure access protected erase enable option status bit
If DMESH1 is set to 1, the secure access only area in bank 1 is erased when a protection level
regression (change from level 1 to 0) or a bank erase with protection removal occurs.

Bits 30:28 Reserved, must be kept at reset value.

Bits 27:16 SEC_AREA_END1: Bank 1 secure-only area end status bits
These bits contain the last 256-byte block of the secure-only area in bank 1.
If this address is equal to SEC_AREA_START1, the whole bank 1 is secure access only.
If this address is lower than SEC_AREA_START1, no protection is set on bank 1.
Note: The non-secure flash area starts at address Ox(SEC_AREA_END1 + 1)00.

Bits 15:12 Reserved, must be kept at reset value.

Bits 11:0 SEC_AREA_START1: Bank 1 secure-only area start status bits
These bits contain the first 256 bytes of block of the secure-only area in bank 1.
If this address is equal to SEC_AREA_END1, the whole bank 1 is secure access only.
If this address is higher than SEC_AREA_END1, no protection is set on bank 1.
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4.9.14 FLASH secure address for bank 1 (FLASH_SCAR_PRG1)

Address offset: 0x034
Reset value: OxXXXX 0XXX (see Table 21: Option byte organization)

This register is used to program values in corresponding option bits.
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Bit 31 DMES1: Bank 1 secure access protected erase enable option configuration bit

If DMES1 is set to 1, the secure access only area in bank 1 is erased when a protection level
regression (change from level 1 to 0) or a bank erase with protection removal occurs.

Bits 30:28 Reserved, must be kept at reset value.

Bits 27:16 SEC_AREA_END1: Bank 1 secure-only area end configuration bits
These bits contain the last block of 256 bytes of the secure-only area in bank 1.
If this address is equal to SEC_AREA_START1, the whole bank 1 is secure access only.
If this address is lower than SEC_AREA_START1, no protection is set on bank 1.

Bits 15:12 Reserved, must be kept at reset value.

Bits 11:0 SEC_AREA_START1: Bank 1 secure-only area start configuration bits
These bits contain the first block of 256 bytes of the secure-only area in bank 1.
If this address is equal to SEC_AREA_END1, the whole bank 1 is secure access only.
If this address is higher than SEC_AREA_END1, no protection is set on bank 1.

4.9.15 FLASH write sector group protection for bank 1
(FLASH_WPSGN_CUR1R)

Address offset: 0x038
Reset value: 0xXXXX XXXX

This read-only register reflects the current values of corresponding option bits.
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Bits 31:0 WRPSGn1: Bank 1 sector group protection option status byte

Each FLASH_WPSGN_CUR1R bit reflects the write protection status of the corresponding

group of four consecutive sectors in bank 1 (0: the group is write protected; 1: the group is not
write protected)

Bit 0: Group embedding sectors 0 to 3

Bit 1: Group embedding sectors 4 to 7

Bit N: Group embedding sectors 4 x Nto 4 x N + 3
Bit 31: Group embedding sectors 124 to 127

Note: Bank 1 is limited to 16 and 64 sectors on STM32H7B0 and STM32H7A3xG devices,
respectively.

4.9.16 FLASH write sector group protection for bank 1
(FLASH_WPSGN_PRG1R)

Address offset: 0x03C
Reset value: 0xXXXX XXXX

This register is used to program values in corresponding option bits.
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Bits 31:0 WRPSGn1: Bank 1 sector group protection option status byte
Setting WRPSGnN1 bits to 0 write protects the corresponding group of four consecutive
sectors in bank 1 (0: the group is write protected; 1: the group is not write protected)
Bit 0: Group embedding sectors 0 to 3
Bit 1: Group embedding sectors 4 to 7
Bit N: Group embedding sectors 4 x Nto 4 x N + 3
Bit 31: Group embedding sectors 124 to 127

Note: Bank 1 is limited to 16 and 64 sectors on STM32H7B0 and STM32H7A3xG devices,
respectively.
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4.9.17 FLASH register boot address (FLASH_BOOT_CURR)

Address offset: 0x040 or 0x140
Reset value: OxXXXX XXXX (see Table 21: Option byte organization)

This register reflects the current values of corresponding option bits.
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Bits 31:16 BOOT_ADD1: Arm® Cortex®-M7 boot address 1
These bits reflect the MSB of the Arm® Cortex®-M7 boot address when the BOOT pin is high.

Bits 15:0 BOOT_ADDO: Arm® Cortex®-M7 boot address 0
These bits reflect the MSB of the Arm® Cortex®-M7 boot address when the BOOT pin is low.
4.9.18 FLASH register boot address FLASH_BOOT_PRGR)

Address offset: 0x044 or 0x144
Reset value: 0xXXXX XXXX (see Table 21: Option byte organization)

This register is used to program values in corresponding option bits.
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Bits 31:16 BOOT_ADD1: Arm® Cortex®-M7 boot address 1 configuration
These bits allow configuring the MSB of the Arm® Cortex®-M7 boot address when the BOOT
pin is high.
Bits 15:0 BOOT_ADDO: Arm® Cortex®-M7 boot address 0 configuration

These bits allow configuring the MSB of the Arm® Cortex®-M7 boot address when the BOOT
pin is low.
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4.9.19 FLASH CRC control register for bank 1 (FLASH_CRCCR1)

Address offset: 0x050
Reset value: 0x001C 0000
This register can be modified only if CRC_EN bit is set to 1 in FLASH_CR1 register.
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Bits 31:23 Reserved, must be kept at reset value.

Bit 22 ALL_BANK: Bank 1 CRC select bit
When ALL_BANK is set to 1, all bank 1 user sectors are added to list of sectors on which the
CRC is calculated.

Bits 21:20 CRC_BURST: Bank 1 CRC burst size
CRC_BURST bits set the size of the bursts that are generated by the CRC calculation unit.
00: every burst has a size of 4 flash words (128-bit)
01: every burst has a size of 16 flash words (128-bit)
10: every burst has a size of 64 flash words (128-bit)
11: every burst has a size of 256 flash words (128-bit)

Bits 19:18 Reserved, must be kept at reset value.

Bit 17 CLEAN_CRC: Bank 1 CRC clear bit
Setting CLEAN_CRC to 1 clears the current CRC result stored in the FLASH_CRCDATAR
register.

Bit 16 START_CRC: Bank 1 CRC start bit

START_CRC bit triggers a CRC calculation on bank 1 using the current configuration. No
CRC calculation can launched when an option byte change operation is ongoing because all
write accesses to embedded flash memory registers are put on hold until the option byte
change operation has completed.

Bits 15:11 Reserved, must be kept at reset value.

Bit 10 CLEAN_SECT: Bank 1 CRC sector list clear bit
Setting CLEAN_SECT to 1 clears the list of sectors on which the CRC is calculated.

Bit 9 ADD_SECT: Bank 1 CRC sector select bit
Setting ADD_SECT to 1 adds the sector whose number is CRC_SECT to the list of sectors
on which the CRC is calculated.
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Bit8 CRC_BY_SECT: Bank 1 CRC sector mode select bit
When CRC_BY_SECT is set to 1, the CRC calculation is performed at sector level, on the
sectors present in the list of sectors. To add a sector to this list, use ADD_SECT and
CRC_SECT bits. To clean the list, use CLEAN_SECT bit.
When CRC_BY_SECT is reset to 0, the CRC calculation is performed on all addresses
between CRC_START_ADDR and CRC_END_ADDR.
Bit 7 Reserved, must be kept at reset value.
Bits 6:0 CRC_SECT: Bank 1 CRC sector number
CRC_SECT is used to select one user flash sectors to be added to the list of sectors on
which the CRC is calculated. The CRC can be computed either between two addresses
(using registers FLASH_CRCSADD1R and FLASH_CRCEADD1R) or on a list of sectors
using this register. If this latter option is selected, it is possible to add a sector to the list of
sectors by programming the sector number in CRC_SECT and then setting to 1 ADD_SECT.
The list of sectors can be erased either by setting CLEAN_SECT bit or by disabling the CRC
computation. CRC_SECT can be set only when CRC_EN of FLASH_CR register is set to 1.
0b0000000: sector 0 of bank 1 for CRC
0b0000001: sector 1 of bank 1 for CRC
0b0001111: sector 15 of bank 1 for CRC
0b0111111: sector 63 of bank 1 for CRC
0b1111111: sector 127 of bank 1 for CRC
Note: Bank 1 is limited to 16 and 64 sectors on STM32H7B0 and STM32H7AxG devices,
respectively.
4.9.20 FLASH CRC start address register for bank 1
(FLASH_CRCSADD1R)
Address offset: 0x054
Reset value: 0x0000 0000
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Bits 31:20 Reserved, must be kept at reset value.

Bits 19:2 CRC_START_ADDR[19:2]: CRC start address on bank 1

CRC_START_ADDR is used when CRC_BY_SECT is cleared to 0. It must be programmed
to the start address of the bank 1 memory area on which the CRC calculation is performed.

Bits 1:0 Reserved, must be kept at reset value.
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4.9.21 FLASH CRC end address register for bank 1
(FLASH_CRCEADD1R)
Address offset: 0x058
Reset value: 0x0000 0000
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
CRC_END_ADDR[19:16]
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CRC_END_ADDR[15:2]
Bits 31:20 Reserved, must be kept at reset value.
Bits 19:2 CRC_END_ADDR[19:2]: CRC end address on bank 1
CRC_END_ADDR is used when CRC_BY_SECT is cleared to 0. It must be programmed to
the end address of the bank 1 memory area on which the CRC calculation is performed
Bits 1:0 Reserved, must be kept at reset value.
4.9.22 FLASH CRC data register (FLASH_CRCDATAR)
Address offset: 0x05C or 0x15C
Reset value: 0x0000 0000
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Bits 31:0 CRC_DATA: CRC result
CRC_DATA bits contain the result of the last CRC calculation.
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4.9.23 FLASH ECC fail address for bank 1 (FLASH_ECC_FA1R)
Address offset: 0x060
Reset value: 0x0000 0000
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4.9.24

31

Bit 31 OTP_FAIL_ECC: OTP ECC error bit

This bit is set to 1 when one single ECC correction or double ECC detection occurred during
the last successful read operation from the read-only/ OTP area. The address of the ECC
error is available in FAIL_ECC_ADDR1 bitfield.

Bits 30:16 Reserved, must be kept at reset value.

Bits 15:0 FAIL_ECC_ADDR1: Bank 1 ECC error address

When an ECC error occurs (both for single correction or double detection) during a read
operation from bank 1, the FAIL_ECC_ADDR1 bitfield indicates the address that generated
the error:

Fail address = FAIL_ECC_ADDR1 * 32 + flash memory Bank 1 address offset
FAIL_ECC_ADDRT1 is reset when the flag error in the FLASH_SR1 register
(CLR_SNECCERR1 or CLR_DBECCERRH1) is reset.

The embedded flash memory programs the address in this register only when no ECC error
flags are set. This means that only the first address that generated an ECC error is saved.
The address in FAIL_ECC_ADDRH1 is relative to the flash memory area where the error
occurred (user flash memory, system flash memory, read-only/OTP area).

FLASH OTP block lock (FLASH_OTPBL_CUR)

Address offset: 0x068
Reset value: OxXXXX XXXX

This register reflects the current values of corresponding option bits.
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Bits 31:16 Reserved, must be kept at reset value.

Bits 15:0 LOCKBL: OTP Block Lock
Block n corresponds to OTP 16-bit word 32 x nto 32 x n + 31.
LOCKBL[Nn] = 1 indicates that all OTP 16-bit words in OTP Block n are locked and can no
longer be programmed.
LOCKBL[n] = 0 indicates that all OTP 16-bit words in OTP Block n are not locked and can still

be modified.
4.9.25 FLASH OTP block lock (FLASH_OTPBL_PRG)

Address offset: 0x06C

Reset value: OxXXXX XXXX

This register is used to program values in corresponding option bits.
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4.9.26
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Bits 31:16 Reserved, must be kept at reset value.

Bits 15:0 LOCKBL: OTP Block Lock
Block n corresponds to OTP 16-bit word 32 x nto 32 x n + 31.
LOCKBLI[n] = 1 indicates that all OTP 16-bit words in OTP Block n are locked and can no
longer be programmed.
LOCKBL][n] = 0 indicates that all OTP 16-bit words in OTP Block n are not locked and can still
be modified.
LOCKBL bits can be set if the corresponding bit in FLASH_OTPBL_CUR is cleared.

FLASH key register for bank 2 (FLASH_KEYR2)

Address offset: 0x104
Reset value: 0x0000 0000

FLASH_KEYR?2 is a write-only register. The following values must be programmed
consecutively to unlock FLASH_CR2 register and allow programming/erasing it:

1. 1Stkey = 0x4567 0123

2. 2" key = OXCDEF 89AB

This register is available only on STM32H7A3/7B3 devices. It is reserved on STM32H7BO.
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31 30 20 28 27 26 25 24 23 22 21 20 19 18 17 16
KEY2R

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
KEY2R

Bits 31:0 KEY2R: Bank 2 access configuration unlock key

4.9.27 FLASH control register for bank 2 (FLASH_CR2)
Address offset: 0x10C
Reset value: 0x0000 0001
This register is available only on STM32H7A3/7B3 devices. It is reserved on STM32H7B0.
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Bits 31:29 Reserved, must be kept at reset value.

Bit 286 CRCRDERRIE2: Bank 2 CRC read error interrupt enable bit
When CRCRDERRIE2 bit is set to 1, an interrupt is generated when a protected area
(PCROP or secure-only) has been detected during the last CRC computation on bank 2.
CRCRDERRIEZ2 can be programmed only when LOCK2 is cleared to 0.
0: no interrupt generated when a CRC read error occurs on bank 2
1: interrupt generated when a CRC read error occurs on bank 2

Bit 27 CRCENDIE2: Bank 2 CRC end of calculation interrupt enable bit
When CRCENDIE?2 bit is set to 1, an interrupt is generated when the CRC computation has
completed on bank 2. CRCENDIE2 can be programmed only when LOCK2 is cleared to 0.
0: no interrupt generated when CRC computation complete on bank 2
1: interrupt generated when CRC computation complete on bank 2

Bit 26 DBECCERRIE2: Bank 2 ECC double detection error interrupt enable bit
When DBECCERRIE?2 bit is set to 1, an interrupt is generated when an ECC double
detection error occurs during a read operation from bank 2. DBECCERRIE2 can be
programmed only when LOCK?2 is cleared to 0.
0: no interrupt generated when an ECC double detection error occurs on bank 2
1: interrupt generated if an ECC double detection error occurs on bank 2
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Bit 25 SNECCERRIE2: Bank 2 ECC single correction error interrupt enable bit

When SNECCERRIE2 bit is set to 1, an interrupt is generated when an ECC single correction
error occurs during a read operation from bank 2. SNECCERRIEZ2 can be programmed only
when LOCK2 is cleared to 0.

0: no interrupt generated when an ECC single correction error occurs on bank 2
1: interrupt generated when an ECC single correction error occurs on bank 2

Bit 24 RDSERRIE2: Bank 2 secure error interrupt enable bit

When RDSERRIE2 bit is set to 1, an interrupt is generated when a secure error (access to a
secure-only protected address) occurs during a read operation from bank 2. RDSERRIE2
can be programmed only when LOCK2 is cleared to O.

0: no interrupt generated when a secure error occurs on bank 2
1: an interrupt is generated when a secure error occurs on bank 2

Bit 23 RDPERRIE2: Bank 2 read protection error interrupt enable bit

When RDPERRIEZ2 bit is set to 1, an interrupt is generated when a read protection error
occurs (access to an address protected by PCROP or by RDP level 1) during a read
operation from bank 2. RDPERRIE2 can be programmed only when LOCK2 is cleared to 0.
0: no interrupt generated when a read protection error occurs on bank 2

1: an interrupt is generated when a read protection error occurs on bank 2

Bit 22 Reserved, must be kept at reset value.

Bit 21 INCERRIE2: Bank 2 inconsistency error interrupt enable bit

When INCERRIEZ2 bit is set to 1, an interrupt is generated when an inconsistency error
occurs during a write operation to bank 2. INCERRIEZ2 can be programmed only when
LOCK?2 is cleared to 0.

0: no interrupt generated when a inconsistency error occurs on bank 2
1: interrupt generated when a inconsistency error occurs on bank 2.

Bit 20 Reserved, must be kept at reset value.

Bit 19 STRBERRIE2: Bank 2 strobe error interrupt enable bit
When STRBERRIEZ bit is set to 1, an interrupt is generated when a strobe error occurs (the
master programs several times the same byte in the write buffer) during a write operation to
bank 2. STRBERRIE2 can be programmed only when LOCK2 is cleared to 0.
0: no interrupt generated when a strobe error occurs on bank 2
1: interrupt generated when strobe error occurs on bank 2.

Bit 18 PGSERRIE2: Bank 2 programming sequence error interrupt enable bit

When PGSERRIE2 bit is set to 1, an interrupt is generated when a sequence error occurs
during a program operation to bank 2. PGSERRIE2 can be programmed only when LOCK2 is
cleared to 0.

0: no interrupt generated when a sequence error occurs on bank 2
1: interrupt generated when sequence error occurs on bank 2.

Bit 17 WRPERRIE2: Bank 2 write protection error interrupt enable bit

When WRPERRIE? bit is set to 1, an interrupt is generated when a protection error occurs
during a program operation to bank 2. WRPERRIE2 can be programmed only when LOCK2
is cleared to 0.

0: no interrupt generated when a protection error occurs on bank 2
1: interrupt generated when a protection error occurs on bank 2.
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Bit 16 EOPIE2: Bank 2 end-of-program interrupt control bit
Setting EOPIE2 bit to 1 enables the generation of an interrupt at the end of a program
operation to bank 2. EOPIE2 can be programmed only when LOCK2 is cleared to 0.
0: no interrupt generated at the end of a program operation to bank 2.
1: interrupt enabled when at the end of a program operation to bank 2.

Bit 15 CRC_EN: Bank 2 CRC control bit
Setting CRC_EN bit to 1 enables the CRC calculation on bank 2. CRC_EN does not start
CRC calculation but enables CRC configuration through FLASH_CRCCR?2 register.
When CRC calculation is performed on bank 2, it can only be disabled by setting CRC_EN bit
to 0. Resetting CRC_EN clears CRC configuration and resets the content of
FLASH_CRCDATAR register.
CRC_EN can be programmed only when LOCK2 is cleared to 0.

Bits 14:13 Reserved, must be kept at reset value.
Bits 12:6 SSN2: Bank 2 sector erase selection number

3

Bit 5

Bit 4

Bit 3

These bits are used to select the target sector for an erase operation (they are unused
otherwise). SSN2 can be programmed only when LOCK2 is cleared to 0.

0x0: Sector 0 of user flash bank 2 selected

0x1: Sector 10of user flash bank 2 selected

0x3F: Sector 63 of user flash bank 2 selected

0x7F: Sector 127 of user flash bank 2 selected
Note: Bank 2 is limited to 64 sectors on STM32H7A3xG devices.

START2: Bank 2 erase start control bit
START2 bit is used to start a sector erase or a bank erase operation. START2 can be
programmed only when LOCK?2 is cleared to 0.
The embedded flash memory resets START2 when the corresponding operation has been
acknowledged. The user application cannot access any embedded flash memory register
until the operation is acknowledged.

FW2: Bank 2 write forcing control bit
FW2 forces a write operation even if the write buffer is not full. FW2 can be programmed only
when LOCK2 is cleared to 0.
The embedded flash memory resets FW2 when the corresponding operation has been
acknowledged.
Write forcing is effective only if the write buffer is not empty. In particular, FW2 does not start
several write operations when the write operations are performed consecutively.

BER2: Bank 2 erase request
Setting BER2 bit to 1 requests a bank erase operation on bank 2 (user flash memory only).
BER2 can be programmed only when LOCK2 is cleared to 0.
BER2 has a higher priority than SER2: if both are set, the embedded flash memory executes
a bank erase.

0: bank erase not requested on bank 2
1: bank erase requested on bank 2

Note: Write protection error is triggered when a bank erase is required and some sectors are
protected.
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Bit 2 SER2: Bank 2 sector erase request
Setting SER2 bit to 1 requests a sector erase on bank 2. SER2 can be programmed only
when LOCK?2 is cleared to 0.

BER2 has a higher priority than SER2: if both are set, the embedded flash memory executes
a bank erase.

0: sector erase not requested on bank 2
1: sector erase requested on bank 2

Note: Write protection error is triggered when a sector erase is required on protected
sector(s).

Bit 1 PG2: Bank 2 internal buffer control bit

Setting PG2 bit to 1 enables internal buffer for write operations to bank 2. This allows the
preparation of program operations even if a sector or bank erase is ongoing.

PG2 can be programmed only when LOCK2 is cleared to 0. When PG2 is reset, the internal
buffer is disabled for write operations to bank 2 and all the data stored in the buffer but not
sent to the operation queue are lost.

Bit 0 LOCKZ2: Bank 2 configuration lock bit

This bit locks the FLASH_CR2 register. The correct write sequence to FLASH_KEYR2
register unlocks this bit. If a wrong sequence is executed, or the unlock sequence to
FLASH_KEYR?2 is performed twice, this bit remains locked until next system reset.
LOCK2 can be set by programming it to 1. When set to 1, a new unlock sequence is
mandatory to unlock it. When LOCK2 changes from 0 to 1, the other bits of FLASH_CR?2
register do not change.

0: FLASH_CR?2 register unlocked

1: FLASH_CR?2 register locked
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4.9.28 FLASH status register for bank 2 (FLASH_SR2)
Address offset: 0x110
Reset value: 0x0000 0000
This register is available only on STM32H7A3/7B3 devices. It is reserved on STM32H7B0.
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Bits 31:29 Reserved, must be kept at reset value.

Bit 28 CRCRDERRZ2: Bank 2 CRC read error flag

CRCRDERR? flag is raised when a word is found read protected during a CRC operation on
bank 2. An interrupt is generated if CRCRDIE2 and CRCEND?2 are set to 1. Writing 1 to
CLR_CRCRDERR?2 bit in FLASH_CCR?2 register clears CRCRDERR2.

0: no protected area inside the address read by CRC on bank 2

1: a protected area inside the address read by CRC on bank 2. CRC result is very likely
incorrect.

Note: This flag is valid only when CRCEND?2 bit is set to 1.

Bit 27 CRCEND2: Bank 2 CRC end of calculation flag

CRCEND2 bit is raised when the CRC computation has completed on bank 2. An interrupt is
generated if CRCENDIEZ2 is set to 1. It is not necessary to reset CRCEND?2 before restarting
CRC computation. Writing 1 to CLR_CRCEND?2 bit in FLASH_CCR?2 register clears
CRCEND2.

0: CRC computation not complete on bank 2

1: CRC computation complete on bank 2

Bit 26 DBECCERR2: Bank 2 ECC double detection error flag

DBECCERR? flag is raised when an ECC double detection error occurs during a read
operation from bank 2. An interrupt is generated if DBECCERRIE2 is set to 1. Writing 1 to
CLR_DBECCERR2 bit in FLASH_CCR?2 register clears DBECCERRZ2.

0: no ECC double detection error occurs on bank 2

1: ECC double detection error occurs on bank 2

Bit 25 SNECCERRZ2: Bank 2 single correction error flag

SNECCERR?2 flag is raised when an ECC single correction error occurs during a read
operation from bank 2. An interrupt is generated if SNECCERRIE2 is set to 1. Writing 1 to
CLR_SNECCERR? bit in FLASH_CCR?2 register clears SNECCERR2.

0: no ECC single correction error occurs on bank 2

1: ECC single correction error occurs on bank 2
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Bit 24

Bit 23

Bit 22
Bit 21

Bit 20
Bit 19

Bit 18

Bit 17

Bit 16

Bits 15:4

RDSERRZ2: Bank 2 secure error flag
RDSERR? flag is raised when a read secure error (read access to a secure-only protected
word) occurs on bank 2. An interrupt is generated if RDSERRIE2 is set to 1. Writing 1 to
CLR_RDSERR? bit in FLASH_CCR? register clears RDSERR2.
0: no secure error occurs on bank 2
1: a secure error occurs on bank 2

RDPERRZ2: Bank 2 read protection error flag
RDPERR?2 flag is raised when a read protection error (read access to a PCROP-protected
word or a RDP-protected area) occurs on bank 2. An interrupt is generated if RDPERRIE2 is
set to 1. Writing 1 to CLR_RDPERR?2 bit in FLASH_CCR2 register clears RDPERR2.
0: no read protection error occurs on bank 2
1: a read protection error occurs on bank 2

Reserved, must be kept at reset value.

INCERR2: Bank 2 inconsistency error flag
INCERRR2 flag is raised when a inconsistency error occurs on bank 2. An interrupt is
generated if INCERRIEZ2 is set to 1. Writing 1 to CLR_INCERR?2 bit in the FLASH_CCR2
register clears INCERR2.
0: no inconsistency error occurred on bank 2
1: an inconsistency error occurred on bank 2.

Reserved, must be kept at reset value.

STRBERR2: Bank 2 strobe error flag

STRBERR?2 flag is raised when a strobe error occurs on bank 2 (when the master attempts to
write several times the same byte in the write buffer). An interrupt is generated if the
STRBERRIEZ2 bit is set to 1. Writing 1 to CLR_STRBERR?2 bit in FLASH_CCR2 register
clears STRBERR2.

0: no strobe error occurred on bank 2

1: a strobe error occurred on bank 2.

PGSERRZ2: Bank 2 programming sequence error flag

PGSERR?2 flag is raised when a sequence error occurs on bank 2. An interrupt is generated
if the PGSERRIEZ2 bit is set to 1. Writing 1 to CLR_PGSERR?2 bit in FLASH_CCR2 register
clears PGSERR2.

0: no sequence error occurred on bank 2

1: a sequence error occurred on bank 2.

WRPERRZ2: Bank 2 write protection error flag
WRPERR?2 flag is raised when a protection error occurs during a program operation to bank
2. An interrupt is also generated if the WRPERRIE2 is set to 1. Writing 1 to CLR_WRPERR2
bit in FLASH_CCR?2 register clears WRPERR2.
0: no write protection error occurred on bank 2
1: a write protection error occurred on bank 2

EOP2: Bank 2 end-of-program flag

EOP2 flag is set when a programming operation to bank 2 completes. An interrupt is
generated if the EOPIE2 is set to 1. It is not necessary to reset EOP2 before starting a new
operation. EOP2 bit is cleared by writing 1 to CLR_EOP2 bit in FLASH_CCR2 register.

0: no programming operation completed on bank 2

1: a programming operation completed on bank 2

Reserved, must be kept at reset value.
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Bit 3 CRC_BUSY2: Bank 2 CRC busy flag

CRC_BUSY2 flag is set when a CRC calculation is ongoing on bank 2. This bit cannot be
forced to 0. The user must wait until the CRC calculation has completed or disable CRC
computation on bank 2.

0: no CRC calculation ongoing on bank 2

1: CRC calculation ongoing on bank 2.

Bit 2 QW2: Bank 2 wait queue flag

Bit1 W

QW2 flag is set when a write or erase operation is pending in the command queue buffer of
bank 2. It is not possible to know what type of operation is present in the queue. This flag is
reset by hardware when all write/erase operations have been executed and thus removed
from the waiting queue(s). This bit cannot be forced to 0. It is reset after a deterministic time if
no other operations are requested.

0: no write or erase operation is waiting in the operation queues of bank 2

1: at least one write or erase operation is pending in the operation queues of bank 2

BNE2: Bank 2 write buffer not empty flag
WBNE?2 flag is set when embedded flash memory is waiting for new data to complete the
write buffer. In this state the write buffer is not empty. WBNEZ2 is reset by hardware each time
the write buffer is complete or the write buffer is emptied following one of the event below:
—  the application software forces the write operation using FW2 bit in FLASH_CR2
—  the embedded flash memory detects an error that involves data loss
—  the application software has disabled write operations in this bank
This bit cannot be forced to 0. To reset it, clear the write buffer by performing any of the
above listed actions or send the missing data.
0: write buffer of bank 2 empty or full
1: write buffer of bank 2 waiting data to complete

Bit 0 BSY2: Bank 2 busy flag

BSY2 flag is set when an effective write or erase operation is ongoing to bank 2. It is not
possible to know what type of operation is being executed.

BSY2 cannot be forced to 0. It is automatically reset by hardware every time a step in a write,
or erase operation completes.

0: no write or erase operation is executed on bank 2

1: a write or an erase operation is being executed on bank 2.
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4.9.29 FLASH clear control register for bank 2 (FLASH_CCRZ2)

Address offset: 0x114
Reset value: 0x0000 0000
This register is available only on STM32H7A3/7B3 devices. It is reserved on STM32H7B0.
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Bits 31:29 Reserved, must be kept at reset value.
Bit 28 CLR_CRCRDERRZ2: Bank 2 CRCRDERR?2 flag clear bit
Setting this bit to 1 resets to 0 CRCRDERR?2 flag in FLASH_SR2 register.
Bit 27 CLR_CRCEND2: Bank 2 CRCEND?2 flag clear bit
Setting this bit to 1 resets to 0 CRCEND?2 flag in FLASH_SR2 register.
Bit 26 CLR_DBECCERR2: Bank 2 DBECCERR?2 flag clear bit
Setting this bit to 1 resets to 0 DBECCERR2 flag in FLASH_SR2 register. If the
SNECCERR?2 flag of FLASH_SR2 register is cleared to 0, FLASH_ECC_FAZ2R register is
reset to 0 as well.
Bit 25 CLR_SNECCERRZ2: Bank 2 SNECCERR?2 flag clear bit
Setting this bit to 1 resets to 0 SNECCERR?2 flag in FLASH_SR2 register. If the
DBECCERR?2 flag of FLASH_SR2 register is cleared to 0, FLASH_ECC_FAZ2R register is
reset to 0 as well.
Bit 24 CLR_RDSERRZ2: Bank 2 RDSERR?2 flag clear bit
Setting this bit to 1 resets to 0 RDSERR2 flag in FLASH_SR2 register.
Bit 23 CLR_RDPERRZ2: Bank 2 RDPERR?2 flag clear bit
Setting this bit to 1 resets to 0 RDPERR2 flag in FLASH_SR2 register.
Bit 22 Reserved, must be kept at reset value.
Bit 21 CLR_INCERRZ2: Bank 2 INCERR?2 flag clear bit
Setting this bit to 1 resets to 0 INCERR2 flag in FLASH_SR2 register.
Bit 20 Reserved, must be kept at reset value.
Bit 19 CLR_STRBERRZ2: Bank 2 STRBERRZ2 flag clear bit
Setting this bit to 1 resets to 0 STRBERR?2 flag in FLASH_SR2 register.
Bit 18 CLR_PGSERR2: Bank 2 PGSERR?2 flag clear bit
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Setting this bit to 1 resets to 0 PGSERR2 flag in FLASH_SR2 register.
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Bit 177 CLR_WRPERR2: Bank 2 WRPERR2 flag clear bit
Setting this bit to 1 resets to 0 WRPERR?2 flag in FLASH_SR2 register.

Bit 16 CLR_EOP2: Bank 2 EOP2 flag clear bit
Setting this bit to 1 resets to 0 EOP2 flag in FLASH_SR2 register.

Bits 15:0 Reserved, must be kept at reset value.

4.9.30 FLASH protection address for bank 2 (FLASH_PRAR_CUR2)
Address offset: 0x128
Reset value: OxXXXX 0XXX (see Table 21: Option byte organization)

This read-only register reflects the current values of corresponding option bits. It is available
only on STM32H7A3/7B3 devices and reserved on STM32H7B0.
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Bit 31 DMEP2: Bank 2 PCROP protected erase enable option status bit

If DMEP2 is set to 1, the PCROP protected area in bank 2 is erased when a protection level
regression (change from level 1 to 0) or a bank erase with protection removal occurs.

Bits 30:28 Reserved, must be kept at reset value.

Bits 27:16 PROT_AREA_END2: Bank 2 PCROP area end status bits
These bits contain the last 256-byte block of the PCROP area in bank 2.
If this address is equal to PROT_AREA_START2, the whole bank 2 is PCROP protected.
If this address is lower than PROT_AREA_START2, no protection is set on bank 2.

Bits 15:12 Reserved, must be kept at reset value.

Bits 11:0 PROT_AREA_START2: Bank 2 PCROP area start status bits
These bits contain the first 256-byte block of the PCROP area in bank 2.
If this address is equal to PROT_AREA_END2, the whole bank 2 is PCROP protected.
If this address is higher than PROT_AREA_END2, no protection is set on bank 2.

4.9.31 FLASH protection address for bank 2 (FLASH_PRAR_PRG2)
Address offset: 0x12C
Reset value: OxXXXX 0XXX (see Table 21: Option byte organization)

This register is used to program values in corresponding option bits. It is available only on
STM32H7A3/7B3 devices and reserved on STM32H7B0.
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Bit 31 DMEP2: Bank 2 PCROP protected erase enable option configuration bit
If DMEP2 is set to 1, the PCROP protected area in bank 2 is erased when a protection level
regression (change from level 1 to 0) or a bank erase with protection removal occurs.
Bits 30:28 Reserved, must be kept at reset value.
Bits 27:16 PROT_AREA_END2: Bank 2 PCROP area end configuration bits
These bits contain the last 256-byte block of the PCROP area in bank 2.
If this address is equal to PROT_AREA_STARTZ2, the whole bank 2 is PCROP protected.
If this address is lower than PROT_AREA_START2, no protection is set on bank 2.
Bits 15:12 Reserved, must be kept at reset value.
Bits 11:0 PROT_AREA_START2: Bank 2 PCROP area start configuration bits
These bits contain the first 256-byte block of the PCROP area in bank 2.
If this address is equal to PROT_AREA_END2, the whole bank 2 is PCROP protected.
If this address is higher than PROT_AREA_END2, no protection is set on bank 2.
4.9.32 FLASH secure address for bank 2 (FLASH_SCAR_CUR2)
Address offset: 0x130
Reset value: OxXXXX 0XXX (see Table 21: Option byte organization)
This read-only register reflects the current values of corresponding option bits. It is available
only on STM32H7A3/7B3 devices and reserved on STM32H7B0.
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Bit 31 DMES2: Bank 2 secure protected erase enable option status bit

If DMES2 is set to 1, the secure protected area in bank 2 is erased when a protection level
regression (change from level 1 to 0) or a bank erase with protection removal occurs.

Bits 30:28 Reserved, must be kept at reset value.

Bits 27:16 SEC_AREA_END2: Bank 2 secure-only area end status bits
These bits contain the last 256-byte block of the secure-only area in bank 2.
If this address is equal to SEC_AREA_STARTZ2, the whole bank 2 is secure protected.
If this address is lower than SEC_AREA_STARTZ, no protection is set on bank 2.

Bits 15:12 Reserved, must be kept at reset value.

Bits 11:0 SEC_AREA_START2: Bank 2 secure-only area start status bits

These bits contain the first 256-byte block of the secure-only area in bank 2.
If this address is equal to SEC_AREA_END2, the whole bank 2 is secure protected.
If this address is higher than SEC_AREA_END2, no protection is set on bank 2.

4.9.33 FLASH secure address for bank 2 (FLASH_SCAR_PRG2)

Address offset: 0x134
Reset value: OxXXXX 0XXX (see Table 21: Option byte organization)

This register is used to program values in corresponding option bits. It is available only on
STM32H7A3/7B3 devices and reserved on STM32H7B0.
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Bit 31 DMES2: Bank 2 secure access protected erase enable option configuration bit

If DMES2 is set to 1, the secure access only area in bank 2 is erased when a protection level
regression (change from level 1 to 0) or a bank erase with protection removal occurs.

Bits 30:28 Reserved, must be kept at reset value.

Bits 27:16 SEC_AREA_END2: Bank 2 secure-only area end configuration bits
These bits contain the last of 256 bytes block of the secure-only area in bank 2.
If this address is equal to SEC_AREA_STARTZ, the whole bank 2 is secure access only.
If this address is lower than SEC_AREA_START2, no protection is set on bank 2.

Bits 15:12 Reserved, must be kept at reset value.

Bits 11:0 SEC_AREA_START2: Bank 2 secure-only area start configuration bits
These bits contain the first of 256 bytes block of the secure-only area in bank 2.
If this address is equal to SEC_AREA_END2, the whole bank 2 is secure access only.
If this address is higher than SEC_AREA_END2, no protection is set on bank 2.
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4.9.34 FLASH write sector group protection for bank 2
(FLASH_WPSGN_CURZ2R)
Address offset: 0x138
Reset value: OxXXXX XXXX
This read-only register reflects the current values of corresponding option bits. It is available
only on STM32H7A3/7B3 devices and reserved on STM32H7B0.
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
WRPSGN2
r | r | r | r | r | r | r | r | r | r | r | r | r | r | r | r
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
WRPSGN2
r | r | r | r | r | r | r | r | r | r | r | r | r | r | r | r
Bits 31:0 WRPSGn2: Bank 2 sector group protection option status byte
Each FLASH_WPSGN_CURZ2R bit reflects the write protection status of the corresponding
group of 4 consecutive sectors in bank 2 (0: group is write protected; 1: group is not write
protected)
Bit 0: Group embedding sectors 0 to 3
Bit 1: Group embedding sectors 4 to 7
Bit N: Group embedding sectors 4 x Nto4 x N + 3
Bit 31: Group embedding sectors 124 to 127
Note: Bank 2 is limited to 64 sectors on STM32H7A3xG devices.
4.9.35 FLASH write sector group protection for bank 2
(FLASH_WPSGN_PRG2R)
Address offset: 0x13C
Reset value: OxXXXX XXXX
This register is used to program values in corresponding option bits. It is available only on
STM32H7A3/7B3 devices and reserved on STM32H7BO0.
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
WRPSGN2
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
WRPSGN2
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Bits 31:0 WRPSGnN2: Bank 2 sector group protection option status byte
Setting WRPSGnN2 bits to 0 write protects the corresponding group of 4 consecutive sectors
in bank 2 (0: group is write protected; 1: group is not write protected)
Bit 0: Group embedding sectors 0 to 3
Bit 1: Group embedding sectors 4 to 7
Bit N: Group embedding sectors 4 x Nto 4 x N + 3
Bit 31: Group embedding sectors 124 to 127
Note: Bank 2 is limited to 64 sectors on STM32H7A3xG devices.

4.9.36 FLASH CRC control register for bank 2 (FLASH_CRCCR2)
Address offset: 0x150
Reset value: 0x001C 0000
The values in this register can be changed only if CRC_EN bit is set to 1 in FLASH_CR2
register.
This register is available only on STM32H7A3/7B3 devices. It is reserved on STM32H7BO.
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
= O O
é (g 6| 6|
o o z =
4 o | 3
< & 3 | b
w w w w w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
5w | 9
w 8} 7
2 b >! CRC_SECT
z a ) _
= . 2
o &
w w w w | rw | w | rw | w | w | w

3

Bits 31:23 Reserved, must be kept at reset value.

Bit 22 ALL_BANK: Bank 2 CRC select bit
When ALL_BANK is set to 1, all bank 2 user sectors are added to the list of sectors on which
the CRC is calculated.

Bits 21:20 CRC_BURST: Bank 2 CRC burst size
CRC_BURST bits set the size of the bursts that are generated by the CRC calculation unit.
00: every burst has a size of 4 flash words (128 bit)
01: every burst has a size of 16 flash words (128-bit)
10: every burst has a size of 64 flash words (128-bit)
11: every burst has a size of 256 flash words (128-bit)

Bits 19:18 Reserved, must be kept at reset value.

Bit 17 CLEAN_CRC: Bank 2 CRC clear bit
Setting CLEAN_CRC to 1 clears the current CRC result stored in the FLASH_CRCDATAR
register.
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Bit 16 START_CRC: Bank 2 CRC start bit

START_CRC bit triggers a CRC calculation on bank 2 using the current configuration. It is not
possible to start a CRC calculation when an option byte change operation is ongoing
because all write accesses to embedded flash memory registers are put on hold until the
option byte change operation has completed.

Bits 15:11 Reserved, must be kept at reset value.

Bit 10 CLEAN_SECT: Bank 2 CRC sector list clear bit
Setting CLEAN_SECT to 1 clears the list of sectors on which the CRC is calculated.

Bit 9 ADD_SECT: Bank 2 CRC sector select bit
Setting ADD_SECT to 1 adds the sector whose number is CRC_SECT to the list of sectors
on which the CRC is calculated.

Bit 8 CRC_BY_SECT: Bank 2 CRC sector mode select bit
When CRC_BY_SECT is set to 1, the CRC calculation is performed at sector level, on the
sectors selected by CRC_SECT.
When CRC_BY_SECT is reset to 0, the CRC calculation is performed on all addresses
between CRC_START_ADDR and CRC_END_ADDR.

Bit 7 Reserved, must be kept at reset value.

Bits 6:0 CRC_SECT: Bank 2 CRC sector number
CRC_SECT is used to select one or more user flash sectors to be added to CRC calculation.
The CRC can be computed either between two addresses (using registers
FLASH_CRCSADD2R and FLASH_CRCEADD2R) or on a list of sectors using this register. If
this latter option is selected, it is possible to add a sector to the list of sectors by programming
the sector number in CRC_SECT and then setting ADD_SECT to 1.
The list of sectors can be erased either by setting CLEAN_SECT bit or by disabling the CRC
computation. CRC_SECT can be set only when CRC_EN of FLASH_CR register is set to 1.
0b0000000: sector 0 of bank 2 for CRC
0b0000001: sector 1 of bank 2 for CRC

0b0111111: sector 63 of bank 2 for CRC

0b1111111: sector 127 of bank 2 for CRC
Note: Bank 2 is limited to 64 sectors on STM32H7AxG devices.

4.9.37 FLASH CRC start address register for bank 2
(FLASH_CRCSADD2R)

Address offset: 0x154
Reset value: 0x0000 0000
This register is available only on STM32H7A3/7B3 devices. It is reserved on STM32H7BO.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

CRC_START_ADDR[19:16]

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
CRC_START_ADDR([15:2]

3
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Bits 31:20 Reserved, must be kept at reset value.

Bits 19:2 CRC_START_ADDR[19:2]: CRC start address on bank 2
CRC_START_ADDR is used when CRC_BY_SECT is cleared to 0. It must be programmed
to the start address of the bank 2 memory area on which the CRC calculation is performed.

Bits 1:0 Reserved, must be kept at reset value.

4.9.38 FLASH CRC end address register for bank 2
(FLASH_CRCEADD2R)
Address offset: 0x158

Reset value: 0x0000 0000
This register is available only on STM32H7A3/7B3 devices. It is reserved on STM32H7BO.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
CRC_END_ADDR[19:16]
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
CRC_END_ADDR([15:2]

Bits 31:20 Reserved, must be kept at reset value.

Bits 19:2 CRC_END_ADDR[19:2]: CRC end address on bank 2
CRC_END_ADDR is used when CRC_BY_SECT is cleared to 0. It must be programmed to
the end address of the bank 2 memory area on which the CRC calculation is performed.

Bits 1:0 Reserved, must be kept at reset value.

4.9.39 FLASH ECC fail address for bank 2 (FLASH_ECC_FA2R)

Address offset: 0x160

Reset value: 0x0000 0000
This register is available only on STM32H7A3/7B3 devices. It is reserved on STM32H7B0.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

15 14 13 12 1 10 9 8 7 6 5 4 3

FAIL_ECC_ADDR2

r | r | r | r | r | r | r | r | r | r | r | r | r | r | r | r
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Bits 31:16 Reserved, must be kept at reset value.

Bits 15:0 FAIL_ECC_ADDRZ2: Bank 2 ECC error address
When an ECC error occurs (both for single error correction or double detection) during a read
operation from bank 2, the FAIL_ECC_ADDR? bitfield indicates the address that generated
the error:
Fail address = FAIL_ECC_ADDR2 * 32 + flash memory Bank 2 address offset
FAIL_ECC_ADDR?2 is reset when the flag error in the FLASH_SR2 register
(CLR_SNECCERR2 or CLR_DBECCERR?2) is reset.
The embedded flash memory programs the address in this register only when no ECC error
flags are set. This means that only the first address that generated an ECC error is saved.

4.9.40 FLASH register map and reset values

Table 28. Register map and reset value table

Register
Offset 9 = 2R RN KRUIKNSR2|R=C2 T 2N E|2 o ||~ 0|1t N0
name reset
3
i o
FLASH_ACR 5 g
0x000 = T
o -
=
0x00000037 0‘1 0‘0‘1‘1
FLASH_KEYR1 KEY1R
0x004
0x00000000 o‘o‘o‘o‘o‘o‘o‘o‘o‘o‘o‘o‘o‘o‘o‘o‘o‘o‘o‘o‘o‘o‘o‘o‘o‘o‘o‘o‘o‘o‘o‘o
FLASH_
0x008 OPTKEYR OPTKEYR
0x00000000 oooooooooooooooooooo‘o‘o‘o‘o‘o‘ooooooo
Wl o < || |5l ==
TEEEERCAEEErE : :
r o LLJLU — - <l = - &
FLASH_CR1 Wz e e | e A Z Zl = & & oo
0x00C g8 oolad |8 |2t 7] S | 6 &
Ol x| w wl a a > l_onf O (2]
Xl Ol o Z| X = »nl o 2
(@] [a] 7]
0x00000031 olo|o|o|o]o 0 olo|o|ol|o o|lo|o|o|o|ojojo|ofolo|o]1
E\—EE\—\— - =l == ;
=} x| X x| -
&2 H G R g Ele e g gvl—U;
FLASH_SR1 olEggyw |u |8uys I
0x010 55%%@@ e Elog™ Eogm
% ol w @ O
0x00000000 olo|o|o|o]o 0 o|o|o]o o|o|olo
Pl 2 &<l o |gl<le
ol ¢l | x| @ X x|
& 2 o b e g Cle o g
S88088 1§ BBy
FLASH_CCR1 Olglwoaolgl |2 |Eogd
0x014 x| O @ Zz X = o & =
Ol o} B P | x© x o
i} @ x| o
g %% oo |o° |2oa3
ol | olo ©
0x00000000 olo|o|o|o]o 0 o|ololo
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Table 28. Register map and reset value table (continued)

Register
Offset 9 = 9| QURN&IQIRQNSIKRSIE=2I2I 2V E|2 | o~ o1/ <o N0
name reset
w
%% El x
< w e %9
m| O ol & =l O
FLASH_OPTCR | o 2 i 209
0x018 % < ol = 2 E
=l o o| ©
'—
o
S
0x00000001 | 0|0 0lo 0/ 1
=l :
ol w > ol >
O} i N 8O 7 > o >
NEE El o |90 2 SEREERRE
FLASH OPTSR_ | 2| Z| @ g S |nnlo RDP IR =) 2
CUR I 3 T | = e | 8] x
0x01C Il o v s 7IR%) o =
ol ol Q W =19l ¥l e 2 o a
&S “5 1288 zZlz |T o
5 & = 2>
OXXXXX XXXX | X | X | X xxxxxxx‘x‘x‘x‘x‘x‘x‘xxx x| x|x| [x
[
o > ol =
e} N Qo7 > o
¥l |3 el o |5 o 2 alel 13 @
FLASH OPTSR_ | Z| | @ A G ~OP IR 5
PRG g | T 3 T | = el g
0x020 ° = 2 AR7 o}
o o =19l Q Yl 2| @
< I == zZlz| |T
= » |2 2S
7]
OXXXXX XXXX | X| | X XX [ x| x [ x [ x I x x| x I x [ x I xx [ x x| x| x| x
©
4
w
w
(O]
b4
b4
FLASH_OPTCCR | | &
0x024 o
o
G
o
)
(@]
0x00000000 0
o
FLASH_PRAR_ | [j PROT_AREA_END1[11:0] PROT_AREA_STARTA[11:0]
CUR1 =
0x028 2
OXXXXX OXXX | X x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x
o
FLASHPRAR_ | i PROT_AREA_END1[11:0] PROT_AREA_START1[11:0]
PRGA =
0x02C Z
OXXXXX OXXX | X x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x
n
FLASH_SCAR_ | SEC_AREA_END1[11:0] SEC_AREA_START1[11:0]
CURT =
0x030 2
OXXXXX OXXX | X x’x‘x‘x‘x’x‘x‘x‘x’x‘x‘x x’x‘x‘x‘x’x‘x‘x‘x’x‘x‘x
»
FLASH_SCAR_ | {j SEC_AREA_ENDA[11:0] SEC_AREA_STARTA[11:0]
PRGA =
0x034 2
OXXXXX OXXX | X x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x
FLASCHG:’QVfRSGN— WRPSGn1[31:0]
0x038
OXXXXX XXXX x’x‘x‘x‘x’x‘x‘x‘x’x‘x‘x‘x’x‘x‘x‘x’x‘x‘x‘x’x‘x‘x‘x’x‘x‘x‘x’x‘x‘x
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Table 28. Register map and reset value table (continued)
Register
Offset 9 = 9| QURN&IQIRQNSIKRSIE=2I2I 2V E|2 | o~ o1/ <o N0
name reset
FLAS§§¥;V1P§‘GN— WRPSGn1[31:0]
0x03C
OXXXXX XXXX x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x
FLASCHU—F?SOT— BOOT_ADD1[15:0] BOOT_ADDO[15:0]
0x040
X XXXXXXXX x’x‘x‘x‘x’x‘x‘x‘x’x‘x‘x‘x’x‘x‘x x’x‘x‘x‘x’x‘x‘x‘x’x‘x‘x‘x’x‘x‘x
FLASPHR—GBSOT— BOOT_ADD1[15:0] BOOT_ADDO[15:0]
0x044
0 XXXXXXXX x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x
0x048 Reserved
0x04C Reserved
= ol o = 5
E4N) Xl 8 5 P 5
Z < O] O »| Wl ? i
FLASH_CRCCR1 5 3 2| e ®
0x050 - 8 h] fE ﬁ 8 o E
< © IR ol 9 & &
[&]
0x001C0000 olol1 olo ololo o‘o‘o‘o‘ooo
FLASH
_ CRC_START_ADDR[31:0]
0x054 CRCSADD1R
0x00000000 o‘o‘o‘o‘o‘o‘o‘o‘o‘o‘o‘o‘o‘o‘0‘0‘0‘0
FLASH
— CRC_END_ADDR[31:0]
0x058 CRCEADD1R
0x00000000 o’0‘0‘0‘0’0‘0‘0‘0’0‘0‘0‘0’o‘0‘0‘0’0
FLASH
_ CRC_DATA[31:0]
Ox05C CRCDATAR
0x00000000 |0 |o|o|o|olofo|o|o|olololo|olo]o o‘o‘o‘o‘o‘o‘o‘o‘o‘o‘o‘o‘o‘o‘o‘o
Q
O
w
FLAEETECC— Z FAIL_ECC_ADDRI1[15:0]
0X060 =
o
'_
5
0x00000000 | 0 o‘o‘o‘o‘o‘o‘o‘o‘o‘o‘o‘o‘o‘o‘o‘o
FLASH_OTPBL
_ _ LOCKBL[15:0]
0x068 CUR
0x00000000 0’0‘0‘0‘o’o‘o‘o‘o’o‘o‘o‘o’o‘0‘0
FLASH_OTPBL
— - LOCKBL[15:0]
0x06C PRG
0x00000000 ooooooooooo‘o o‘o‘o‘o
g
>
& o
FLASH_ACR 5 &
0x100 2 i
hd -
=
0x00000037 0‘1 0’0‘1‘1
FLASH_KEYR2 KEY2R
0x104
0x00000000 0’0‘0‘0‘0’0‘0‘0‘0’0‘0‘0‘0’0‘0‘0‘0’0‘o‘o‘o’o‘0‘0‘0’0‘0‘0‘0’0‘0‘0
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Table 28. Register map and reset value table (continued)

0 o 21001 - ZASg o MOOT11dO - ASNg LdO =<
1 o Z9d o | caNam | o LdVIS1dO o
Z ° zd3s ° ZMO o ~ =< ~ =<
€ o FASEL] o | 2ASNg 090 | o A3 w08 | x| A3 ¥o8 | x|
v o M4 o NETR o MS Oaml =< MS DaMmli =<
S o FARSSATS o d10 ©d o
9 ° ° dO1S 1SuN =< dO1S 1SuN =<
1 o | o AQLS 1SuN =< AQLS 1SuN =<
g o | o x x
6 o | ZNSS ° | x| | x|
I B o o E2 o x|
¢l o o o > 14 X
€l o | < | | < |
VL | o |o | > | < |
Sl o e NEReNE) o | > | | > |
91 w o Z31do3 o zdo3 o [ZCERRR) o AISH OWNQAA | =< | ATSH OWNAAA | x
Il O [ o[ z3uu3daM | o | zod3daM | o | cdu3dam 910 | o dO1S 74 9AMI | x | dO1S Z4 9aMI | x
8l o | 231943S9d | o | 2993S9d | o | 2d4¥3SOd ¥ 10 | o A0S Z4 OOMI | < | A8AS z4 9aMI | <
6l o | 239Y38Y1S | o | cuu39YLS | o | ¢c¥Y3EdIS ¥ 10 | o - > - »;
0z = IZSTWLS [ FASWELS
1z o | CANYIONI | o | CH¥FONI | o | 2ddIONIH10 | o ALIENO3S =< ALIINO3S =
[44 S}
€z o | 238¥3daY | o | 2¥¥3dAY | o | zdd¥3dad ¥10 | o
vZ o | 23M¥3SAY | o | 2¥¥3SAY | o | cHd3sad ¥10 | o
YA o | 231¥93003NS | o | 24¥3003INS | o | ¢d¥300ANS 810 | o
9z o | 231993003480 | o | 299300380 | o | c¥y=300380 910 | o
1z o | 2Z3IANIDED | o | 2ZANIDED | o | ¢aNIOEO 810 | o
8z o | 2ANYIAUOND | o | cHYIAUOHD | o | 28uIAHDED H10 | o
62 o AISH OIdQA | < | ATSH OIQdA | <
oc ° 3IYYIIONVHOLAO | o | Y¥IFIONVHILAO | x
L€ o MNVE dVMS o | LdO YINVE dVMS | x | LdO 3NVE dVMS | x
- ~ x o > o >
50| x|8 g 5 > 8 x 8 = g 2 S 2 2
%23 |s ° sl 2 |g S g 5 g 5o 9 59 o
Do IE (g 5 S ) S P S I S 3 $ I 3
o E|lfa |8 < S < S 2 S ) S I & I 2
X g Ol T & n 3 o 3 S & 2 X 2 X
w o o
3 8 g e z 2 0
E b5 5 X g 3 3 3
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Table 28. Register map and reset value table (continued)
Offset | Register [oioia2NIQIRITIRINISIRICIZ I IC|ILIZ|2|N = (2[00~ 0|0/ <|m|a|w|o
name reset
x
4
w
w
(O]
4
<
FLASH_OPTCCR | | &
0x124 o
o
S
@
-
(@]
0x00000000 0
&
FLASH_PRAR_ | [j PROT_AREA_END2[11:0] PROT_AREA_START2[11:0]
CUR2 =
0x128 2
OXXXXX OXXX | X x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x
a
FLASHPRAR_ | i PROT_AREA_END2[11:0] PROT_AREA_START2[11:0]
PRG2 =
0x12C 2
OXXXXX OXXX | X x’x‘x‘x‘x’x‘x‘x‘x’x‘x‘x x’x‘x‘x‘x’x‘x‘x‘x’x‘x‘x
&
FLASH_SCAR_ | SEC_AREA_END2[11:0] SEC_AREA_START2[11:0]
CUR2 =
0x130 2
OXXXXX OXXX | X x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x
)
FLASH_SCAR_ | i SEC_AREA_END2[11:0] SEC_AREA_START2[11:0]
PRG2 =
0x134 2
OXXXXX OXXX | X x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x
FLASCHG\F’{VZPSGN— WRPSGn2[31:0]
0x138
OXXXXX XXXX x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x
FLASH_WPSGN
_ - WRPSGN2[31:0]
013G PRG2R
OXXXXX XXXX x’x‘x‘x‘x’x‘x‘x‘x’x‘x‘x‘x’x‘x‘x x’x‘x‘x‘x’x‘x‘x‘x’x‘x‘x‘x’x‘x‘x
FLASH_BOOT_ BOOT ADDA[15:0] BOOT ADDO[15:0]
CURR
0x140
OXXXXX XXXX x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x
FLASH_BOOT_ BOOT_ADD1[15:0] BOOT_ADDO[15:0]
PRGR
0x144
OXXXXX XXXX x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x‘x
0x148 Reserved
0x14C Reserved
= ol o S 5
Xl 0 & Ol =l m =
Z 5 & B 9 o 2
FLASH_CRCCR2 5 3 zl 2| 9 % o,
0x150 _. Zl o O
= I 4 Qo &
O ol n 3] 14
(@]
0x001C0000 0lo 0lo olofo o‘o‘o‘o‘ooo
FLASH
_ CRC_START_ADDR[19:2]
oci54 | CRCSADD2R
0x00000000 0‘o‘o‘o‘o‘o‘o‘o‘o‘o‘o‘o‘o‘o‘o‘o‘o‘o
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Table 28. Register map and reset value table (continued)

Register
Offset 9 = S RRINKRUIKNSR2|2 =22 T2V E|2 o o~ 01|t N0
name reset
FLASH
— CRC_END_ADDR[19:2]
0x158 CRCEADD2R
0x00000000 0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0
FLASH
— CRC_DATA[31:0]
0x15C CRCDATAR
0x00000000 olo|o|ofo|o|ofo|O|O|O|O|O|O|O]|O 0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0
F"Ai:EECC— FAIL_ECC_ADDR2[15:0]
0x160
0x00000000 0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0

Refer to Section 2.3 on page 129 for the register boundary addresses.
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5.1

5.2
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Secure memory management (SMM)

Introduction

STM32H7A3/7B3 and STM32H7B0 microcontrollers offer a first set of protection
mechanisms, which are similar to other STM32 Series:

e  Global readout device protection (RDP)
e  Write protection (WRP)
e  Proprietary code readout protection (PCROP)

A detailed description of these protection mechanisms is given in Section 4: Embedded
flash memory (FLASH).

STM32H7B3 and STM32H7B0 also offer an additional enhanced protection mode, the
Secure access mode, that makes possible the development of user-defined secure services
(e.g. secure firmware update or secure boot) and guarantees of a safe execution and
protection of both code and data. This mechanism is described in details in Section 5.3:
Secure access mode, Section 5.4: Root secure services (RSS) and Section 5.5: Secure
user software.

The secure memory management unit is contained inside the CD domain.

Glossary

The following terms will be used in herein:

Table 29. List of preferred terms

Term Description

Device Security Level

Device state which allows the access to the user Flash memory, the option

Standard mode bytes and the bootloader area.

Secure access mode | Device state which allows the access to all the memory areas of the device.

Memory areas

System memory | ST reserved memory area used to store ST ROM code.

User flash memory | Flash memory area used to store user code and data.

This area can be configured to be accessed once after reset and be hidden
for the firmware stored in the user flash memory after the code stored in this
area is executed.

Secure user
memory/aream

3
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Table 29. List of preferred terms (continued)
Term Description
Software services
STMicroelectronics software executed at reset which allows the download of
Bootloader ) L
firmware from regular communication ports.
Root se(c;gess)ewlces STMicroelectronics software which allows the access to secure services.
User software executed once after reset, which can be used to implement
Secure user software | secure boot and secure firmware update (SFU).
Secure user software is located in secure user memory.
1. Secure user memory/areas are also named secure-hide protected (HDP) memory/areas.
5.3 Secure access mode

3

Some sensitive functions require safe execution from potential malicious software attacks.
Secure firmware update (SFU) software is a good example of code that requires a high level
of protection since it handles secret data (such as cryptographic keys) that shall not be
retrieved by other processes.

STM32H7B3 and STM32H7B0 microcontrollers feature secure memory areas with
restricted access. They allow building secure services that will be executed prior to any user
application. These secure areas, together with the software they contain, are only
accessible when configuring the device in Secure access mode.

Figure 15 gives an overview of flash memory areas and services in Standard and Secure
access modes.
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Figure 15. Flash memory areas and services in Standard and Secure access modes
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1. The protected areas that can only be accessed in Secure access mode are shown in blue.
2. A single secure user area can be defined for each bank.
3. Only one bank (bank1) is supported on STM32H7B0 devices.

Associated features

The Secure access mode can be configured through option bytes. When it is set, it enables
access to:

e  STMicroelectronics root secure services to set secure user areas (see Section 5.4:
Root secure services (RSS))
e  Secure user memory which embeds secure user code and data.

For a summary of access rights for each core, refer to Section 5.6: Summary of flash
protection mechanisms.

Boot state machine

In Secure access mode, booting is forced in the RSS whatever the boot configuration (boot
pins and boot addresses). The RSS can either set a secure user memory area if one has
been requested (see Section 5.5.2: Setting secure user memory areas) or jump directly to
the existing secure user memory. The code located in secure user memory is executed
before the main user application and the bootloader. If no service is required and no secure
area is defined, the RSS jumps to the boot address selected by BOOTO pin value.

Figure 16 shows the boot state machine.

3
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Figure 16. Bootloader state machine in Secure access mode
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1. Only bank 1 secure user area is available on STM32H7B0 devices. Bank swapping is not supported.

5.3.3

3

Secure access mode configuration

Enabling Secure access mode

There is no restriction on how to activate Secure access mode on the device. It is configured
through the SECURITY option bit in FLASH_OPTSR_CUR register (see Section 4.9.8:
FLASH option status register (FLASH_OPTSR_CUR)).

The Secure access mode becomes active after a system reset.

Disabling Secure access mode

Disabling Secure access mode is a more sensitive task as it can only be done if no more
protected code exists on the device. As a result, to come back to Standard mode, secure
user memories and PCROP/execute-only areas shall be removed before clearing the
SECURITY option bit in the FLASH_OPTSR_CUR register.

Protected areas can be removed by performing a flash mass erase (refer to Section 4.3.10:
FLASH erase operations for more details on mass erase sequence).
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Root secure services (RSS)

The root secure services (RSS) are STMicroelectronics ROM code stored on the device.
They are part of the security features. These firmware services are available in Secure
access mode (see Section 4.5.5: Secure access mode (STM32H7B0 and STM32H7B3
only).

Table 30 gives the addresses of the application programming interface (API) described in
the following sections.

Table 30. RSS API addresses

RSS RSS API address
RSS_getVersion O0x1FF0 9500
RSS_exitSecureArea 0x1FFO0 9514
RSS_resetAndinitializeSecureAreas 0x1FFOQ 9518

Secure area setting service

STMicroelectronics provides a service to perform the initialization of secure areas. This
service can be called only once. It is executed after a system reset in Secure access mode
prior to any other software stored in the device.

RSS software cannot be accessed (read, write, execute and debug) when the STM32H7B3
and STM32H7B0 operate in Standard mode. The service can be automatically accessed
with ST programming tool, STM32CubeProgrammer, or called through a direct call to the
resetAndinitializeSecureAreas function defined below.

Warning: It is mandatory to have a functioning software programmed
in the flash memory secure area before initializing the secure
area. Setting a secure area on an empty flash memory region
blocks the device.

resetAndlnitializeSecureAreas

Prototype |void resetAndinitialize SecureAreas(RSS_SecureArea_t area)

Arguments [Secure user areas start and end addresses. One or two secure user areas can be set.

IThis service sets secure user area boundaries, following the values stored in the option
byte registers:

— SEC_AREA_START1 and SEC_AREA_END1 for bank 1

— SEC_AREA_START2 and SEC_AREA_END?2 for bank 2

IThis service can be used only when a secure area is set for the first time.

A system reset is triggered after service completion.

Description

3
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5.4.2 Secure area exiting service
The RSS also provides the exitSecureArea service. This service must be called to jump to
user application. It allows closing safely the secure user area to guarantee that its content
can no more be accessed.
Contrary to the resetAndinitializeSecureAreas service, it does not trigger any system reset.
exitSecureArea function is defined below:
exitSecureArea
Prototype (oid exitSecureArea(unsigned int vectors, unsigned int jtagState)
IAddress of application vectors where to jump after exit and state of JTAG after exit:
Arguments RSS ENABLE_JTAG_AT_EXIT: JTAG enabled after exiting the secure area
RSS_KEEP_JTAG_DISABLED_AT_EXIT: JTAG disabled after exiting the secure area
IThis service is used to exit from secure user software and jump to user main
Description [application.
IThere is no system reset triggered by this service
5.4.3 OTFDEC encryption service
The RSS includes the RSS_OTFD_resetAndEncrypt service to perform in-place encryption of
the provided payload in RAM. Refer to AN5281 “How to use OTFDEC for
encryption/decryption in trusted environment on STM32 MCUs “ for more details.
5.5 Secure user software
A secure user software is a trusted piece of code that is executed after device power-on or
after a system reset. It allows building secure applications such as:
e code signature or integrity checking (user secure boot).
e  software license checking
e secure firmware update
e secure initialization
5.5.1 Access rules

3

Only accessible in Secure access mode, the secure user software is stored in the secure
memory areas.

Only one user secure area can be configured per bank. If two secure areas are defined, the
secure software that is executed is the one closer to current boot address.

After secure user software execution, the code shall jump to the main user application and
prevent access to the secure user area. This is done by calling exitSecureAreas secure
service with the application code address given as parameter.

Once in the application code, any access to the secure user area triggers a flash error.
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5.5.2 Setting secure user memory areas

One secure area of configurable size can be set in each bank. The size of each area can be
set from 512 bytes to full bank with a granularity of 256 bytes:
e  Secure area in bank 1

Boundaries are configured through SEC_AREA _START1 and SEC_AREA END1
option bits in FLASH_SCAR_CUR1 (see Section 4.9.13: FLASH secure address for
bank 1 (FLASH_SCAR_CUR1)).

e  Secure area in bank 2

Boundaries are configured through SEC_AREA START2 and SEC_AREA END2
option bits in FLASH_SCAR_CUR?2 (see Section 4.9.32: FLASH secure address for
bank 2 (FLASH_SCAR_CUR2)).

Note: If the secure area start address is equal to the secure area end address, the whole bank is
considered as secure protected.

Flash memory bank 2 is not available on STM32H7BO0 devices.
The above option bits can only be initialized through resetAndinitializeSecureAreas service.

If a secure area already exists, the secure user area code can update its own secure user
area size or create a new one in the other bank.

3
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Summary of flash protection mechanisms

Figure 17 and Table 31 summarize the access rights of the different flash memory areas,
both in Secure access and Standard modes.

Figure 17. Core access to flash memory areas

Bootloader

e

e

User Memory 1

User Memory 2

Bank 1

Bank 2

- Secure access mode only

MSv43705V3

1.

Flash memory bank 2 is not available on STM32H7B0 devices.

Table 31. Summary of flash protected areas access rights

Access type Software area Security mode Access

PCROP Any v
Execution Secure user software Secure access v
Root secure services Secure access v

PCROP Any No

Read access Secure user software Secure access v
Root secure services Secure access v

PCROP Any No

Debug access Secure user software Secure access No
Root secure services Secure access No

1. Access rights granted after reset until code completion only.
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6 Power control (PWR)

6.1 Introduction

The power control section (PWR) provides an overview of the supply architecture for the
different power domains and of the supply configuration controller.

It also describes the features of the power supply supervisors and explains how the Veore
supply domain is configured depending on the operating modes, the selected performance
(clock frequency) and the voltage scaling.

6.2 PWR main features

e  Power supplies and supply domains
—  Core domains (Vcorg)
—  Vpp domain
—  External VDD_MMC I/O domain
—  Backup domain (Vsw, Vekp)
— Analog domain (Vppa)
e  System supply voltage regulation
—  SMPS step-down converter
—  Voltage regulator (LDO)
e  Peripheral supply regulation
— USB regulator
e  Power supply supervision
— POR/PDR monitor
—  BOR monitor
—  PVD monitor
—  AVD monitor
—  Vpar thresholds
—  Temperature thresholds (embedded dedicated temperature monitoring cell)
e Power management
—  Vpar battery charging
Operating modes
Voltage scaling control
Low-power modes

3
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PWR block diagram

Figure 18. Power control block diagram
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PWR pins and internal signals

Table 32 lists the PWR inputs and output signals connected to package pins or balls, while
Table 33 shows the internal PWR signals.

Table 32. PWR input/output signals connected to package pins or balls

Pin name Signal type Description
VDD Supply input Main 1/0 and Vpp domain supply input
VDDA Supply input External analog power supply for analog peripherals
VBAT Supply input/output | Backup battery supply input or battery charging output
VDDMMC Supply input External power supply for independent 1/0Os
VDDSMPS Supply input Switched mode power supply input
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Table 32. PWR input/output signals connected to package pins or balls (continued)

Pin name Signal type Description
VLXSMPS Supply output Switched mode power supply output
VFBSMPS Supply input Switched mode power supply feedback voltage sense
VSSSMPS Supply input Switched mode power supply ground
VDDLDO Supply input Voltage regulator supply input
VCAP Supply input/output FI?ri(g);\i/tiadl(;jore domain supply, generated internally or externally
VREF+ | supplyinputoutput | 0 CEEe e ermally providec
VREF- Supply input Reference voltage for ADCs and DACs
VDD50USB Supply input USB regulator supply input
VDD33USB Supply input/output | USB regulator supply output or external USB supply input
VSS Supply input Main ground
PDR_ON Digital input Power-down reset enable
PVD_IN Analog input Monitoring of the voltage level applied to this pin

Table 33. PWR internal input/output signals

Signal name

Signal type

Description

AHB

Digital /0

AHB register interface

pwr_pvd_wkup
pwr_avd_wkup

Digital output

Programmable voltage detector output
Analog voltage detector output
Combined as one signal provided to the EXTI

pwr_por_rst Digital output | Power-on reset

pwr_bor_rst Digital output | Brownout reset

exti_c_wkup Digital input | CPU wakeup request
exti_srd_wkup Digital input | SmartRun domain wakeup request

pwr_cd_wkup

Digital output

CPU bus matrix and CPU peripherals clock wakeup request

pwr_srd_wkup

Digital output

SmartRun domain bus matrix clock wakeup request

rcc_pwd_srd_req

Digital input

SmartRun domain low-power request generated by the RCC

rcc_pwd_cd_req

Digital input

CPU domain low-power request generated by the RCC

RM0455 Rev 10

3




RM0455

Power control (PWR)

6.4

3

Power supplies

The device requires Vpp, VppLpo: Vopa and Vgat power supplies. Depending on the use
case and when available from the package, Vppsmps, Voommc, Vobuss: VrRer+ @and Veap
independent power supplies can also be required.

The device provides regulated supplies for specific functions (SMPS step-down converter,
LDO voltage regulator, USB regulator, voltage reference buffer):

Vpp external power supply for I/Os and system analog blocks such as reset, power
management and oscillators

Vopwumc external power supply for some independent I/Os (available from some
specific packages only), must be tied to Vpp when an independent supply is not
required

VgaT optional external power supply for Backup domain when Vpp is not present
(VgaT mode), must be connected to Vpp when this feature is not used

Vppsmps external power supply for the switched mode power supply. This power
supply must be connected to Vpp or tied to Vgg when the SMPS is not used.

Vi xsmps switched mode power supply output

VEegswmps is the switched mode power supply sense feedback, must be tied to Vgg
when the SMPS is not used

Vsssmups separate switched mode power supply ground

VppLpo external power supply for the voltage regulator

Vcap digital core domain supply

This power supply is independent from all the other power supplies:

—  When the voltage regulator is enabled, Vcore is delivered by the internal voltage
regulator.

—  When the voltage regulator is disabled, VoRE is delivered by an external power
supply through Vcpp pin, or by the switched mode power supply.

Vppa external analog power supply for ADCs, DACs, OPAMPs, comparators and
voltage reference buffers

This power supply is independent from all the other power supplies.
VRer+ external reference voltage for ADC and DAC

—  When the voltage reference buffer is enabled, Vrgp. is delivered by the internal
voltage reference buffer.

—  When the voltage reference buffer is disabled, Vrgg+ is delivered by an
independent external reference supply (Do not enable the Vrgp buffer in this
case).

Vgsa separate analog and reference voltage ground
Vppsouse external power supply for USB regulator
Vbp3suse USB regulator supply output for USB interface

—  When the USB regulator is enabled, Vpp33ysg is delivered by the internal USB
regulator.

—  When the USB regulator is disabled, Vpp33ysg is delivered by an independent
external supply input (Do not enable the USB regulator in this case).

Vgg common ground for all supplies except for SMPS and analog blocks
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Note: Depending on the operating power supply range, some peripherals may be used with
limited features and performance. For more details, refer to section “General operating
conditions” of the device datasheets.

3
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Figure 19. Power supply overview
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By configuring the switched mode power supply (SMPS step-down converter) and the LDO
voltage regulator, the supply configurations shown in Figure 20 and Figure 21 are supported
for the Vcore core domain and an external supply.

Note: The SMPS is not available on all packages.
Figure 20. System supply configurations for packages with SMPS
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1. The numbers mentioned above correspond to steps described in Table 34: Supply configuration control.
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Note: For cases 3 to 5, the SMPS output is set to 1.2 V during the startup phase and to 1.8 V or
2.5 V at code execution start (refer to PWR control register 3 (PWR_CR3)).
The different supply configurations are controlled through the LDOEN, SMPSEN,
SMPSEXTHP, SMPSLEVEL and BYPASS bits in the PWR control register 3 (PWR_CRS3),
according to Table 34.

Figure 21. System supply configurations for packages without SMPS
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1. The numbers mentioned above correspond to steps described in Table 34: Supply configuration control.

Table 34. Supply configuration control

D Supply

configuration Description

SMPSLEVEL
SMPSEXTHP
SMPSEN
LDOEN
BYPASS

— Configuration during power-up phase (not a user config)

0 Sjtartup. 00| O | 1 1 | 0 |- VcoRre power domains supplied from the LDO (VOS3, 1 V)
configuration
— SMPS enabled at 1.2 V
— VoRE power domains are supplied from the LDO according
to VOS.
1 LDO supply x| x| 0] 1] 0 |-LDOpowermode (Main, LP, Off) follows system low-power
modes.
— SMPS disabled
— VcoRe power domains are supplied from the SMPS accord-
Direct SMPS step- ing to VOS.
2 down converter x| 0 1] 0] 0 |-LDObypassed
supply — SMPS step-down converter power mode (MR, LP, Off) fol-

lows system low-power modes.

3
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Table 34. Supply configuration control (continued)

gt
swply |@ |k &% @
ID _upp y_ = | W g_’ (o] E Description
configuration N | »n o>
o|a| 2|5
= | s |» @
n|ln
— VcoRrEg power domains are supplied from the LDO according
to VOS.
— LDO power mode (Main, LP, Off) follows system low-power
SMPS step-down | 01 modez W (Mai ) follows sy W-pow
3 convertersup- |or | 0O | 1|1 ]0 |
plies LDOp 10 — SMPS step-down converter is enabled according to SMPS-
LEVEL and supplies the LDO.
— SMPS power mode (MR, LP or Off) follows the system
low-power mode.
— VcoRrEg power domains are supplied from voltage regulator
according to VOS
SMPS step-down | (54 — LDO power mode (Main, LP, Off) follows system low-power
4 converter sup- ol 1111110 modes.
plies external and 10 — SMPS step-down converter is enabled according to SMPS-
LDO LEVEL. It is used to supply external circuits and may supply
the LDO.
— SMPS step-down converter is forced ON in MR mode
SMPS step-d — VeoRE supplied from external source
conveSrt(eeE-suovyn 01 — SMPS step-down converter is enabled according to SMPS-
5 . P or | 1 11011 LEVEL. It is used to supply external circuits and may supply
plies external and
10 the external source for VooRg.
LDO Bypass . .
— SMPS step-down converter is forced ON in MR mode
S'\:fnsvj:g;'g;wn — VcoRe supplied from external source
6 abledand LDO | X | X 0| 0 | 1 |- SMPS step-down converter is disabled and LDO bypassed,
Bypass voltage monitoring is still active
xx| x| 00O
x| x| x [ 1 1
xx| 0 1] ol 1 [|fanillegal combination is written, the default configuration is
NA llegal kept (startup configuration, writing ignored) and a power-on
00| x | 1 11 0 |reset (POR) is required before writing a new combination.
xx | 1 1 o0
00| 1 11011
268/2967 RM0455 Rev 10 Kys




RM0455

Power control (PWR)

6.4.1

3

System supply startup

The system startup sequence from power-on in different supply configurations is the
following (see Figure 22 for LDO supply and Figure 25 for direct SMPS supply):

1.

When the system is powered on, the POR monitors the Vpp supply. Once Vpp is above
the POR threshold level, the SMPS step-down converter and the LDO voltage regulator
are enabled in the default supply configuration:

—  The SMPS step-down converter output level is set at 1.2 V.

—  The voltage converter output level is set at 1.0 V in accordance with the three
levels configured in PWR SmartRun domain control register (PWR_SRDCR).

The system is kept in reset mode as long as VoRg is not correct.

Once V¢oRe is correct, the system is taken out of reset and the HSI oscillator is
enabled.

Once the oscillator is stable, the system is initialized: flash memory and option bytes
are loaded and the CPU starts in limited run mode (Run*).

The software must then initialize the system including supply configuration
programming in PWR control register 3 (PWR_CR3). Once the supply configuration
has been configured, the ACTVOSRDY bit in PWR control status register 1
(PWR_CSR1) must be checked to guarantee valid voltage levels:

a) Aslong as ACTVOSRDY indicates that voltage levels are invalid, the system is in
Run* mode: write accesses to the RAMs are not permitted and VOS must not be
changed.

b) Once ACTVOSRDY indicates that voltage levels are valid, the system is in normal
Run mode. Write accesses to RAMs are allowed and VOS can be changed.

Startup with Vcore supplied from the LDO voltage regulator

When VoRe is supplied from the voltage regulator (LDO), the Vporg voltage settles
directly at VOS3 level. However the SMPS Vgggyps output voltage is set at 1.2 V. The
ACTVOSRDY bit in PWR control status register 1 (PWR_CSR1) indicates that the voltage
levels are invalid.

The software must program the supply configuration in PWR control register 3 (PWR_CR3).
In addition, the Vgggpps Voltage level must reach the programmed SMPSLEVEL so that
ACTVOSRDY indicates a valid voltage level (see Figure 22).
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Figure 22. Device startup with Vcoore supplied from LDO voltage regulator
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1. In Run* mode, write operations to RAM are not allowed.
2. Write operations to RAM are allowed and VOS can be changed only when ACTVOSRDY is valid.

When exiting from Standby mode, the supply configuration is known by the system since the
content of the PWR control register 3 (PWR_CR3) is retained. However the software must
still wait for the ACTVOSRDY bit to be set in PWR control status register 1 (PWR_CSR1) to
indicate VooRrg voltage levels are valid, before performing write accesses to RAM or
changing VOS.

Startup with Vcore supplied directly from the SMPS step-down converter

When V¢ oRe is supplied directly from the SMPS step-down converter, the Vsgorg voltage
first settles at the SMPS Vgggyps default level (1.2 V). Due to a too high supply compared
to the VOS3 level, the ACTVOSRDY bit in PWR control status register 1 (PWR_CSR1)
indicates an invalid voltage levels. VcoRrg settles at 1.0 V (VOS3 level) and ACTVODSRDY
indicates a valid voltage levels only when the supply configuration has been programmed in
PWR control register 3 (PWR_CR3) (see Figure 5).
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Figure 23. Device startup with Vcore supplied from SMPS
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1. In Run* mode, write operations to RAM are not allowed.
2. Write operations to RAM are allowed and VOS can be changed only when ACTVOSRDY is valid.

Startup with Vcore provided from an external supply (Bypass)

Once Vpp is above the POR threshold level, the voltage regulator is enabled and sets the
output level provided to the core domain to 1.0 V.

For this reason, the external supply provided to the core domain needs to be available
before the internal voltage converter starts, to insure the voltage converter output stays
switched off.

At code execution start, the voltage converter is switched off.

When the LDO is disabled, the external Vsgrg voltage can be adjusted according to the
user application needs (refer to section General operating conditions of the datasheet for
details on VoRe level versus the maximum operating frequency).
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Figure 24. Device startup with Vcore supplied in Bypass mode from external
regulator
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How to exit from Run* mode

As the Run* mode does not allow accessing RAM, PWR configuration must be done in the
startup file. Below an example of code for SMPS supply that can be adapted for any other
mode:

;; Exit Run* mode to Direct SMPS mode
THUMB
PUBWEAK ExitRunOModeToDirectSMPSMode
SECTION .text :CODE:NOROOT:REORDER (1)
ExitRunOModeToDirectSMPSMode

MOV R1, #0x4804
MOVT R1, #0x5802
LDR RO, [R1, #+8]
BIC RO,RO, #0x2

STR RO, [R1, #+8]

wait_actvosrdy:

3
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LDR R2, [R1, #+0]
LSLS RO,R2,#+18
BPL.N wait actvosrdy
BX LR

;; Default interrupt handlers.

THUMB

PUBWEAK Reset Handler

SECTION .text :CODE:NOROOT:REORDER (2)
Reset Handler

LDR RO, =ExitRunOModeToDirectSMPSMode

BLX RO

LDR RO, =SystemInit

BLX RO

LDR RO, = ilar program start

BX RO

Core domain

The Vcore core domain supply can be provided by the SMPS step-down converter, by the
LDO voltage regulator or by an external supply (through the VCAP pads). Vcorg supplies
all the digital circuitries except for the Backup domain and the Standby circuitry. The Voore
domain is split into two sections:

e CPU domain (CD) containing the CPU (Cortex®—M7), flash memory and peripherals

e  SmartRun domain (SRD) containing the system control, I/O logic and low-power
peripherals

When a power-on reset occurs, the voltage regulator is enabled and supplies Veorg- The
SMPS is also enabled to deliver 1.2 V. This allows the system to start up in any supply
configurations (see Figure 20).

After a power-on reset, the software must configure the used supply configuration in the
PWR control register 3 (PWR_CR3) before changing VOS in the PWR SmartRun domain
control register (PWR_SRDCR) or the RCC ck_sys frequency. The different system supply
configurations are controlled as shown in Table 34.

The SMPS is not available on all packages.

Voltage regulators

Embedded LDO voltage regulator

The embedded voltage regulator (LDO) requires external capacitors to be connected to
VCAP pins.

The LDO voltage regulator provides three different operating modes: Main (MR), Low-power
(LP) or Off. These modes are used depending on the system operating modes (Run, Stop
and Standby). They are configured through the associated VOS and SVOS levels.
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Embedded SMPS step-down converter

The switched mode power supply (SMPS) requires an external coil to be connected
between the dedicated VLXSMPS pin and VSS via a capacitor.

The SMPS step-down converter can be used in internal supply mode or external supply
mode. The internal supply mode is used to directly supply the Vcorg domain, while the
external supply mode is used to generate an intermediate supply level (Vpp extern at 1.8 or
2.5 V) that can supply the voltage regulator and optionally an external circuitry.

The SMPS works in three different power modes: Main (MR), Low-power (LP) or Off.

When the SMPS is used in internal supply mode, the converter operating modes depend on
the system modes (Run, Stop, Standby) and are configured through the associated VOS
and SVOS levels.

When the SMPS supplies an external circuitry by generating an intermediate voltage level,
the converter is forced ON and operates in MR mode. The intermediate voltage level is
selected through SMPSLEVEL bits in the PWR control register 3 (PWR_CR3). Vpp extern 1S
supplied at all times with full power whatever the system modes (Run, Stop, Standby).

Embedded voltage regulator operating modes

There are three different power modes:
. Run and Autonomous modes

The voltage regulator (LDO or SMPS) operates in MR mode and provides full power to
the Voore domain (core, memories and digital peripherals). The regulator output
voltage (LDO or SMPS) can be scaled by software to different voltage levels (VOSO,
VOS1, VOS2, and VOS3) that are configured through the VOS bits in the PWR
SmartRun domain control register (PWR_SRDCR). The VOS voltage scaling allows
optimizing the power consumption when the system is clocked below the maximum
frequency. By default VOS3 is selected after system reset. VOSx bits can be changed
on-the-fly to adapt to the required system performance (see Table 35: Operating mode
summary).

e  Stop mode

The voltage regulator (LDO or SMPS) supplies the Vcorg domain to retain the content
of registers and internal memories. The regulator can be kept in MR mode to allow fast
exit from Stop mode or can be set in LP mode to achieve a lower Vcore supply level
but an extend exit-from-Stop latency.

The regulator mode is selected through the SVOS and LPDS bits in the PWR control
register 1 (PWR_CR1). MR mode or LP mode are allowed if SYOS3 voltage scaling is
selected, while only LP mode is possible for SVOS4 and SVOS5 scaling.

Stop mode power consumption can be further reduced using SVO4 (lower voltage level
than VOS3) and even further with SVOS5.

e  Standby mode

The regulator (LDO or SMPS) is OFF and the Vcgre domains are powered down. The
content of the registers and memories are lost except for the Standby circuitry and the
Backup domain.

Note: For more details, refer to the Voltage regulator section of the product datasheets.

3
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PWR external supply

When VoRe is supplied from an external source (Bypass mode), different operating modes
can be used depending on the system operating modes (Run, Autonomous, Stop or
Standby):

In Run and Autonomous modes

The external source supplies full power to the Voorg domain (core, memories and
digital peripherals). The external source output voltage is scalable through different
voltage levels (VOS0, VOS1, VOS2 and VOS3). The externally applied voltage level
must be reflected in the VOSKx bits in the PWR SmartRun domain control register
(PWR_SRDCR). The RAMs must only be accessed for write operations and the flash
memory for read operations when the external applied voltage level matches VOS
settings.

In Stop mode

The external source supplies Vcorg domain to retain the content of registers and
internal memories. The regulator can select a lower Vore supply level to reduce the
consumption in Stop mode.

In Standby mode

The external source must be switched OFF and the Vorg domains powered down.
The content of registers and memories is lost except for the Standby circuitry and the
Backup domain. The external source must be switched ON when exiting Standby
mode.

Care must be taken that all the current operations and transfers are completed before
entering Standby and switching OFF the external source.

Backup domain

To retain the content of the Backup domain (RTC, backup registers and backup RAM) when
Vpp is turned off, VBAT pin can be connected to an optional voltage that is supplied from a
battery or from another source.

The switching to Vgat is controlled by the power-down reset embedded in the reset block
that monitors the Vpp supply.

Warning: During tgstrempo (temporization at Vpp startup) or after a PDR
is detected, the power switch between Vg1 and Vpp remains
connected to Vgar.

During the startup phase, if Vpp is established in less than
trsTTEMPO (S€e the datasheet for the value of tgrstTEMPO) @nd
Vpp > Vgar + 0.6 V, a current may be injected into VBAT pin
through an internal diode connected between Vpp and the
power switch (VgaT).

If the power supply/battery connected to the VBAT pin cannot
support this current injection, it is strongly recommended to
connect an external low-drop diode between this power
supply and the VBAT pin.
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When the Vpp supply is present, the Backup domain is supplied from Vpp. This allows
saving Vgat power supply battery life time.

If no external battery is used in the application, it is recommended to connect VBAT
externally to Vpp through a 100 nF external ceramic capacitor.

When the Vpp supply is present and higher than the PDR threshold, the Backup domain is
supplied by Vpp and the following functions are available:

e PC14 and PC15 can be used either as GPIO or as LSE pins.

e PC13 can be used either as GPIO or as RTC_OUT1, RTC_TS, TAMP_IN1,
TAMP_OUT2 or TAMP_OUTS3 pin assuming they have been configured by the RTC or
the TAMPER.

e  PI8 can be used either as GPIO or as RTC_OUT2, TAMP_IN2 or TAMP_OUT3 pin
assuming they have been configured by the RTC or the TAMPER.

e PC1 can be used as TAMP_IN3 assuming it has been configured by the TAMPER.

Since the switch only sinks a limited amount of current, the use of PC13 to PC15 and PI8
GPIOs is restricted: only one I/O can be used as an output at a time, at a speed limited to
2 MHz with a maximum load of 30 pF. These I/Os must not be used as current sources (e.g.
to drive an LED).

In Vgar mode, when the Vpp supply is absent and a supply is present on VBAT, the Backup
domain is supplied by Vgar and the following functions are available:

e PC14 and PC15 can be used as LSE pins only.

e PC13 can be used as RTC_OUT1, RTC_TS, TAMP_IN1, TAMP_OUT2 or
TAMP_OUT3 pin assuming they have been configured by the RTC or the TAMPTER.

e PI8 can be used as RTC_OUT2, TAMP_IN2 or TAMP_OUT3 pin assuming they have
been configured by the RTC or the TAMPER.

Accessing the Backup domain

After reset, the Backup domain (RTC registers and RTC backup registers) is protected
against possible unwanted write accesses. To enable access to the Backup domain, set the
DBP bit in the PWR control register 1 (PWR_CR1).

For more detail on RTC and backup RAM access, refer to Section 8: Reset and clock
control (RCC).

Backup RAM

The Backup domain includes 4 Kbytes of backup RAM accessible in 32-, 16- or 8-bit data
mode. The backup RAM is supplied from the backup regulator in the Backup domain. When
the backup regulator is enabled through BREN bit in the PWR control register 2
(PWR_CR2), the backup RAM content is retained even in Standby and/or Vgat mode (it can
be considered as an internal EEPROM if Vgt is always present).

The backup regulator can be ON or OFF depending whether the application needs the
backup RAM function in Standby or Vgat modes.

The backup RAM is not mass erased by an tamper event, instead it is read protected to
prevent confidential data, such as cryptographic private key, from being accessed. To re-

3
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gain access to the backup RAM after a tamper event, the memory area needs to be first
erased. The backup RAM can be erased in the two following ways:

e through the flash interface when a protection level change from level 1 to level 0 is
requested (refer to the description of read protection (RDP) in the flash programming
manual).

e after atamper event, by filling the backup RAM with zeros upon the first attempt to write
access it

Figure 25. Backup domain
VBAT
.. Vsw
Vob j
_ Backup domain
VobLoo Voltage A Backup
regulator '\ 7/ regulator
Vear { 8
E
VCORE domain ﬁ
Backup @
< p| RAM
a8
28
m c
= RTC LSE
>
MSv40338V1

6.4.6 Vgat battery charging
When Vpp is present, the external battery connected to VBAT can be charged through an
internal resistance.

VgaT charging can be performed either through a 5 kQ resistor or through a 1.5 kQ resistor,

depending on the VBRS bit value in PWR control register 3 (PWR_CR3).

The battery charging is enabled by setting the VBE bit in PWR control register 3

(PWR_CRS3). It is automatically disabled in Vgat mode.

6.4.7 Analog supply

3

Separate Vppp analog supply

The analog supply domain is powered by dedicated VDDA and VSSA pads that allow the
supply to be filtered and shielded from noise on the PCB, thus improving ADC and DAC
conversion accuracy:

e The analog supply voltage input is available on a separate VDDA pin.
e Anisolated supply ground connection is provided on VSSA pin.
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Analog reference voltage Vgrep+/VREE-

To achieve better accuracy low-voltage signals, the ADC and DAC have a separate
reference voltage, available on VREF+ pin. The user can connect a separate external
reference voltage on VREF+ pin.

The VRrgeg+ controls the highest voltage, represented by the full scale value, the lower
voltage reference (Vggg.) being connected to VSSA pin.

When enabled by ENVR bit in the VREFBUF control and status register (see Section 30:
Voltage reference buffer (VREFBUF)), Vreg+ is provided from the internal voltage reference
buffer. The internal voltage reference buffer can also deliver a reference voltage to external
components through VREF+ pin.

When the internal voltage reference buffer is disabled by ENVR, Vreg+ needs to be
delivered by an independent external reference supply voltage or connected with Vppa.

Note: The VREF+ and VREF- pins are not available on all packages (connected internally
respectively to VDDA and VSSA).
Do not enable the internal voltage reference buffer when an external power supply is
applied to the VREF+ pin.

6.4.8 USB regulator

The USB transceiver is supplied from a dedicated Vpp33ysg supply that can be provided
either by the integrated USB regulator or by an external USB supply.

When enabled by USBREGEN bit in PWR control register 3 (PWR_CR3), the Vppssysg is
provided from the USB regulator. Before using Vpps3ysg, check that it is available by
monitoring USB33RDY bit in PWR control register 3 (PWR_CRS3). The Vppszusg supply
level detector must be enabled through USB33DEN bit in PWR control register 3
(PWR_CRS3).

When the USB regulator is disabled through USBREGEN bit, Vpp33ysg ¢an be provided
from an external supply. In this case Vpp33ysg and Vppsgusg Must be connected together.

For more information on the USB regulator (see Section 62: USB on-the-go high-speed

(OTG_HS)).
Figure 26. USB supply configurations
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VDD50USB | VDD50USB
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MSv48178V1
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6.5 Power supply supervision
Power supply level monitoring is available on the following supplies:
e Vpp (Vppsmps) via POR/PDR (see Section 6.5.1), BOR (see Section 6.5.2) and PVD
monitor (see Section 6.5.3)
e Vppa via AVD monitor (see Section 6.5.4)
e Vpat Via Vgat threshold (see Section 6.5.5)
e VcoRe over-voltage protection (See Section 6.5.7)
e Vg via rst_vsw, keeping Vg domain in Reset mode as long as the level is not OK
e Vpgkp via a BRRDY bit in PWR control register 2 (PWR_CR2)
*  Vggswps Via a SMPSEXTRDY bit in PWR control register 3 (PWR_CR3)
e  Vppssyse Via USB33RDY bit in PWR control register 3 (PWR_CR3)
*  Vppumc Via MMCVDO bit in PWR control status register 1 (PWR_CSR1)
6.5.1 Power-on reset (POR)/power-down reset (PDR)

3

The system has an integrated POR/PDR circuitry that ensures proper startup operation.

The system remains in Reset mode when Vpp is below a specified Vpgg threshold, without
the need for an external reset circuit. Once the Vpp supply level is above the Vpor
threshold, the system is taken out of reset (see Figure 27). For more details concerning the
power-on/power-down reset threshold, refer to the electrical characteristics section of the
datasheets.

The POR/PDR can be enabled/disabled by the device PDR_ON input pin.

Figure 27. Power-on reset/power-down reset waveform
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1. For thresholds and hysteresis values, refer to the datasheets.
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Brownout reset (BOR)

During power-on, the brownout reset (BOR) keeps the system under reset until the Vpp
supply voltage reaches the specified VgoRr threshold.

The Vgor threshold is configured through system option bytes. By default, BOR is OFF. The
following programmable VgoRr thresholds can be selected:

e BOROff

e BORlevel 1 (Vgor1)

e BORlevel 2 (Vgor2)

e BORIevel 3 (Vgor3)

For more details on the brownout reset thresholds, refer to the section “Electrical
characteristics” of the product datasheets.

A system reset is generated when the BOR is enabled and Vpp supply voltage drops below
the selected VgpR threshold.

BOR can be disabled by programming the system option bytes. To disable the BOR
function, Vpp must have been higher than the POR threshold to start the system option byte
programming sequence. The power-down is then monitored by the PDR

(see Section 6.5.1).

Figure 28. BOR thresholds
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1. For thresholds and hysteresis values, refer to the datasheets.
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Programmable voltage detector (PVD)

The PVD can be used to monitor the Vpp power supply by comparing it to a threshold
selected by the PLS[2:0] bits in the PWR control register 1 (PWR_CR1). The PVD can also
be used to monitor a voltage level on the PVD_IN pin. In this case PVD_IN voltage is
compared to the internal VREFINT level.

The PVD is enabled by setting the PVDE bit in PWR control register 1 (PWR_CR1).

A PVDO flag is available in the PWR control status register 1 (PWR_CSR1) to indicate if
Vpp or PVD_IN voltage is higher or lower than the PVD threshold. This event is internally
connected to the EXTI and can generate an interrupt, provided it has been enabled through
the EXTI registers. The rising/falling edge sensitivity of the EXTI line must be configured
according to PVD output behavior, i.e. if the EXTI line is configured to rising edge sensitivity,
the interrupt is generated when Vpp or PVD_IN voltage drops below the PVD threshold. As
an example, the service routine could perform emergency shutdown.

Figure 29. PVD thresholds
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1. For thresholds and hysteresis values, refer to the datasheets.
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Analog voltage detector (AVD)

The AVD can be used to monitor the Vppa supply by comparing it to a threshold selected by
the ALS[1:0] bits in the PWR control register 1 (PWR_CR1).

The AVD is enabled by setting the AVDEN bit in PWR control register 1 (PWR_CR1).

An AVDO flag is available in the PWR control status register 1 (PWR_CSR1) to indicate
whether Vppp is higher or lower than the AVD threshold. This event is internally connected
to the EXTI and can generate an interrupt if enabled through the EXTI registers. The AVDO
interrupt can be generated when Vppa drops below the AVD threshold and/or when Vppa
rises above the AVD threshold depending on EXTI rising/falling edge configuration. As an
example the service routine could indicate when the Vppa supply drops below a minimum
level.

Figure 30. AVD thresholds
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1. For thresholds and hysteresis values, refer to the datasheets.
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Battery voltage thresholds

In Vgat mode, the battery voltage supply (RTC domain) can be monitored by comparing it
with two threshold levels: Vgathigh and Vgariow- The Var supply monitoring can be
enabled/disabled via MONEN bit in PWR control register 2 (PWR_CR2). When it is enabled,

the battery voltage thresholds increase power consumption.

VBATH and VBATL can trigger an internal tamper event (see Section 51: Tamper and
backup registers (TAMP)).

Figure 31. VBAT thresholds
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1. For thresholds and hysteresis values, refer to the datasheets.
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Temperature thresholds

A dedicated temperature sensor cell is embedded in the power control. The junction
temperature can be monitored by comparing it with two threshold levels, TEMPy,;g, and
TEMP,,,,.-TEMPH and TEMPL flags in the PWR control register 2 (PWR_CR?2), indicate
whether the device temperature is higher or lower than the threshold. The temperature
monitoring can be enabled/disabled via MONEN bit in PWR control register 2 (PWR_CR2).
When enabled, the temperature thresholds increase power consumption. As an example
the levels may be used to trigger a routine to perform temperature control tasks.

TEMPH and TEMPL wakeup interrupts are available on the RTC tamper signals (see
Section 51: Tamper and backup registers (TAMP)).

Figure 32. Temperature thresholds
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1. For thresholds and hysteresis values, refer to the datasheets.

Vcore maximum voltage level detector

VcoRe is protected against too high voltages in the direct SMPS step-down converter
configuration. Vcorg overvoltage protection is enabled at startup by hardware once the
SMPS step-down converter configuration has been programmed into PWR control register
3 (PWR_CR3). The two following configurations exist:

e VcoRe Voltage level stays within range:

— The ACTVOSRDY bit in PWR control status register 1 (PWR_CSR1) indicates
valid voltage levels.

—  The system operates normally and Vorg overvoltage protection is disabled.
e V(coRe overvoltages (due to a wrongly programmed SMPS step-down converter):
—  The hardware forces the SMPS step-down converter voltage level to 1.0 V.

— ACTVOSRDY indicates invalid voltage levels. In this case the software must be
corrected and re-loaded to program a correct SMPS step-down converter
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configuration that matches the application supply connections. The system must
be power cycled.

Figure 33. Vcore Overvoltage protection
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Power management

The power management block controls the Vcorge supply in accordance with the system
operation modes (see Section 6.6.17).

The Veore domain is split into the following power domains.

e CPU domain (CD) containing most peripherals and the Cortex®-M7 Core (CPU)

e  SmartRun domain (SRD) containing some peripherals and the system control

The CPU and SmartRun domains can operate in one of the following operating modes (see
Table 35: Operating mode summary):

e  Run (power ON, clock ON)

e  Autonomous (power ON, SRD domain clock ON)

e  Stop (power ON, clock OFF)

e  Standby (power OFF, clock OFF).

The CPU domain is a power domain that is common to the CPU, DMAs and most of the AXI,
AHB and APB peripherals.

The SRD domain includes one DMA, an AHB bus matrix and some APB peripherals. The
SDR domain power modes can either follow CPU subsystem modes or remain in Run mode
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regardless of CPU subsystem modes. This is done by setting the RUN_SRD bit in the
PWR_CPUCR register.

e IfRUN_SRD is set to 1, the SmartRun domain remains in DRun mode, independently
from the CPU modes (see Section 6.8.5: PWR CPU control register (PWR_CPUCR)

e IfRUN_SRD is set to 0, the SmartRun domain enters DStop mode when the CPU
enters CStop mode (see Table 35: Operating mode summary).

The CPU and system SmartRun domains are supplied from a single regulator at a common
Vcore level. The Vore supply level follows the system operating mode (Run, Stop,
Standby). The CPU domain can be set in a specific retention level, known as DStop2,
whereby the logic is switched off and the register contents are retained. Selection between
Dstop or DStop2 is made through the RETDS_CD bit of PWR CPU control register
(PWR_CPUCR).

The content of all memories is retained in DStop and DStop2. Further power saving can be
made by selectively switching off individual memory blocks. This is done by means of bits
xxxSO0 bits of PWR control register 1 (PWR_CR1).

The following voltage scaling features allow controlling the power with respect to the
required system performance (see Section 6.6.2: Voltage scaling):

e The corresponding voltage scaling must be set in accordance with the system clock
frequency. To do this, configure the VOS bits to get the Run mode voltage scaling.

e In Stop mode, to obtain the best trade-off between static power consumption and exit-
from-Stop mode latency, configure the SVOS bits to get Stop mode voltage scaling.
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6.6.1 System operating modes

Several system operating modes are available to tune the system according to the
performance required, means when the CPU does not need to execute code and is waiting
for an external event. It is up to the user to select the operating mode that gives the best
compromise between low-power consumption, short startup time and available wakeup
sources.

The operating modes allow controlling the clock distribution to the different system blocks
and powering them. The system operating mode is driven by the CPU subsystem and
system SmartRun autonomous wakeup. The CPU subsystem can span different
configurations depending on its peripheral allocation (see Section 8.5.11: Peripheral clock
gating control).

The operating modes described below are available for the different system blocks (see
Table 35).

Description of the operating mode

System Run modes

Any Run mode voltage scaling can be selected (VOSO0, VOS1, VOS2 or VOS3).
e SRD domain
The system clock and the SmartRun domain bus matrix clock are running.
e CPU domain
The domain bus matrix is clocked. The CPU subsystem operates in CRun or CSleep
mode:
— CRun
The CPU and CPU subsystem peripheral allocated via PERXEN bits in the RCC
registers are clocked.
— CSleep

The CPU clock is stalled and the CPU subsystem allocated peripheral clock
operates according to PERXLPEN bit setting in the RCC registers.

3
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System Autonomous modes

Any Run mode voltage scaling can be selected (VOS0/1/2/3).
e SRD domain

The system clock and the SmartRun domain bus matrix clocks are running.
¢ CPU domain

The CPU and CPU subsystem peripheral clocks are stalled.

The domain bus matrix clock is stalled.

When the CPU subsystem is in CStop mode, the CPU domain is either in DStop or
Dstop2.

The CPU domain mode selection between DStop and DStop2 is configured via
RETDS_CD bit in PWR CPU control register (PWR_CPUCR).

The CPU domain Autonomous modes are the following:
— Dstop
The CPU domain peripherals able to operate in Stop mode are still operational.
—  Dstop2
The CPU domain peripherals able to operate in Stop mode are no longer
operational.
System Stop

Any Stop mode voltage scaling can be selected (SVOS3/4/5).
e SRD domain

The system clock and the SmartRun domain bus matrix clock are stalled.
e CPU domain

The CPU and CPU subsystem peripheral clocks are stalled.

The domain bus matrix clock is stalled.

When the CPU subsystem is in CStop mode, the CPU domain is either in DStop or
Dstop2.

The CPU domain mode selection between DStop and DStop2 is configured via
RETDS_CD bit in PWR CPU control register (PWR_CPUCR).

The CPU domain peripherals able to operate in Stop mode are no longer operational.
This means that no peripherals in CPU domain are operational.

System Standby

Both SRD and CPU domain supplies are powered down.All internal wakeup signals are
inactive.

The Standby mode is selected through the PDDS_SRD bit in PWR CPU control register
(PWR_CPUCR).

DStop vs DStop2 mode

DStop2 and DStop modes are very similar from user point of view. In DStop2 mode the
asynchronous logic is switched off while RAM and register contents are maintained. This
allows further leakage current consumption reduction compared to DStop mode. When
exiting DStop2, the CPU domain resumes normal execution at the cost of a slightly higher
startup time.
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The main differences between DStop and DStop2 are given below:
e In DStop mode, the entire logic is still supplied.
e In DStop2 mode, memories and registers are maintained, while asynchronous logic is
switched off. This allows further leakage current reduction. Upon exiting DStop2, the
CPU domain can resume normal execution.
The system state is retained in DStop and DStop2.
Table 35. Operating mode summary
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1. The peripherals that have a PERXLPEN bit, operate accordingly.
2. The CPU subsystem is in CStop and RETDS_CD selects DStop.
3. SmartRun domain peripherals having a PERXAMEN bit, operate accordingly.
4. The CPU subsystem is in CStop and RETDS_CD selects DStop2.
5. The CPU domain needs to be in DStop or DStop2 mode, no wakeup signal is active in SmartRun domain and PDDS_SRD
bit selects the Stop mode.
6. When the CPU is in CStop and SmartRun domain in Autonomous mode, the last EXTI wakeup source must be cleared to
enter System Stop or Standby mode.
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When the system oscillator HSI or CSl is used, the state is controlled by HSIKERON and CSIKERON, otherwise the system

oscillator is OFF.

When the system is in Stop mode, all the peripheral bus interface clocks are OFF. But peripherals in the SmartRun domain

having a kernel clock request can stay active by programming their PERXAMEN bit (RCC_SRDAMEN).

Supply level is in retention: content is kept (memories, registers) but domain is not operational.

10. PDDS_SRD selects the Standby mode. The whole core domain is switched off.

6.6.2
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Voltage scaling

The CPU and SmartRun domains are supplied from a single voltage regulator supporting
voltage scaling with the following features:

e Run mode voltage scaling
— VOSO0: scale 0
—  VOS1:scale 1
—  VOS2: scale 2
— VOS3:scale 3
e  Stop mode voltage scaling
— SVOS3:scale 3
—  LP-SVOS4: scale 4
— LP-SVOS5: scale 5

For more details on voltage scaling values, refer to the product datasheets.

After reset, the system starts on the lowest Run mode voltage scaling (VOS3). The voltage
scaling can then be changed on-the-fly by software by programming VOS bits in PWR
SmartRun domain control register (PWR_SRDCR) according to the required system
performance. When exiting from Stop mode or Standby mode, the Run mode voltage
scaling is reset to the default VOS3 value.

Before entering Stop mode, the software can preselect the SVOS level in PWR control
register 1 (PWR_CR1). The Stop mode voltage scaling for SYOS4 and SVOS5 also sets the
voltage regulator in Low-power (LP) mode to further reduce power consumption. When
preselecting SVOS3, the use of the voltage regulator low-power mode (LP) can be selected
by LPDS bit in PWR control register 1 (PWR_CR1).

3
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Figure 34. VcoRrg Voltage scaling versus system power modes
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6.6.3 Power control modes

The power control block handles the Vorg supply for system Run, Stop and Standby
modes.

The system operating mode depends on the CPU subsystem modes (CRun, CSleep,
CStop), on the domain modes (DRun, DStop, DStop2) and on the system SmartRun
autonomous wakeup:

¢ In Run and Autonomous modes, Vcore is defined by the VOS voltage scaling.
The CPU subsystem is either in CRun or CSleep, or an EXTI wakeup is active.
e In Stop mode, VcoRe is defined by the SVOS voltage scaling.

The CPU subsystem is in CStop mode and no EXTI wakeups are pending. The CPU
domain is either in DStop or DStop2 mode.

e In Standby mode, Vorg supply is switched off.
The CPU domain and CPU subsystem are powered off and all EXTI wakeups are
inactive, except wakeup pins, Tamper and RTC.

The CPU domain mode selection between DStop and DStop2 is configured via RETDS_CD
bit in PWR CPU control register (PWR_CPUCR). The system/SmartRun mode selection

3

RM0455 Rev 10 291/2967




Power control (PWR) RMO0455

between Stop and Standby is configured via PDDS_SRD bit in PWR CPU control register
(PWR_CPUCR).

The system enters Standby when PDDS_SRD bit allows it and stays otherwise in Stop
mode (CPU domain in DStop or Dstop2).

Table 36 describes all possible low-power mode states.

Table 36. PDDS_SRD and RETDS_CD low-power mode control

PWR_CPUCR
CPU domain mode SmartRun domain mode
RETDS_CD | PDDS_SRD
0 DStop
0 SDRun or SDStop

1 DStop2

0

1 1 Standby Standby

Figure 35. Power-control modes detailed state diagram
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6.6.4

3

After a system reset, the CPU is in CRun mode.

Power control state transitions are initiated by the following events:

e The CPU goes to CStop mode or wakes up from CStop mode (state transitions in Run
mode are marked in green).

e The system enters or exits Stop mode (state transitions marked in blue)

—  blue transitions: the system enters Stop mode with the CPU domain in DStop or
Dstop2 and the CPU in CStop. The system wakes up from Stop. The CPU and
CPU domain are restarted. When exiting system Stop mode, the STOPF bit is set.

—  yellow transitions: the system toggles between SRDRun and SRDStop, while the
CPU domain remains in DStop or DStop2 without waking up (Autonomous mode).

e The system enters or exits from Standby mode (state transitions are marked in pink).
—  When exiting from Standby mode, the SBF bit is set.

Table 37 shows the flags indicating from which mode the domain/system exits. The CPU
features a set of flags that can be read from PWR CPU control register (PWR_CPUCR).

Table 37. Low-power exit mode flags

System CPU domain mode | SBF | STOPF Comment
mode
Run DRun 0 0 -
Autonomous DStop or DStop2 0 0 CPU domain and system contents retained
Stop DStop or DStop2 0 1 CPU domain and system contents retained,
clock system reset.
Standby OFF 1 0 CPU domain and system contents lost

Power management examples

Figure 36 shows VpoRrg Vvoltage scaling behavior in Run mode.
Figure 37 shows VoRg voltage scaling behavior in Stop mode.
Figure 38 shows VoRg Voltage regulator and voltage scaling behavior in Standby mode.

Figure 39 shows VoRg voltage scaling behavior in Run mode with CPU domain in DStop or
DStop2 mode.

Example of Voorg Voltage scaling behavior in Run mode

Figure 36 illustrates the following system operation sequence example:
1. After reset, the system starts from HSI with VOS3.

2. The system performance is first increased to a medium-speed clock from the PLL with
voltage scaling VOS2. To do this:

a) Program the voltage scaling to VOS2.

b) Once the Vcore supply has reached the required level indicated by VOSRDY,
increase the clock frequency by enabling the PLL.

c) Once the PLL is locked, switch the system clock.

3. The system performance is then increased to high-speed clock from the PLL with
voltage scaling VOS1. To do this:

a) Program the voltage scaling to VOS1.
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b) Once the Vcore supply has reached the required level indicated by VOSRDY,
increase the clock frequency.

The system performance is then reduced to a medium-speed clock with voltage scaling
VOS2. To do this:

a) First decrease the system frequency.
b) Then decrease the voltage scaling to VOS2.

The next step is to reduce the system performance to HSI clock with voltage scaling
VOS3. To do this:

a) Switch the clock to HSI.
b) Disable the PLL.
c) Decrease the voltage scaling to VOS3.

The system performance can then be increased to high-speed clock from the PLL. To
do this:

a) Program the voltage scaling to VOS1.

b) Once the Vcore supply has reached the required level indicated by VOSRDY,
increase the clock frequency by enabling the PLL.

c) Once the PLL is locked, switch the system clock.

When the system performance (clock frequency) is changed, VOS must be set accordingly.
otherwise the system might be unreliable.

Figure 36. Dynamic voltage scaling in Run mode
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Example of Vcorg Voltage scaling behavior in Stop mode

Figure 37 illustrates the following system operation sequence example:

1.
2.

The system is running from the PLL in high-performance mode (VOS1 voltage scaling).

The CPU subsystem deallocates all peripherals related to AHB1 and AHB2. As a
consequence, the clocks hclk[2:1] and the related APB1 and APB2 peripherals clocks
(pclk1 and pclk2) are stopped. The system still provides the high-performance system
clock, hence the voltage scaling must stay at VOS1 level.

In a second step, the CPU subsystem enters CStop mode, the CPU domain enters
DStop or DStop2 mode (Dstop or Dstop2 is selected by RETDS_CD bit in PWR CPU
control register (PWR_CPUCR)) and the system enters Stop mode. The system clock
is stopped and the hardware lowers the voltage scaling to the software preselected
SVOS4 level.

The CPU subsystem is then woken up. The system exits Stop mode, the CPU domain
exits DStop or DStop2 mode and the CPU subsystem exits CStop mode. The hardware
then sets the voltage scaling to VOS3 level and waits for the requested supply level to
be reached before enabling the HSI clock. Once the HSI clock is stable, the system
clock, the CPU domain clock and the CPU subsystem clock are enabled. Several
system clock cycles are needed before the bus clocks are activated according to the
xxxEN bits in the RCC.

The CPU subsystem allocates a peripheral in the APB1/APB2 domain. The related hclk
and pclk peripheral clocks are enabled.

The system performance is then increased. To do this:
a) The software first sets the voltage scaling to VOS1.

b) Once the Vore supply has reached the required level indicated by VOSRDY, the
clock frequency can be increased by enabling the PLL.

c) Once the PLL is locked, the system clock can be switched.
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Figure 37. Dynamic voltage scaling behavior with CPU domain and system in Stop mode
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Example of Voorg Voltage regulator/voltage scaling behavior
in Standby mode

Figure 38 illustrates the following system operation sequence example:

1.
2.

The system is running from the PLL in high-performance mode (VOS1 voltage scaling).
The CPU subsystem deallocates all peripherals related to AHB1 and AHB2. As a
consequence the clocks hclk[2:1] and the related APB1 and APB2 peripherals clocks
(pclk1 and pclk2) are stopped. The system performance is unchanged hence the
voltage scaling does not change.

The CPU subsystem and the system enters Standby mode (selection through
PDDS_SRD bit). The system clock is stopped and the voltage regulator is switched off.
The system is then woken up by a wakeup source. The system exits Standby mode.
The hardware sets the voltage scaling to the default VOS3 level and waits for the
requested supply level to be reached before enabling the default HSI oscillator. Once
the HSI clock is stable, the system clock and the CPU subsystem clock are enabled.
The software must then check the ACTVOSRDY is valid before changing the system
performance.

The CPU subsystem allocates a peripheral in the APB1/APB2 domain. The related hclk
and pclk peripheral clocks are enabled.

In a next step, increase the system performance. To do this:
a) The software first increases the voltage scaling to VOS1 level.

b) Before enabling the PLL, the software waits for the requested supply level to be
reached by monitoring VOSRDY bit.

c) Once the PLL is locked, the system clock can be switched.
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Figure 38. Dynamic voltage scaling system Standby mode
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Example of Voorg Voltage scaling behavior in Run mode
with CPU domain in DStop or DStop2 mode

Figure 39 illustrates the following system operation sequence example:

1. The system is running from the PLL with system in high-performance mode
(VOS1 voltage scaling).

2. The CPU subsystem deallocates all peripherals related to AHB1 and AHB2. As a
consequence the clocks hclk[2:1] and the related APB1 and APB2 peripherals clocks
(pclk1 and pclk2) are stopped. The system performance is unchanged hence the
voltage scaling does not change.

3. The CPU subsystem then enters CStop mode and the CPU domain enters DStop or
DStop2 mode (selected by RETDS_CD bit in PWR CPU control register
(PWR_CPUCR). The CPU AXI bus matrix clock is stopped. At the same time the
system/SmartRun domain enters Stop mode. The system clock is stopped and the
hardware lowers the voltage scaling to the software preselected SVOS4 level.

4. The system is then woken up by a SmartRun Autonomous mode wakeup event. The
system exits Stop mode. The hardware sets the voltage scaling to the default VOS3
level and waits for the requested supply level to be reached before enabling the HSI
clock. Once the HSI clock is stable, the system clock is enabled. The system is running
in SmartRun Autonomous mode.

5. The SmartRun Autonomous mode wakeup source is then cleared, causing the system
to enter Stop mode. The system clock is stopped and the voltage scaling is lowered to
the software preselected SVOS4 level.

6. The CPU subsystem is then woken up. The system exits Stop mode, the CPU domain
exits DStop/DStop2 mode and the CPU subsystem exits CStop mode. The hardware
sets the voltage scaling to the default VOS3 level and waits for the requested supply
level to be reached before enabling the default HSI oscillator. Once the HSI clock is
stable, the system clock and the CPU subsystem clock are enabled.

3
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Figure 39. Dynamic voltage scaling behavior with CPU domain in DStop or DStop2 mode and
SmartRun domain in Autonomous mode
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6.7 Low-power modes
Several low-power modes are available to save power when the CPU does not need to
execute code (when waiting for an external event). It is up to the user application to select
the mode that gives the best compromise between low-power consumption, short startup
time and available wakeup sources:
e  Slowdown of system clocks: see Section 8.5.6: System clock (sys_ck)
e  Control of individual peripheral clocks, see Section 8.5.11: Peripheral clock gating
control
e Available low-power modes (see Table 35: Operating mode summary and Figure 35:
Power-control modes detailed state diagram):
—  System Run, SRDRun, DRun and CSleep modes
Only the Arm® Cortex®-M7 (CPU subsystem) clock is stopped (CSleep).
—  System Autonomous, SRDRun, DStop/DStop2 and CStop modes
The SRD domain is running (SRDRun).
All the clocks in the CPU domain are stopped (CStop).
The CPU domain is in DStop or Retention mode (DStop2).
—  System Stop, SRDStop, DStop /DStop2 and CStop modes
All clocks stopped for all domains
Some clocks can remain active on demand (see Section 6.7.7: Stop mode).
The CPU domain is in DStop or DStop2 (Retention mode).
—  System Standby
The system is powered down.
6.7.1 Slowing down system clocks
In Run mode the speed of the system clock ck_sys can be reduced. For more details refer
to Section 8.5.6: System clock (sys_ck).
6.7.2 Controlling peripheral clocks
In Run mode, the HCLKx and PCLKXx for individual peripherals can be stopped by
configuring at any time PERXEN bits in RCC_C1_xxxxENR or RCC_DnxxxxENR to reduce
power consumption.
To reduce power consumption in CSleep mode, the individual peripheral clocks can be
disabled by configuring PERXLPEN bits in RCC_C1_xxxxLPENR or RCC_DnxxxxLPENR.
For the peripherals still receiving a clock in CSleep mode, their clock can be slowed down
before entering CSleep mode and clock gating can be enabled (RCC_CKGAENR register).
In Autonomous mode, the individual peripheral clocks can remain active by setting the
corresponding PERXAMEN bit of RCC_SRDAMR register.
6.7.3 Entering low-power modes

3

The MCU enters one of the power mode listed in Section 6.7: Low-power modes when
executing the WFI (wait for interrupt) or WFE (wait for event) instructions, or when the
SLEEPONEXIT bit in the Cortex®-M system control register is set on Return from ISR.
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6.7.4
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The system can enter Stop or Standby low-power mode when all EXTI| wakeup sources are
cleared (see Figure 35).

Exiting from low-power modes

The CPU subsystem exits CSleep mode through any interrupt or event depending on how
the low-power mode was entered:

e If the WFI instruction or Return from ISR was used to enter to low-power mode, any
peripheral interrupt acknowledged by the NVIC can wake up the system.

e If the WFE instruction is used to enter to low-power mode, the CPU exits low-power
mode as soon as an event occurs. The wakeup event can be generated by one of the
followings:

— an NVIC IRQ interrupt

When SEVONPEND = 0 in the Cortex®-M7 system control register, the interrupt
must be enabled in the peripheral control register and in the NVIC.

When the MCU resumes from WFE, the peripheral interrupt pending bit and the
NVIC peripheral IRQ channel pending bit (in the NVIC interrupt clear pending
register) have to be cleared. Only NVIC interrupts with sufficient priority wake up
and interrupt the MCU.

When SEVONPEND = 1 in the Cortex®-M7 system control register, the interrupt
must be enabled in the peripheral control register and optionally in the NVIC.
When the MCU resumes from WFE, the peripheral interrupt pending bit and, when
enabled, the NVIC peripheral IRQ channel pending bit (in the NVIC interrupt clear
pending register) have to be cleared.

All NVIC interrupts wake up the MCU, even the disabled ones.

Only enabled NVIC interrupts with sufficient priority wake up and interrupt the
MCU.

— anevent

An EXTI line must be configured in event mode. When the CPU resumes from
WFE, it is not necessary to clear the EXTI peripheral interrupt pending bit or the
NVIC IRQ channel pending bit, as the pending bits corresponding to the event line
are not set. It might be necessary to clear the interrupt flag in the peripheral.

The MCU exits the Autonomous mode (SRDRun, DStop/DStop2, CStop) or Stop mode
(SRDStop, DStop/DStop2, CStop) by enabling an EXTI interrupt or event depending on how
the low-power mode was entered (see above).

In Autonomous mode the system can wake up from Stop mode by enabling an EXTI
wakeup, without waking up the CPU subsystem.

The MCU exits from Standby mode by enabling an external reset (NRST pin), an IWDG
reset, a rising edge on one of the enabled WKUPXx pins or a RTC event. Program execution
restarts in the same way as after a system reset (such as boot pin sampling, option bytes
loading or reset vector fetched).

3
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6.7.5 System Run and CSleep modes

The system remains in Run mode with both the SRD and CPU domains are in Run mode
(see Table 35: Operating mode summary).

The CSleep mode applies only to the CPU subsystem. In this mode, the CPU clock is
stopped and the CPU subsystem peripheral clocks operate according to the configuration
defined in PERXLPEN bits of RCC_xxxxLPENR registers.

Entering CSleep mode

The CSleep mode is entered according to Section 6.7.3: Entering low-power modes when
the SLEEPDEEP bit in the Cortex®-M System Control register is cleared.

Refer to Table 38 for details on how to enter CSleep mode.

Exiting from CSleep mode
The CSleep mode is exited according to Section 6.7.4: Exiting from low-power modes.

Refer to Table 38 for more details on how to exit from CSleep mode.

Table 38. CSleep mode

CSleep mode Description

WFI (Wait for Interrupt) or WFE (Wait for Event) while:
— SLEEPDEEP = 0 (Refer to the Cortex®-M System Control register.)
— CPU NVIC interrupts and events cleared.

Mode entry On return from ISR while:

— SLEEPDEEP =0 and

— SLEEPONEXIT = 1 (refer to the Cortex®-M System Control register.)
— CPU NVIC interrupts and events cleared.

If WFI or return from ISR was used for entry:

— Any Interrupt enabled in NVIC: Refer to Table 123: NVIC

If WFE was used for entry and SEVONPEND = 0:

Mode exit — Any event: Refer to Section 20.5.3: EXTI CPU wakeup procedure
If WFE was used for entry and SEVONPEND = 1:

— Any Interrupt even when disabled in NVIC: refer to Table 123: NVIC or
any event: refer to Section 20.5.3: EXTI CPU wakeup procedure

Wakeup latency None

6.7.6 System Autonomous mode

In Autonomous mode the SRD domain remains in Run mode while the CPU domain is in
DStop or DStop2.

The whole CPU domain is in low-power mode and all the clocks of this domain are stopped.
The CPU subsystem included in the CPU domain is in the same mode.

The CPU clock is stopped as well as the peripheral clocks of the CPU domain.

Only the SmartRun domain peripherals associated to a PERXAMEN bit operate according to
this bit configuration and can request a kernel clock, if relevant.

3
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The flash memory can be in low-power mode when it is enabled through the FLPS bit of the
PWR_CR1 register. This allows a trade-off between CPU domain DStop/DStop2 restart time
and low-power consumption.

Entering Autonomous mode

The Autonomous mode is entered according to Section 6.7.3: Entering low-power modes,
when the SLEEPDEEP bit in the Cortex®-M System Control register is set.

The CPU domain enters DStop or DStop2 depending on the configuration of RETDS_CD bit
of PWR_CPUCR register.

Before entering DStop2 mode, it is mandatory to configure the flash memory in low-power
mode by setting the FLPS bit of PWR_CR1.

Before entering DStop2, all the peripherals belonging to the CPU domain and having a
kernel clock must be either disabled by clearing the enable bit in the peripheral itself, or
reset by setting the corresponding bit in the associated AHB peripheral reset register
(RCC_AHBXRSTR) or APB peripheral reset register (RCC_APBxRSTR).

Warning: The user must ensure that no allocated peripheral in the CPU
domain has an active kernel clock, or are still clocked by LSI
LSE, HSI or CSI. The flash memory must be configured in
low-power mode (FLPS bit set in PWR_CR1 register) before
entering DStop2.

Refer to Table 39 for details on how to enter Automous mode.

Exiting Autonomous mode

The Autonomous mode is exited according to Section 6.7.4: Exiting from low-power modes.

Refer to Table 39 for more details on how to exit from Autonomous mode.

Table 39. Autonomous mode

Autonomous mode Description

WFI (Wait for Interrupt) or WFE (Wait for Event) while:

— SLEEPDEEP = 1 (Refer to the Cortex®-M System Control register.)
— CPU NVIC interrupts and events cleared.

— All CPU EXTI Wakeup sources are cleared.

On return from ISR while:

— SLEEPDEEP =1 and

— SLEEPONEXIT = 1 (Refer to the Cortex®-M System Control register.)
— CPU NVIC interrupts and events cleared.

— All CPU EXTI Wakeup sources are cleared.

— The RETDS_CD bit selects DStop or DStop2

— No CPU domain peripherals with kernel clocks or cadenced by LSI, LSE,
HSI or CSI

Mode entry

3
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Table 39. Autonomous mode

Autonomous mode

Description

Mode exit

If WFI or return from ISR was used for entry:

— EXTI Interrupt enabled in NVIC: Refer to Table 123: NVIC, for peripheral
which are not stopped.

If WFE was used for entry and SEVONPEND = 0:

— EXTI event: Refer to Section 20.5.3: EXTI CPU wakeup procedure, for
peripheral which are not stopped.

If WFE was used for entry and SEVONPEND = 1:

— EXTI Interrupt even when disabled in NVIC: refer to Table 123: NVIC or
EXTI event: refer to Section 20.5.3: EXTI CPU wakeup procedure, for
peripheral which are not stopped.

Wakeup latency

EXTI and RCC wakeup synchronization (see Section 8.4.7: Power-on and
wakeup sequences)

1/0 states in Autonomous mode

The 1/0 pin configuration remains unchanged in Autonomous mode.

Stop mode

In system Stop mode, the SRD domain is in Stop mode with the CPU domain in DStop or
DStop2. The system clock including a PLL and the SmartRun domain bus matrix clocks are

stopped.

The HSI or CSI can remain enabled in system Stop mode (HSIKERON and CSIKERON set
in RCC_CR register). After exiting Stop mode, the clock is quickly available as kernel clock
for peripherals. Other system oscillator sources are stopped and require a starting time after

exiting Stop mode.

In system Stop mode, the following features can be selected to remain active by
programming individual control bits:

e Independent watchdog (IWDG)

The IWDG is started by writing to its key register or by hardware option. Once started it
cannot be stopped except by a reset (see Section 49: Independent watchdog (IWDG)).

e Real-time clock (RTC)
This is configured via the RTCEN bit in the RCC Backup Domain Control Register

(RCC_BDCR).

e Internal RC oscillator (LSI RC)
This is configured via the LSION bit in the RCC Clock Control and Status Register

(RCC_CSR).

e External 32.768 kHz oscillator (LSE OSC)
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This is configured via the LSEON bit in the RCC Backup Domain Control Register
(RCC_BDCR).

e  Peripherals in SmartRun domain capable of running on the LSI or LSE clock

e  Peripherals in SmartRun domain having a kernel clock request
In this case the PERXAMEN bit of these peripherals must be set to request the kernel
clock (in the RCC_SRDAMR register)

e Peripherals in CPU domain capable of running on the LSI or LSE clock, if CPU domain
is in DStop mode (as opposed to DStop?2)

e Peripherals in the CPU domain having a kernel clock request, if the CPU domain is in
DStop mode (as opposed to DStop2)

e Internal RC oscillators (HSI and CSI)

This is configured via the HSIKERON and CSIKERON bits in the RCC Clock Control
and Status Register (RCC_CSR).

e The ADC or DAC can also consume power during Stop mode, unless they are disabled
before entering this mode. To disable them, the ADON bit in the ADC_CR2 register and
the ENXx bit in the DAC_CR register must both be written to 0.

The selected SVOS4 and SVOSS levels add an additional startup delay when exiting from
system Stop mode (see Table 40). An extra latency is added upon entering and exiting
DStop2 mode as well.

Table 40. Stop mode operation

Stop mode
SVOS LPDS | voltage regulator Wake-up latency
operation
0 Main No additional wakeup time
SVOS3
1 LP Voltage regulator wakeup time from Low-power mode
SVOS4 or Voltage regulator wakeup time from Low-power mode +
X LP voltage level wakeup time for SVOS4 or SVOS5 level to
SVOS5
VOS3 level

The flash memory can be in Stop mode when it is enabled through the FLPS bit of the
PWR_CR1 register. This allows a trade-off between CPU domain DStop/DStop2 restart time
and low-power consumption.

RAM memory shut-off

In DStop or DStop2 mode, the content of the memory blocks is maintained. Further power
optimization can be obtained by switching off some memory blocks. This optimization
implies loss of the memory content. The user can select which memory is discarded during
Stop mode by means of xxSO bits in PWR control register 1 (PWR_CR1) as indicated in
Table 42.

Table 41. Memory shut-off block selection

Selection bit Shut-off block during Stop mode (DStop or DStop2)
AXIRAM1SO AXI SRAM1 shut-off control
AXIRAM2SO AXI SRAM2 shut-off control

3
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Table 41. Memory shut-off block selection

Selection bit Shut-off block during Stop mode (DStop or DStop2)
AXIRAM3SO AXI SRAM3 shut-off control
AHBRAM1SO AHB SRAM1 shut-off control
AHBRAM2SO AHB SRAM2 shut-off control

ITCMSO ITCM and ETM memories shut-off control

GFXSO GFXMMU and JPEG memory shut-off control

HSITFSO High-speed interface USB and FDCAN memories shut-off control
SRDRAMSO SmartRun AHB SRAM shut-off control

Entering Stop mode
The Stop mode is entered according to Section 6.7.3: Entering low-power modes.
Refer to Table 42 for details on how to enter Stop mode.

If the flash memory programming is ongoing, the Stop mode entry is delayed until the
memory access is finished.

If an access to a bus matrix is ongoing, the Stop mode entry is delayed until the bus matrix
access is finished.

Warning: The user must ensure that no peripherals allocated in the
CPU domain have an active kernel clock or are still clocked
by LSI, LSE, HSI or CSI.

The flash memory must be configured in low-power mode
(FLPS bit set in PWR_CR1 register) before entering DStop2.

Exiting from Stop mode
The Stop mode is exited according to Section 6.7.4: Exiting from low-power modes.
Refer to Table 42 for more details on how to exit from Stop mode.

When exiting Stop mode, the system clock, the SmartRun domain bus matrix clocks and
voltage scaling are reset.

STOPF status flag in PWR CPU control register (PWR_CPUCR) indicates that the system
has exited Stop mode (see Table 37).

3
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Table 42. Stop mode

Stop mode Description
Mode ent When the CPU is in CStop mode and there is no active EXTI wakeup
y source and RUN_SRD = 0 (in PWR_CPUCR register)
Mode exit On a EXTI wakeup

System oscillator startup (when disabled)
+ EXTIl and RCC wakeup synchronization

Wakeup latenc
P y + Voltage scaling refer to Table 40 (see Section 6.6.2: Voltage scaling)

+ Exiting DStop2

I/O states in Stop mode

The 1/O pin configuration remains unchanged in Stop mode.

Standby mode

The Standby mode allows achieving the lowest power consumption. Like Stop mode, it is
based on CPU subsystem CStop mode. However the Vcorg supply regulator is powered
off.

The system SmartRun domain enters Standby mode only when the CPU domain is in DStop
or DStop2, no EXTI is pending and PDDS_SRD bit selects Standby. When the
system/SmartRun domain enters Standby mode, the voltage regulator is disabled. The
complete Vcore domain is consequently powered off. The PLLs, HSI oscillator, CSI
oscillator, HS148 and HSE oscillator are also switched off. The content of SRAM and
registers is lost except for Backup domain registers (RTC registers, RTC backup register
and backup RAM), and Standby circuitry (see Section 6.4.5: Backup domain).

In system Standby mode, the following features can be selected by programming individual
control bits:
¢ Independent watchdog (IWDG)

The IWDG is started by programming its key register or by hardware option. Once
started, it cannot be stopped except by a reset (see Section 49: Independent watchdog
(IWDG)).

e Real-time clock (RTC)

This is configured via the RTCEN bit in the Backup domain control register
(RCC_BDCR).

e Internal RC oscillator (LSI RC)
This is configured by the LSION bit in the control/status register (RCC_CSR).
e External 32.768 kHz oscillator (LSE OSC)

This is configured by the LSEON bit in the Backup domain control register
(RCC_BDCR).

3

RM0455 Rev 10




RM0455

Power control (PWR)

3

Entering Standby mode

The Standby mode is entered according to Section 6.7.3: Entering low-power modes, when
the PDDS_SRD bit requests Standby (in PWR CPU control register (PWR_CPUCR)).

Refer to Table 44 for more details on how to enter Standby mode.

Exiting from Standby mode
The Standby mode is exited according to Section 6.7.4: Exiting from low-power modes.
Refer to Table 44 for more details on how to exit from Standby mode.

The system exits from Standby mode when an external reset (NRST pin), an IWDG reset, a
WKUP pin event, a RTC alarm, a tamper event, or a timestamp event is detected. All
registers are reset after waking up from Standby except for power control and status
registers (PWR control register 2 (PWR_CR2), PWR control register 3 (PWR_CR3)), SBF
bit in PWR CPU control register (PWR_CPUCR), PWR wakeup flag register
(PWR_WKUPFRY), and PWR wakeup enable and polarity register (PWR_WKUPEPR).

After waking up from Standby mode, the program execution restarts in the same way as
after a system reset (boot option sampling, boot vector reset fetched). The SBF status flag
in PWR CPU control register (PWR_CPUCR) indicates from which mode the system has
exited (see Table 43).

Table 43. Standby and Stop flags

SBF | STOPF Description
0 1 System has been in or exits from Stop.
1 0 System exits from Standby.

Table 44. Standby mode

Standby mode Description

— The CPU subsystem is in CStop mode and there is no active EXT| wakeup
source and RUN_SRD = 0.

Mode entry — PDDS_SROD bit selects Standby.
— All WKUPFx bits in power control/status register (PWR_WKUPFR) are cleared.
Mode exit WKUP pins rising or falling edge, RTC alarm (Alarm A and Alarm B), RTC

wakeup, tamper event, timestamp event, external reset in NRST pin, IWDG reset

Wakeup latency | System reset phase (see Section 8.4.2: System reset)
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I/0 states in Standby mode

In Standby mode, all I/O pins are high impedance without pull, except for:

Reset pad (still available)

PC14 and PC15 pins if configured for LSE oscillator
PC13 pin if configured as RTC_OUT1, RTC_TS, TAMP_IN1, TAMP_OUT2 or
TAMP_OUT3, assuming they have been configured by the RTC or the TAMPER

P18 pin if configured as RTC_OUT2, TAMP_IN2 or TAMP_OUT3, assuming they have
been configured by the RTC or the TAMPER
PC1 pin if configured as TAMP_IN3, assuming it has been configured by the TAMPER
WKUP pins (if enabled).
The WKUP pin pull configuration can be defined through WKUPPUPDXx[1:0] bits in
PWR wakeup enable and polarity register (PWR_WKUPEPR).

Monitoring low-power modes

The devices feature state monitoring pins that monitor the CPU and Domain state
transitions to low-power mode (refer to Table 45 for the list of pins and their description).
The GPIO pin corresponding to each monitoring signal has to be programmed in alternate

function mode.

This feature is not available in Standby mode since these I/O pins are switched to high
impedance.

Table 45. Overview of low-power mode monitoring pins

Power state monitoring pins Description Pin assignment
CSLEEP CPU clock OFF PC3
CSTOP CPU domain in low-power mode PC2
NDSTOP2 CPU domain Retention mode selection PAS

The state of the monitoring pins reflect the mode of the CPUs and domains. Refer to
Table 46 for a description of the GPIO state depending on the CPU and domain state.

Table 46. GPIO state according to CPU and domain state

CSLEEP CSTOP NDsTopz | CPUdomain | SRDdomain | cp; 4o
power state power state
0 0 1 DRun SRDRun CRun
1 0 1 DRun SRDRun CSleep
SRDRun or
1 1 1 DStop SRDStop CStop
SRDRun or
1 1 0 DStop2 SRDStop CStop
RM0455 Rev 10 Kys
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6.8 PWR registers

The PWR registers can be accessed in word, half-word and byte format, unless otherwise
specified.

6.8.1 PWR control register 1 (PWR_CR1)

Address offset: 0x000
Reset value: 0OxFO00 C000
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Bits 31:28 Reserved, must be kept at reset value.
Bit 27 SRDRAMSO: SmartRun domain AHB memory shut-off in DStop/DStop2 low-power mode
0: SmartRun domain AHB memory content is kept in DStop or DStop2 mode
1: SmartRun domain AHB memory content is lost in DStop or DStop2 mode
Bit 26 HSITFSO: high-speed interfaces USB and FDCAN memory shut-off in DStop/DStop2 mode
0: USB and FDCAN memories content is kept in DStop or DStop2 mode
1: USB and FDCAN memories content is lost in DStop or DStop2 mode
Bit 25 GFXSO0: GFXMMU and JPEG memory shut-off in DStop/DStop2 mode
0: GFXMMU and JPEG memory content is kept in DStop or DStop2 mode
1: GFXMMU and JPEG memory content is lost in DStop or DStop2 mode
Bit 24 ITCMSO: instruction TCM and ETM memory shut-off in DStop/DStop2 mode
0: ITCM and ETM memories content is kept in DStop or DStop2 mode
1: ITCM and ETM memories content is lost in DStop or DStop2 mode
Bit 23 AHBRAM2SO: AHB SRAM2 shut-off in DStop/DStop2 mode
0: AHB SRAM2 content is kept in DStop or DStop2 mode
1: AHB SRAM2 content is lost in DStop or DStop2 mode
Bit 22 AHBRAM1SO: AHB SRAM1 shut-off in DStop/DStop2 mode
0: AHB SRAM1 content is kept in DStop or DStop2 mode
1: AHB SRAM1 content is lost in DStop or DStop2 mode
Bit 21 AXIRAM3SO0: AXI SRAM3 shut-off in DStop/DStop2 mode

3

0: AXI SRAM3 content is kept in DStop or DStop2 mode
1: AXI SRAM3 content is lost in DStop or DStop2 mode
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Bit 20

Bit 19

Bits 18:17

Bit 16

Bits 15:14

Bit 13

Bit 12

Bits 11:10
Bit 9

AXIRAM2SO0: AXI SRAM2 shut-off in DStop/DStop2 mode
0: AXI SRAM2 content is kept in DStop or DStop2 mode
1: AXI SRAM2 content is lost in DStop or DStop2 mode

AXIRAM1SO: AXI SRAM1 shut-off in DStop/DStop2 mode
0: AXI SRAM1 content is kept in DStop or DStop2 mode
1: AXI SRAM1 content is lost in DStop or DStop2 mode

ALS[1:0]: analog voltage detector level selection
These bits select the voltage threshold detected by the AVD.
00:1.7V
01:21V
10:25V
11:2.8V

AVDEN: peripheral voltage monitor on Vppp enable
0: peripheral voltage monitor on Vppp disabled
1: peripheral voltage monitor on Vppp enabled

SVOS[1:0]: system stop mode voltage scaling selection
These bits control the Vorg voltage level in system Stop mode, to obtain the best trade-off
between power consumption and performance.
00: reserved
01: SVOS5 scale 5
10: SVOS4 scale 4
11: SVOS3 scale 3 (default)

AVD_READY: analog voltage ready
This bit is only used when the analog switch boost needs to be enabled (see BOOSTE bit).
It must be set by software when the expected Vppp analog supply level is available.
The correct analog supply level is indicated by the AVDO bit (PWR_CSR1 register) after
setting the AVDEN bit and selecting the supply level to be monitored (ALS bits).
0: peripheral analog voltage Vppa not ready (default)
1: peripheral analog voltage Vppa ready

BOOSTE: analog switch VBoost control

This bit enables the booster to guarantee the analog switch AC performance when the Vpp
supply voltage is below 2.7 V (reduction of the total harmonic distortion to have the same
switch performance over the full supply voltage range)

The Vpp supply voltage can be monitored through the PVD and the PLS bits.

0: booster disabled (default)

1: booster enabled if analog voltage ready (AVD_READY = 1)

Reserved, must be kept at reset value.

FLPS: Flash memory low-power mode in DStop or DStop2 mode
When it is set, the flash memory enters Low-power mode when the CPU domain is in
DStop/DStop2 mode.
The power consumption is improved with a slightly longer wakeup time.
It is mandatory to set FLPS before entering DStop2 mode.
0: Flash memory remains in normal mode when the CPU domain enters DStop (quick restart
time).
1: Flash memory enters Low-power mode when the CPU domain enters DStop/DStop2 (low-
power consumption).

3
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Bit 8 DBP: disable Backup domain write protection
In reset state, the RCC_BDCR register, the RTC registers (including the backup registers),
BREN and MOEN bits in PWR_CR2 register, are protected against parasitic write access.
This bit must be set to enable write access to these registers.
0: access to RTC, RTC backup registers and backup SRAM disabled
1: access to RTC, RTC backup registers and backup SRAM enabled

Bits 7:5 PLS[2:0]: programmable voltage detector level selection
These bits select the voltage threshold detected by the PVD.
000: 1.95V
001:2.1V
010:2.25V
011:2.4V
100: 2.55V
101: 2.7V
110: 2.85V
111: PVD_IN pin

Note: Refer to Section “Electrical characteristics” of the product datasheet for more details.

Bit 4 PVDE: programmable voltage detector enable
0: programmable voltage detector disabled
1: programmable voltage detector enabled
Bits 3:1 Reserved, must be kept at reset value.

Bit 0 LPDS: low-power Deepsleep with SVOS3 (SVOS4 and SVOSS5 always use low-power,

regardless of the setting of this bit)
0: LDO voltage regulator or SMPS step-down converter in Main mode (MR) when SVOS3

selects Stop
1: LDO voltage regulator or SMPS step-down converter in Low-power mode (LPR) when

SVOS3 selects Stop

6.8.2 PWR control status register 1 (PWR_CSR1)

Address offset: 0x004
Reset value: 0x0000 4000
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Bits 31:18
Bit 17

Bit 16

Bits 15:14

Bit 13

Bits 12:5
Bit 4

Bits 3:0

Reserved, must be kept at reset value.

MMCVDO: voltage detector output on Vppymc
This bit is set and cleared by hardware.
0: VDDMMC is below 1.2 V.
1: Vppmmc is above or equal to 1.2 V.

AVDO: analog voltage detector output on Vppa

This bit is set and cleared by hardware. It is valid only if AVD on Vppp is enabled by the
AVDEN bit.

0: Vppa is equal or higher than the AVD threshold selected with the ALS[2:0] bits.
1: Vppa is lower than the AVD threshold selected with the ALS[2:0] bits.

Note: Since the AVD is disabled in Standby mode, this bit is equal to 0 after Standby or reset
until the AVDEN bit is set.

ACTVOSJ[1:0]: VOS currently applied for Vcogre Vvoltage scaling selection.
These bits reflect the last VOS value applied to the voltage regulator.

ACTVOSRDY: Voltage levels ready bit for currently used VOS

This bit is set to 1 by hardware when the voltage regulator and the SMPS step-down
converter are both disabled and Bypass mode is selected in PWR control register 3
(PWR_CRQ).

0: voltage level invalid, above or below current VOS selected level

1: voltage level valid, at current VOS selected level

Reserved, must be kept at reset value.

PVDO: programmable voltage detect output
This bit is set and cleared by hardware. It is valid only if the PVD has been enabled by the
PVDE bit.
0: Vpp is equal or higher than the PVD threshold selected through the PLS[2:0] bits.
1: Vpp is lower than the PVD threshold selected through the PLS[2:0] bits.
Note: since the PVD is disabled in Standby mode, this bit is equal to 0 after Standby or reset
until the PVDE bit is set.

Reserved, must be kept at reset value.
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6.8.3 PWR control register 2 (PWR_CR2)
Address offset: 0x008
Reset value: 0x0000 0000

This register is not reset by wakeup from Standby mode, RESET signal and Vpp POR. Itis
only reset by Vg POR and VSWRST reset.

This register must not be accessed when VSWRST bit in RCC_BDCR register resets the
Vgw domain.

After reset, PWR_CR2 register is write-protected. Prior to modifying its content, the DBP bit
in PWR_CRH1 register must be set to disable the write protection.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
TEMPH | TEMPL BRRDY
r r r
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
MONEN BREN
w w

Bits 31:24 Reserved, must be kept at reset value.

Bit 23 TEMPH: temperature level monitoring versus high threshold
0: temperature below high threshold level
1: temperature equal or above high threshold level

Bit 22 TEMPL: temperature level monitoring versus low threshold
0: temperature above low threshold level
1: temperature equal or below low threshold level

Bits 21:17 Reserved, must be kept at reset value.

Bit 16 BRRDY: backup regulator ready
This bit is set by hardware to indicate that the backup regulator is ready.
0: backup regulator not ready
1: backup regulator ready

Bits 15:5 Reserved, must be kept at reset value.

Bit 4 MONEN: Vgar and temperature monitoring enable
This feature is available only when the backup regulator is enabled (BREN = 1).
0: VgaT and temperature monitoring disabled
1: Vgar and temperature monitoring enabled

Bits 3:1 Reserved, must be kept at reset value.

Bit 0 BREN: backup regulator enable
When this bit set, the backup regulator (used to maintain the backup RAM content in
Standby and Vgat modes) is enabled.
If BREN is cleared, the backup regulator is switched off. The backup RAM can still be used
in Run and Stop modes. However its content is lost in Standby and Vgat modes.
If BREN is set, the application must wait till the backup regulator ready flag (BRRDY) is set
to indicate that the data written into the SRAM is maintained in Standby and Vgar modes.
0: backup regulator disabled
1: backup regulator enabled
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6.8.4 PWR control register 3 (PWR_CR3)

Address offset: 0x00C
Reset value: 0x0000 0006
Reset by POR only, not reset by wakeup from Standby mode and RESET pad.

The lower byte of this register is written once after POR and must be written before
changing VOS level or ck_sys clock frequency. No limitation applies to the upper bytes.

Programming data corresponding to an invalid combination of SMPSLEVEL, SMPSEXTHP
SMPSEN, LDOEN and BYPASS bits (see Table 34) are ignored: data are not written, the
written-once mechanism locks the register and any further write access is ignored. The
default supply configuration is kept and the ACTVOSRDY bit in PWR control status register
1 (PWR_CSR1) goes on indicating invalid voltage levels. The system must be power cycled
before writing a new value.

lllegal combinations of SMPSLEVEL, SMPSEXTHP, SMPSEN, LDOEN and BYPASS are
described in Table 34.

The SMPS step-down converter is not available on all packages.In this case, the SMPS
step-down converter is disabled.
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Bits 31:27 Reserved, must be kept at reset value.

Bit 26 USB33RDY: USB supply ready
0: USB33 supply not ready
1: USB33 supply ready
Bit 25 USBREGEN: USB regulator enable
0: USB regulator disabled
1: USB regulator enabled
Bit 24 USB33DEN: Vpp33ysp Voltage level detector enable
0: Vppssusg Voltage level detector disabled
1: Vppssuse Voltage level detector enabled

Bits 23:17 Reserved, must be kept at reset value.
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Bit 16 SMPSEXTRDY: SMPS step-down converter external supply ready

This bit is set by hardware to indicate that the external supply from the SMPS step-down converter
is ready.

0: external supply not ready

1: external supply ready

Bits 15:10 Reserved, must be kept at reset value.

Bit 9 VBRS: Vgt charging resistor selection
0: charge Vgar through a 5 kQ resistor
1: charge Vgt through a 1.5 kQ resistor

Bit 8 VBE: Vgpt charging enable
0: Var battery charging disabled
1: Vgar battery charging enabled

Bits 7:6 Reserved, must be kept at reset value.

Bits 5:4 SMPSLEVEL[1:0]: SMPS step-down converter voltage output level selection
This bitfield is used when both the LDO and SMPS step-down converter are enabled with SMPSEN
and LDOEN enabled or when SMPSEXTHP is enabled. In this case SMPSLEVEL must be written
with a value different than 00 at system startup.
00: reset value
01:1.8V
10: 25V
11:25V
Note: This bitfield is written once after POR and must be written before changing VOS level or
ck_sys clock frequency.

Bit 3 SMPSEXTHP: SMPS step-down converter external power delivery selection
0: SMPS normal operating mode, no power delivery to external circuits
1: SMPS external operating mode, power delivery to external circuits

Note: This bit is written once after POR and must be written before changing VOS level or ck_sys
clock frequency.

Bit 2 SMPSEN: SMPS step-down converter enable
0: SMPS disabled
1: SMPS enabled (default)

Note: This bit is written once after POR and must be written before changing VOS level or ck_sys
clock frequency.

Bit 1 LDOEN: low drop-out regulator enable
0: low drop-out regulator disabled
1: low drop-out regulator enabled (default)

Note: This bit is written once after POR and must be written before changing VOS level or ck_sys
clock frequency.

Bit 0 BYPASS: power management unit bypass
0: power management unit normal operation
1: power management unit bypassed, voltage monitoring still active

Note: This bit is written once after POR and must be written before changing VOS level or ck_sys
clock frequency.
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6.8.5 PWR CPU control register (PWR_CPUCR)
This register allows controlling CPU domain power.
Address offset: 0x010
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 " 10 9 8 7 6 5 4 3 2 1 0
a a a
% t e | K 5, S
| 17 m O %] jal
Z 15} w s a ~
¥ £ i
w rw r r rw rw
Bits 31:12 Reserved, must be kept at reset value.
Bit 11 RUN_SRD: prevent the SmartRun Domain (SRD) to enter Stop mode
0: SmartRun domain follows CPU subsystem modes.
1: SmartRun domain remains in Run mode regardless of CPU subsystem modes.
Bit 10 Reserved, must be kept at reset value.
Bit 9 CSSF: clear Standby and Stop flags (always read as 0)
This bit is cleared to 0 by hardware.
0: no effect
1: STOPF and SBF flags cleared
Bits 8:7 Reserved, must be kept at reset value.
Bit 6 SBF: system Standby flag
This bit is set by hardware and cleared only by a POR or by setting the CSSF bit.
0: system has not been in Standby mode.
1: system has been in Standby mode.
Bit5 STOPF: STOP flag
This bit is set by hardware and cleared only by any reset or by setting the CSSF bit.
0: system has not been in Stop mode.
1: system has been in Stop mode.
Bits 4:3 Reserved, must be kept at reset value.
Bit2 PDDS_SRD: system SmartRun domain power down Deepsleep
This bit allows defining the Deepsleep mode for system SmartRun domain.
0: Keeps Stop mode when CPU domain enters Deepsleep.
1: Allows Standby mode when CPU domain enters Deepsleep.
Bit 1 Reserved, must be kept at reset value.
Bit0 RETDS_CD: CPU domain power down Deepsleep selection.
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This bit defines the Deepsleep mode for CPU domain.
0: Go to DStop mode when CPU domain enters Deepsleep.
1: Go to DStop2 mode (Retention mode) when CPU domain enters Deepsleep.

3
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6.8.6 PWR SmartRun domain control register (PWR_SRDCR)

This register allows controlling SmartRun domain power.
Address offset: 0x018

Reset value: 0x0000 2000

Following reset, VOSRDY is read 1 by software.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
VOS[1:0] VOSRDY

rw rw r

Bits 31:16 Reserved, must be kept at reset value.

Bits 15:14 VOS[1:0]: voltage scaling selection according to performance

These bits control the VoRrg voltage level and allow to obtain the best trade-off between

power consumption and performance:

- In Bypass mode, these bits must also be set according to the external provided core

voltage level and related performance.

—  When increasing the performance, the voltage scaling must be changed before

increasing the system frequency.

—  When decreasing performance, the system frequency must first be decreased

before changing the voltage scaling.
00: scale 3 (default)
01: scale 2
10: scale 1
11: scale 0

Note: VOS[1:0] can be changed only when ACTVOSRDY is valid (PWR_CSR1 register)

Bit 13 VOSRDY: VOS ready bit for Vcorg voltage scaling output selection
This bit is set to 1 by hardware when Bypass mode is selected in PWR_CR3 register.

0: not ready, voltage level below VOS selected level
1: ready, voltage level at or above VOS selected level

Bits 12:0 Reserved, must be kept at reset value.

3
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6.8.7 PWR wakeup clear register (PWR_WKUPCR)
Address offset: 0x020
Reset value: 0x0000 0000
Reset only by system reset, not reset by wakeup from Standby mode.
Five wait states are required when writing this register. The AHB write access completes

after the WKUPFx has been cleared.
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Bits 31:6 Reserved, must be kept at reset value.
Bits 5:0 WKUPCn+1: clear wakeup pin flag for WKUPNn+1
These bits are always read as 0.
0: no effect
1: writing 1 clears the WKUPFn+1 wakeup pin flag (bit is cleared to 0 by hardware).
6.8.8 PWR wakeup flag register (PWR_WKUPFR)
Address offset: 0x024
Reset value: 0x0000 0000

Reset only by system reset, not reset by wakeup from Standby mode.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

~ |WKUPF6 | on
~ |WKUPF5 | &
~ |WKUPF4 |
~ |WKUPF3| »
~ |WKUPF2| =~
~ |WKUPF1| o

Bits 31:6 Reserved, must be kept at reset value.

Bits 5:0 WKUPn+1: wakeup pin WKUPn+1 flag
This bit is set by hardware and cleared only by a RESET pin or by setting the WKUPCn+1 bit in
PWR_WKUPCR register.
0: no wakeup event occurred
1: a wakeup event received from WKUPRN+1 pin

3
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6.8.9 PWR wakeup enable and polarity register (PWR_WKUPEPR)

Address offset: 0x028
Reset value: 0x0000 0000

Reset only by system reset, not reset by wakeup from Standby mode.
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Bits 31:28 Reserved, must be kept at reset value.

Bits 27:16  WKUPPUPD(truncate(n/2)-7)[1:0]: wakeup pin pull configuration for WKUP(truncate(n/2)-7)
These bits define the 1/0 pad pull configuration used when WKUPEN(truncate(n/2)-7) = 1. The
associated GPIO port pull configuration must be set to the same value or to 00.
The wakeup pin pull configuration is kept in Standby mode.
00: no pull-up
01: pull-up
10: pull-down
11: reserved

Bits 15:14 Reserved, must be kept at reset value.

Bits 13:8 WKUPPnN-7: wakeup pin polarity bit for WKUPn-7
These bits define the polarity used for event detection on WKUPR-7 external wakeup pin.
0: detection on high level (rising edge)
1: detection on low level (falling edge)

Bits 7:6 Reserved, must be kept at reset value.

Bits 5:0 WKUPENN+1: enable wakeup pin WKUPNn+1
These bit are set and cleared by software.
0: An event on WKUPN+1 pin does not wakeup the system from Standby mode.
1: Arising or falling edge on WKUPN+1 pin wakes up the system from Standby mode.
Note: An additional wakeup event is detected if WKUPn+1 pin is enabled (by setting the
WKUPENnN+1 bit) when WKUPn+1 pin level is already high when WKUPPn+1 selects rising
edge, or low when WKUPPn+1 selects falling edge.
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PWR register map

6.8.10

Table 47. Power control register map and reset values
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Refer to Section 2.3 on page 129 for the register boundary addresses.
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7.2

3

Low-power SRD domain application example

This section describes, through an example, how to use the SRD domain to implement low-
power applications.

Introduction

The first part of the description explains how the EXTI, RCC and PWR blocks interact with
each other and with the other system blocks. A detailed explanation on how the DMAMUX2
can be used to free the CPU is also provided.

The second part explains how to use the Autonomous mode to perform simple data
transfers through an example of LPUART1 transmission.

Register programming is detailed only for the blocks related to the Autonomous mode.

EXTI, RCC and PWR interconnections
Figure 40 shows the main EXTI, RCC and PWR interconnections.
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Figure 40. EXTI, RCC and PWR interconnections
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7.21

7.2.2

3

Interrupts and wakeup

Three kinds of signals are exchanged between the peripherals. They can be used to wake
up the system from Stop mode:

e  Wakeup events (or asynchronous interrupts)

Some peripherals can generate interrupt events, even if their bus interface clock is not
present. These interrupt events are called wakeup events (or asynchronous interrupts).

Example: i2c1_wkup, usart1_wkup and Iptim1_wkup.
e Signals

Some peripherals generate a pulse instead of an interrupt signal. These pulses are
called signals.

Examples: Iptim2_out and Iptim3_out.
e Interrupts
Contrary to signals, the interrupts should be cleared by a CPU or any other bus master,

either by clearing the corresponding event bit in the peripheral register or by updating
the FIFO interrupt level.

All the interrupts associated to system peripherals are directly connected to the NVIC,
except for the peripherals which are able to wake up the system from Stop mode or the
CPU from CStop. In this latter case, the interrupts, signals or wakeup events are
connected to the NVIC via the EXTI.

Example: spi1_it, tim1_brk_it and tim1_upd_it.
The interrupt and wakeup sources that require to be cleared in the peripheral itself are

connected to EXTI Direct Event inputs. The EXTI does not manage any CPU status pending
bit.

The peripherals signals are connected to EXTI Configurable Event inputs. These EXTI
inputs provide a CPU status pending bit which needs to be cleared by the application.

Block interactions

Interaction between EXTI and PWR blocks

The EXTI delivers wakeup requests signals (exti_cd_wkup, exti_srd_wkup) to the PWR
controller. These signals are activated according to the state of the interrupts, signals or
wakeup events connected to the EXTI. These wakeup requests are used by the PWR
controller to supply the domain who needs to handle the activated wakeup event generated
by the peripherals.

Interaction between PWR and RCC blocks

The PWR block controls the Vcorg supply according to the system operating mode (CRun,
CSleep or CStop). For DStop2 (Retention mode), the PWR controller also controls the
power switch (ePOD) that cuts the supply of part of the CD domain.

The RCC block controls the clock generation in accordance with the system operating
mode. It is also responsible for reset generation.
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7.2.3
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To synchronize the system mode transitions, the RCC block is tightly coupled with the PWR
controller:

e The RCC informs the PWR controller when peripherals located in the CD or SRD
domain are allocated by the CPU (c_per_alloc_cd).

e The RCC also warns the PWR block when a domain clock is activated/deactivated.
These signals are used in case of domain transition from DRun to DStop, DStop2 and
Standby. In this case, the PWR controller waits until the domain clock has been gated,
before switching down this domain.

e  Similarly, the PWR controller informs the RCC about the Vore supply status of each
domain (pwr_srd_wkup and pwr_cd_wkup). This information is used by the RCC
when a domain transition from DStop or DStop2 to DRun occurs.

Interaction between EXTI and SRD domain

All the wakeup event inputs received by the EXTI from the peripherals located in SRD
domain can be used to perform operations in Autonomous mode without activating the
CPU.

The EXTI SRD_PenClear[3:0] inputs received from the SRD domain are used to
acknowledge the ongoing wakeup requests generated by peripherals located in the SRD
domain. The SRD_PenClear[3:0] inputs allow switching the system SRD domain from Run
to Stop mode.

Role of DMAMUX2 in SRD domain

The DMAMUX2 implemented in the SRD domain allows chaining BDMA2 transfers. BDMA2
requests are synchronized thanks to trigger events (dmamux2_evtx) which can be
generated when the expected amount of data has been transferred.

These events can also trigger DMAMUX2 request generators (REQ_GEN[3:0]), and thus
chain several BDMAZ2 transfers. In fact REQ_GEN[3:0] can be triggered indirectly by all the
wakeup events generated by all SRD domain peripherals.

Like LPTIM3 and LPTIM2 outputs, dmamux2_evt7 and dmamux2_evt6 events are
connected to the EXTI. They can be used to switch the SRD domain from DRun to DStop or
DStop2 mode when the task requested by the wakeup event is complete.

3
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7.3

7.3.1

Note:

7.3.2

3

Low-power application example based on
LPUART1 transmission

This section illustrates, through an example, the benefit of the SRD domain usage on power
consumption. To help the user program the device, only the key register settings are given
herein.

Refer to Sections Reset and clock control (RCC) and Power control (PWR) for additional
details.

Memory retention

The SRD domain features 32 Kbytes of SRAM (SRD SRAM). When the CD domain is in
DStop or DStop2 mode while the system is in Run mode, data can be transferred between
this RAM area and to/from a peripheral located in the SRD domain.

DStop2 and DStop are very similar from user point of view. In DStop2 mode the
asynchronous logic is switched off while RAM and register contents are maintained. This
allows further leakage current consumption reduction compared to DStop mode. When
exiting DStop2, the CPU domain resumes normal execution at the cost of a slightly higher
startup time.

In DStop/DStop2 modes, all the CD domain clocks are OFF but data are retained. The
power consumption in DStop/DStop2 mode can be further optimized by choosing to shut off
some SRAMs with the consequence to loose their content (see Section 6: Power control
(PWR)).

SRD SRAM remains available as long as the system is not in Standby mode.

If the system is in Standby mode, it is still possible to use the BKUP_SRAM. However, its
size is limited to 4 Kbytes.

Memory-to-peripheral transfer using LPUART1 interface

Example description

Figure 41 shows the proposed implementation. At a regular time interval given by LPTIM2,
the CPU wakes up from CStop mode (which domain is in DStop/DStop2). When the CPU is
in Run mode, it prepares the data to be transmitted via LPUART1, transfers them to SRD
SRAM, and goes back to CStop. The SRD domain is configured to perform data transfers
via LPUART1 and go back to Stop mode when the transfer is complete.

The LPTIM2 interface is used to wake up the system from Stop at regular time intervals.
the CPU must then perform the following operations:

1.  Recover the application from the system Stop mode (RECO).

Process the new data to be sent via LPUART1 (PROC).

Transfer the data into SRD SRAM (XFER).

Configure the DMAMUX2, the BDMAZ2, the LPUART1, and the RCC (CFG).
Configure the EXTI (CFG).

Configure the PWR block to allow the CD domain to go to DStop/DStop2 mode.
Set the CPU to Stop mode.

No gk wbd

The SRD domain executes the following tasks in Autonomous mode:

RM0455 Rev 10 327/2967




Low-power SRD domain application example RM0455

1. Transfer the data from SRD SRAM to LPUART1, using BDMAZ2.

2.  When the LPUART1 interface indicates that the last byte has been transferred, the
SRD domain is switched to Stop mode.

Figure 41. Timing diagram of SRD SRAM-to-LPUART1 transfer with BDMA2 and SRD domain

in Autonomous mode
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The RUN_SRD bit can be used to force the SRD domain to remain in Run mode when the
CD domain enters DStop or DStop2 mode.

If the CPU is not running, the SRD domain is not able to switch on its own from Run to Stop
mode.

The proposed solution is explained in details in the following sections. It consists in setting a
wakeup event for the SRD domain before the CD domain enters DStop/DStop2 mode. In
this way the SRD domain remains in run mode and enters Stop mode only when this
request is cleared.

RCC programming

Before entering Autonomous mode (CD domain in DStop/DStop2 mode with SRD domain in
Run mode), the RCC must be programmed to request the needed clocks to remain enabled.
In this example, they are required for the SRD SRAM, BDMA2/DMAMUX2, LPTIM2, GPIOs
and LPUART1

LPUART1 can use its own APB clock as kernel clock. Since the system will not enter Stop
mode before LPUART1 has completed data transfer, PLLx can be used to provide clocks to
the peripherals.

PWR programming

In this example, the PWR block must be programmed in order to:

e allow the CD domain to enter DStop/Dstop2 mode when the data transfer is complete,
e define the working voltage according to system modes.

SRD domain could enter Standby as well, but in this case the LPTIM2 could not be used to

wake up the system and the AWU should be used instead. In addition, everything must be
reprogrammed when the system wakes up.
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3

EXTI programming

The EXTI block must be configured to provide the following services:

e  Keep SRD domain running when CD domain is in DStop/DStop2. This will be done by a
software event.

e Set the device to Stop mode when the data transfer via LPUART1 is complete.
e  Wake up the product from Stop when LPTIM2 time interval has elapsed.

The EXTI block is configured once before performing the first data transfer. For incoming
data transfers, the programmed configuration remains unchanged; only some events need
to be triggered or acknowledged.

The CPU uses the event input number 0 to generate a software event. LPTIM2 wakeup
signal is connected to event input number 48 (direct event input).

All other event inputs must be disabled: EXTI_ RTSRx_TRy = ‘0’and
EXTI_FTSRx_TRy = 0.

To generate a wakeup event for SRD domain, the CPU must write SWIERO bit of
EXTI_SWIER1 to ‘1.

BDMA2 and DMAMUX2 programming

Two BDMAZ2 channels are required to execute data transfers via LPUART1.

° A BDMAZ2 channel, such as channel 0, is used to transfer data from SRD SRAM to
LPUART1, using the TXE flag.

e The second BDMA2 channel role is to switch the SRD domain to Stop mode. For that
purpose, DMAMUX2 request generator channel 0 (REQ_GENO0) and DMAMUX2
channel 7 synchronization block (SYNC7) are used in conjunction with BDMA2 channel
7.

BDMAZ2 channel 0 does not use DMAMUX2 trigger capabilities. Refer to Table 48 for
initialization details.

BDMA2 channel 7 uses REQ_GENQO to generate BDMA2 requests. The generation of
BDMAZ2 requests is triggered by the LPUART1 transmit interrupt (Ipuart1_tx_it). The
LPUART1 interface generates Ipuart1_tx_it interrupt when the transmit complete event is
detected. The BDMA2 then clears the pending interrupt by performing a write operation to
the LPUART1.

The SYNCY7 block is programmed in Free-running mode. It generates a pulse on its
dmamux2_evt7 output when the BDMAZ2 request generated by the REQ_GENQO is
complete. dmamux2_evt7 signal is used by the EXTI to switch back the SRD domain to
Stop mode.

Figure 42 shows the active signal paths via DMAMUX2. The grayed blocks represent the
unused paths.
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Figure 42. BDMA2 and DMAMUX2 interconnection
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Table 48 explain how to program BDMA2 and DMAMUX2 key functions. The way errors are

handled is not described.

Table 48. BDMA2 and DMAMUX2 initialization sequence (DMAMUX2_INIT)

Peripherals Register content Related actions
DMAREQ_ID of DMAMUX2_COCR = ‘10’ | Selects LPUART_TX BDMA2 request.
DMAMUX?2 SE of DMAMUX2_COCR =0 Disables block synchronization.
SYNCO EGE of DMAMUX2_COCR = ‘0’ No event generation.
NBREQ of DMAMUX2_COCR = ‘0’ Generates an event every BDMAZ2 transfer (Free-running
mode).
DMAREQ_ID of DMAMUX2_C7CR =‘0’ | Selects of REQ_GENO as BDMA2 request.
DMAMUX2 SE of DMAMUX2_C7CR =0 Disables block synchronization.
SYNC7 EGE of DMAMUX2_C7CR =1’ Enables event generation.
NBREQ of DMAMUX2_C7CR = ‘0’ Generates an event every BDMAZ2 transfer (Free-running
mode).
SIG_ID of DMAMUX2_RGOCR =‘0d24’ | Selects LPUART TX interrupt as trigger.
DMAMUX2 | GPOL of DMAMUX2_RGOCR = ‘0b01’ Trigger on rising edge of the event.
REQ_GENO | GNBREQ of DMAMUX2_RGOCR = ‘0’ Generates only one BDMAZ2 request.
GE of DMAMUX2_RGOCR = ‘1’ Enables generator.
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Table 48. BDMA2 and DMAMUX2 initialization sequence (DMAMUX2_INIT) (continued)

Peripherals Register content Related actions

NDT bits of BDMA_CNDTRO = DatNber | Number of data to transfer.
PA of BDMA_CPARO = &LPUART1_TDR | Address of LPUART1_TDR.
MA of BDMA_CMARO = &DatBuff Address of memory buffer of SRD SRAM.
DIR of BDMA_CCRO = ‘1’ Read from memory.

BDMA2 - |CIRC of BDMA_CCRO = ‘0’ Circular mode disabled.

CHO PINC of BDMA_CCRO = ‘0’ Peripheral increment disabled.
MINC of BDMA_CCRO = ‘1’ Memory increment enabled.
PSIZE of BDMA_CCRO = ‘0’ Peripheral size = 8 bits.
MSIZE of BDMA_CCRO = ‘1’ Memory size = 8 bits.
MEM2MEM of BDMA_CCRO = ‘0’ Memory to memory disabled.
NDT bits of BDMA_CNDTR7 = ‘1’ Only one data transferred.
PA of BDMA_CPARY7 = &LPUART1_ICR | Address of LPUART1_ICR (Interrupt Flag Clear Reg.).
MA of BDMA_CMAR? = &DatCIrTC Address of a variable located into SRD SRAM. This
variable must contain 0x0040 in order to clear the TC flag.

DIR of BDMA_CCR7 ='1’ Read from memory.

BDC'Y'_I/;Z | CIRC of BDMA_CCRY = ‘0’ Circular mode disabled.

PINC of BDMA_CCR7 =0’
MINC of BDMA_CCR7 = ‘1’
PSIZE of BDMA_CCR7 =2
MSIZE of BDMA_CCR7 =2
MEM2MEM of BDMA_CCR7 = ‘0’

Peripheral increment disabled.
Memory increment disabled.
Peripheral size = 32 bits.
Memory size = 32 bits.
Memory to memory disabled.

3

LPTIM2 programming

When LPTIM2 wakeup event occurs, the CPU reboots and SRD domain mode is also set to

Run mode.

An interrupt issued by LPTIM2 is pending on the CPU NVIC. LPTIMZ2 interrupt handler must
acknowledge this LPTIMZ2 interrupt by writing ARRMCEF bit in LPTIM2_ICR register to ‘1’

(LPTIM2_Ack).

LPUART programming

In the use-case described herein, the capability of the LPUART1 to request the kernel clock

according to some events is not used.

LPUART1 is programmed so that is generates a BDMA request when its TX-FIFO is not full.

LPUART1 also generates an interrupt when the TX-FIFO and its transmit shift register are
empty. This interrupt is used to switch the SRD domain to Stop mode.

Table 49 gives the key settings concerning the handling of Stop mode for LPUART1.
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Table 49. LPUART1 Initial programming (LPUART1_INIT)

Register content Related actions

FIFOEN of LPUART1_CR1="1" |Enables FIFO. BDMA2 will then use TXFNF (TXFIFO Not Full) flag for
generating the BDMAZ2 requests.

TCIE of LPUART1_CR1 =0 Disables interrupt when the transmit buffer is empty.
UE of LPUART1_CR1 ="1 Enables BDMA2.

TE of LPUART1_CR1 =*1’ Enables the LPUART1.

TXE of LPUART1_CR1 =1 Enables transmission.

DMAT of LPUART1_CR3 =1’ Enables the BDMA2 mode for transmission.

Respect the sequence described in Table 50 to enable LPUART1.

Table 50. LPUART1 start programming (LPUART1_Start)

Register content Related actions

TCCF of LPUART1_ICR =*1" | Clears the TC flag, to avoid immediate interrupt generation, which would clear the
SRD_PendClear[1] in EXTI.

TCIE of LPUART1_CR1 =‘1" | Enables interrupt when the transmit buffer is empty.

7.3.3 Overall description of the low-power application example based on
LPUART1 transmission

After a Power-on reset, the CPU perform the following operations:
1. Boot sequence (not described here).

2. Fullinitialization of RCC, PWR, EXTI, LPUART1, GPIOs, LPTIM2, DMAMUX2, BDMA2
and NVIC.
Only the relevant steps of RCC, EXTI, PWR, LPUART1, BDMA2 and DMAMUX2
initialization related to the Autonomous mode are described herein. Refer to the
previous sections for additional details.

3. The CPU processes the data to be transferred and copies them to SRD SRAM.
4. The CPU generates a wakeup event (EXTI_Event) to maintain SRD in Run mode when
CD enters DStop/DStop2.

5. The CPU enables the BDMAZ2 to start LPUART transmission and goes to CStop mode.
As it is allowed to do so, CD domain enters DStop/DStop2 while SRD remains in Run
mode. The data stored in SRD SRAM are retained while the CD domain is in
DStop/DStop2 mode.

6. As soon as the BDMA2 is enabled, it serves the request from LPUART1 in order to fill
its TX-FIFO. In parallel, serial data transmission can start.

7. When the expected amount of data has been transmitted (NDT bits of BDMA_CNDTRO
set to 0), the BDMA2 no longer provides data to the LPUART1. The LPUART1
generates an interrupt when the TX-FIFO and the transmit buffer are empty.

8. This interrupt triggers DMAMUX2 REQ_GENQO, thus activating a data transfer via
BDMAZ2 channel 7 (BDMA_Ch7). This transfer clears LPUART1 TC flag, and the
Ipuart1_tx_it is reset to ‘0.

9. The end of this transfer triggers a dmamux2_evt7 signal which is used to clear the
wakeup request generated by the CPU.

10. As a consequence, the SRD domain (i.e. the system) enters Stop mode and the
system clock is gated. LPTIMZ still operates since it uses ck_lsi clock.
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11. LPTIMZ2 Iptim2_wkup interrupt wakes up the system. The device exits from Stop mode
with the HSI clock. The CPU must restore the proper clock configuration during the
warm re-boot sequence and perform the following tasks:
a) Acknowledge LPTIM2 wakeup interrupt,
b) Process the next data block and transfers them to SRD SRAM,
c) Generate again a wakeup event for SRD domain,
d) Start the BDMA2.
e) Go back to CStop mode.
Note: The CPU does not need to initialize BDMA2, DMAMUX2 and LPUART1 again.

Figure 43. Timing diagram of LPUART1 transmission with SRD domain
in Autonomous mode
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7.3.4

3

Alternate implementations

More power efficient implementations are also possible. As an example the system clock
can be stopped once the data have been transferred to LPUART1 TX-FIFO, instead of
remaining activated during the whole transmission as in the example presented above. In
this case, the LPUART1 must use ck_hsi or ck_csi as kernel clock when the system
switches from Run to Stop mode. LPUART1 must be programmed to wake up SRD domain
when its TX-FIFO in almost empty. This asynchronous interrupt can be used as trigger by
the REQ_GENXx of the DMAMUX2, which will perform a given number (e.g. 14) of data
transfers to LPUART1_TDR and then switch back the SRD domain to Stop mode. This
implementation is possible because the LPUART1 can request the kernel clock as long as
the TX-FIFO and transmit buffer are not empty.
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Further power consumption reduction during DStop/DStop2 mode can be achieved by
shutting off the SRAMs located in the CD domain. Their content is then lost (see Section 6:
Power control (PWR) for more details).

7.4 Other low-power applications

Other peripherals located in SRD domain, such as 12C4, SP16/12S6, DFSDM2 or DAC2, can
be used to implement low-power applications.

3
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8.1

3

Reset and clock control (RCC)

The RCC block manages the clock and reset generation for the whole microcontroller.

The RCC block is located in the SmartRun domain (refer to Section 6: Power control (PWR)
for a detailed description).

The operating modes this section refers to are defined in Section 6.6.1: System operating
modes of the PWR block.

RCC main features

Reset block

e  Generation of local and system reset

e Bidirectional pin reset allowing to reset the microcontroller or external devices

e WWDG and IWDG reset supported

e  Power-on (POR) and Brownout (BOR) resets initiated by the power control (PWR)

Clock generation block

e  Generation and dispatching of clocks for the complete device
e 3 separate PLLs using integer or fractional ratios

e Possibility to change the PLL fractional ratios on-the-fly

e  Smart clock gating to reduce power dissipation

e 2 external oscillators:

— High-speed external oscillator (HSE) supporting a wide range of crystals from 4 to
50 MHz frequency

—  Low-speed external oscillator (LSE) for the 32 kHz crystals
e 4internal oscillators
High-speed internal oscillator (HSI)
48 MHz RC oscillator (HS148)
Low-power internal oscillator (CSI)
—  Low-speed internal oscillator (LSI)
e Buffered clock outputs for external devices
e  Generation of two types of interrupts lines:
—  Dedicated interrupt lines for clock security management
—  One general interrupt line for other events
e  Clock generation handling in Stop and Standby mode
e  SmartRun domain Autonomous mode
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8.2 RCC block diagram
Figure 44 shows the RCC block diagram.

Figure 44. RCC block diagram
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8.3 RCC pins and internal signals

Table 51 lists the RCC inputs and output signals connected to package pins or balls.

Table 51. RCC input/output signals connected to package pins or balls

Signal name Sti?::l Description
NRST I/0 | System reset, can be used to provide reset to external devices
OSC32_IN | 32 kHz oscillator input
0SC32_0uT (0] 32 kHz oscillator output
OSC_IN | System oscillator input

336/2967
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Table 51. RCC input/output signals connected to package pins or balls (continued)

Signal

Signal name type Description
OSC_OuT 0] System oscillator output
MCO1 (0] Output clock 1 for external devices
MCO2 (0] Output clock 2 for external devices
12S_CKIN | External kernel clock input for digital audio interfaces: SPI/I2S, SAI, and DFSDM
USB_PHY1 | USB clock input provided by the external USB_PHY

The RCC exchanges a lot of internal signals with all components of the product, for that
reason, Table 52 only shows the most significant internal signals.

Table 52. RCC internal input/output signals

New signal name Signal Description
type
rcc_it (0] General interrupt request line
rcc_hsecss it (0] HSE clock security failure interrupt
rcc_lsecss_it (0] LSE clock security failure interrupt
rcc ckfail evt o Event indicating that a HSE clock security failure is detected. This signal is
- - connected to TIMERS.
nreset I/O | System reset
iwdg_out_rst | Reset line driven by the IWDG, indicating that a timeout occurred
wwdg_out_rst I Reset line driven by the WWDG, indicating that a timeout occurred
pwr_bor_rst | Brownout reset generated by the PWR block
pwr_por_rst | Power-on reset generated by the PWR block
pwr_vsw_rst I Power-on reset of the VSW domain generated by the PWR block
rcc_perx_rst (0] Reset generated by the RCC for the peripherals
Wakeup domain request generated by the PWR and used to restore the
pwr_cd_wkup | .
domain clocks
Wakeup domain request generated by the PWR and used to restore the
pwr_srd_wkup | .
domain clocks
Low-power request generated by the RCC and used to set the domain into low-
rcc_pwd_cd_req (0]
power mode
Low-power request generated by the RCC and used to set the domain into low-
rcc_pwd_srd_req (0]
power mode
cpu_sleep ' Signals generated by the CPU, indicating if the CPU is in CRun, CSleep or
cpu_deepsleep I CStop
perx_ker_ckreq | Signal generated by some peripherals in order to request the activation of their
kernel clock
rcc_perx_ker_ck (0] Kernel clock signals generated by the RCC, for some peripherals

S74
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Table 52. RCC internal input/output signals (continued)

New signal name Signal Description
type
rcc_perx_bus_ck (0] Bus interface clock signals generated by the RCC for peripherals
rcc_bus_ck (0] Clocks for APB, AHB and AXI bridges generated by the RCC
rcc_cpu_ck (0]
Clocks for the CPU, generated by the RCC
rcc_fclk ¢ (0]
8.4 RCC reset block functional description

The following sources can generate a reset:

e an external device via NRST pin

e a failure on the supply voltage applied to VDD
e awatchdog timeout

e  a software command

The reset scope depends on the source that generates the reset.

Three reset categories exist:
e  power-on/off reset

e system reset

e local resets

8.4.1 Power-on/off reset

The power-on/off reset (pwr_por_rst) is generated by the power controller block (PWR). It
is activated when the input voltage (Vpp) is below a threshold level. This is the most
complete reset since it resets the whole circuit, except the Backup domain.

The power-on/off reset function can be disabled through PDR_ON pin (see Section 6.5:
Power supply supervision).

Refer to Table 53: Reset distribution summary for details.

3
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8.4.2

Note:

Note:

3

System reset

A system reset (nreset) resets all registers to their default values unless otherwise specified

in the register description.

A system reset can be generated from one of the following sources:

e areset from NRST pin (external reset)

e areset from the power-on/off reset block (pwr_por_rst)

e areset from the brownout reset block (pwr_bor_rst)
Refer to Section 6.5.2: Brownout reset (BOR) for a detailed description of the BOR
function.

e areset from the independent watchdogs (iwdg_out_rst)

e asoftware reset from the Cortex®-M7 core
It is generated via the SYSRESETREQ signal issued by the Cortex®-M7 core. This
signal is also named SFTRESET in this document.

e areset from the window watchdogs depending on WWDG configuration
(wwdg_out_rst)

e Areset from the low-power mode security reset, depending on option byte
configuration (Ipwr_rst)

The SYSRESETREQ bit in Cortex®-M7 through the FPU application interrupt and reset
control register, must be set to force a software reset on the device. Refer to the Cortex®-M7
with FPU technical reference manual for more details (see http://infocenter.arm.com).

As shown in Figure 45, some internal sources (such as pwr_por_rst, pwr_bor_rst,
iwdg_out_rst) perform a system reset of the circuit, which is also propagated to the NRST
pin to reset the connected external devices. The pulse generator guarantees a minimum
reset pulse duration of 20 us for each internal reset source. In case of an external reset, the
reset pulse is generated while the NRST pin is asserted low.

It is not recommended to let the NRST pin unconnected. When it is not used, connect this
pin to ground via a 10 to 100 nFcapacitor (Cg in Figure 45).

Figure 45. System reset circuit
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8.4.3 Local resets
Domain reset
When the system exits from Standby mode, a stby_rst reset is applied. The stby_rst signal
generates a reset of the complete Vcgre domain as long the Vorg voltage provided by the
internal regulator is not valid.
Table 53 gives a detailed overview of reset sources and scopes.
Table 53. Reset distribution summary
O » 8 >
Egg’ggoI%E &l c
Reset Reset name 2 0538 -92 2 g o) 2 IS Comments
source QB'EVBE—EVEEU)
HE S R e
AR REENMBEERS
ol 7] »
— Resets CPU domain and all its peripherals
— Resets SmartRun domain peripherals
Pin NRST XXX |- | X|X|X]- - |- | X |- Resets Vpp domain: IWDG, LDO
— Debug features, RTC and backup RAM are not
reset.
pwr_bor_rst [x|x|x |- |x|[x|x]|-|-]- |- |x]|— Same as pin reset. The pin is asserted as well.
— Same as pwr_bor_rst reset, plus:
Reset of the flash memory digital block
PWI_POT_FSt X | X | X1 X X | XX X |- = | XX (including the option byte loading).
PWR Reset of the debug block
— The low-power mode security reset has the
lpwr _rst wxUx = IxIx s =121 |- |x| same scope than pwr_por_rst. Refer 'to
- Section 8.4.5: Low-power mode security reset
(Ipwr_rst) for additional information.
— The Backup domain reset can be triggered by
VSWRST Cl N N R R I I N G I I software. Refer to Section 8.4.6: Backup
domain reset for additional information
— When the device exits Standby mode, a reset of
RCC o
the complete Vcore domain is performed as
stby rst X x[x|x|x|[x|-]-1-1-]-]- long the Vcorg voltage is not valid. The Veore
is supplied by the internal regulator.
NRST signal is not asserted.
— This reset is generated by software when writing
SYSRESETREQ bit located into AIRCR register
CPU | SFTRESET [x [x [x |- [x |[x|x|- |- |- |- [X| srire Cortex® M7 cons. g
— Same scope as pwr_bor_rst reset
— This reset is generated by the Backup domain
Backup . )
domain pwr_vsw_rst |- (- [- |- |- |-|-|-|x]|-]|-]|- when t'he Vg supply voltage is outside the
operating range.
IWDG iwdg_out_rst |x |x [x |- |x[x|x]|- |- |- |- |x|— Same as pwr_bor_rst reset
WWDG | wwdg_out rst |x |x [x |- |Xx[x|x |- |- |- |- [x|— Same as pwr_bor_rst reset
8.44 Reset source identification

340/2967

The CPU can identify the reset source by checking the reset flags in the RCC_RSR register.
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The CPU can reset the flags by setting RMVF bit.

Table 54 shows how the status bits of the RCC_RSR register behave according to the
situation that generated the reset. For example, when an IWDG timeout occurs (line #6), if
the CPU is reading the RCC_RSR register during the boot phase, both PINRSTF and
IWDGRSTF bits are set, indicating that the IWDG also generated a pin reset.

Table 54. Reset source identification (RCC_RSR)(")

= = Ele o | | w w

v Ll | Elh|lE|&HI|IE
# Situations generating a reset % § g g_:’ g ‘g E 4

AR AR
1 |Power-on reset (pwr_por_rst) 0Oj0]|]0]O 1 1 1 1
2 | Pinreset (NRST) ojo|j0|O0]|oO 1 0 0
3 | Brownout reset (pwr_bor_rst) o|jo0|O0]|]O0]|O 1 1 0
4 | System reset generated by CPU (SFTRESET) oOo(0] 0|1 0 1 0 0
5 |WWDG reset (wwdg_out_rst) 0 1 0| 0]O0 1 0 0
6 |IWDG reset (iwdg_out_rst) 0|0 1 0| o0 1 0 0
7 | CPU domain exits DStop mode and pin reset during DStop o|jo|j0|0]|0O 1 0 0
8 | CPU domain exits DStop2 mode and pin reset during DStop2 0O 0|0]|O0]|O 1 0 1
9 | CPU erroneously enters CStop mode 1 o[0|0]O0 1 0 0

1. Grayed cells highlight the register bits that are set.

8.4.5

3

Low-power mode security reset (Ipwr_rst)

To prevent critical applications from mistakenly enter a low-power mode, two low-power
mode security resets are available. When enabled through nRST_STOP_CD and
nRST_STANDBY option bytes, a system reset is generated if the following conditions are
met:
e The CPU domain (CD) accidentally enters Dstop or Dstop2 mode.
This type of reset is enabled by resetting nRST_STOP_CD user option byte. In this
case, whenever the Dstop or Dstop2 mode entry sequence is successfully executed, a
system reset is generated.
e CPU and system accidentally enter Standby mode.
This type of reset is enabled by resetting nRST_Standby user option byte. In this case,
whenever a Standby mode entry sequence is successfully executed, a system reset is
generated.
When the Standby mode is entered, a flag is also set in the power controller.

LPWRRSTF bit in the RCC reset status register (RCC_RSR) indicates that a low-power
mode security reset occurred (see line #9 in Table 54).

Ipwr_rst is activated when a low-power mode security reset due to CPU occurred.
Refer to Section 4.4: FLASH option bytes for additional information.

Refer to Section 6: Power control (PWR) for additional information and Table 35: Operating
mode summary for the overview of the existing power modes
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8.4.6

8.4.7

Note:

342/2967

Backup domain reset

A Backup domain reset is generated when one of the following events occurs:

e Asoftware reset, triggered by setting VSWRST bit in the RCC Backup domain control
register (RCC_BDCR). All RTC registers and the RCC_BDCR register are reset to their
default values. The backup RAM is not affected.

e Vg voltage is outside the operating range. All RTC registers and the RCC_BDCR
register are reset to their default values. In this case the content of the backup RAM is
no longer valid.

There are two ways to reset the backup RAM:

e through the flash memory interface by requesting a protection level change from 1 to 0

e when a tamper event occurs

Refer to Section 6.4.5: Backup domain section of PWR block for additional information.

Power-on and wakeup sequences
For detailed diagrams refer to Section 6.4.1: System supply startup in the PWR section.

The time interval between the event that exits the product from a low-power and the
moment where the CPU is able to execute code, depends on the system state and on its
configuration. Figure 46 shows the most usual examples.

Power-on wakeup sequence

The power-on wakeup sequence shown in Figure 46 gives the most significant phases of
the power-on sequence. It is the longest sequence since the circuit was not powered. Note
that this sequence remains unchanged, whatever Vgt Was present or not.

Boot from pin reset

When a pin reset occurs, Vpp is still present. As a result:
e  The regulator settling time is faster since the reference voltage is already stable.

e  The HSI restart delay may be needed if the HSI| was not enabled when the NRST
occurred, otherwise this restart delay phase is skipped.

e  The flash memory power recovery delay can also be skipped if the flash memory was
enabled when the NRST occurred.

The boot sequence is similar for pwr_bor _rst, lowr_rst, STFXRESET, iwdg_out_rst and
wwdg_out rst.

Boot from system Standby

When waking up from system Standby, the reference voltage is stable since Vpp has not
been removed. As a result, the regulator settling time is fast. Since Voorg Was not present,
the restart delay for the HSI, the flash memory power recovery and the option byte reloading
cannot be skipped.

3
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Restart from system Stop

When restarting from system Stop (CPU domain can be in DStop or DStop2), Vpp is still
present. As a result, the sequence is mainly composed of three steps:

1. Regulator settling time to reach VOS3 (default voltage).

2.  Power switch (ePOD) settling time to change from Retention mode to Normal mode in
case of DStop2.

3. HSI/CSI restart delay. This step can be skipped if HSIKERON or CSIKERON bit is set
to 1 in the RCC source control register (RCC_CR).

Restart from system Autonomous mode with CPU domain in DStop/DStop2

Since the SRD domain is in Run mode, the regulator is already activated.

The restart sequence of the CPU domain in DStop or Dstop2 mode is mainly composed of
two steps:

1.  Handshake between RCC, EXTI and PWR blocks.

2. The power-switch (ePOD) settling time to change from retention mode to normal mode
in case of DStop2.

RM0455 Rev 10 343/2967
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Restart from domain DStop

The restart sequence of a domain from DStop is mainly composed of the handshake
between the RCC, EXTI and PWR blocks.

Figure 46. Boot sequences versus system states
VDD > POR Power-on wake-up (with or without VBAT)
\4 y
REG + BandGap | HSI | FL_PWR | RUN | )
» Time
NREL?_loeS PAD Reset (or pwr_bor_rst, SFTRESET, iwdg_out_rst,...)
A\ 4 47
REG | (HSI) | (FL_PWR) RUN | )
» Time
Wakeup Wake-up from system Standby
event
A\ 4 A
REG | HsI | FL_PWR RUN ]
» Time
Wakeup
event Wake-up from system Stop
A\ 4 A\ 4
REG_VOS3 |(HSIICSI) RUN )
» Time
Wakeup
event Re-start from system Run with CPU Domain in DStop2
A 4
ePOD | RUN .
» Time
Wakeup
event . L
Re-start from system Run with CPU Domain in DStop
H RUN )
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Bandgap and regulator settling time Flash power recovery delay CPU Fetch
REG settling time to reach the VOS3 I:I Option bytes loading delay n E)e(l_?ly due to handshake RCC, PWR and
REG settling time
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HSI or CSI Restart delay
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8.5

3

RCC clock block functional description

The RCC provides a wide choice of clock generators:

e HSI (high-speed internal oscillator) clock: ~ 8, 16, 32 or 64 MHz

e HSE (high-speed external oscillator) clock: 4 to 48 MHz

e LSE (low-speed external oscillator) clock: 32 kHz

e LSI (low-speed internal oscillator) clock: ~ 32 kHz

e  CSI (low-power internal oscillator) clock: ~4 MHz

e  HSI48 (high-speed internal oscillator) clock: ~48 MHz

The RCC offers then a high flexibility for the application to select the appropriate clock for

CPU and peripherals, in particular for peripherals that require a specific clock such as USB
OTG-FS and HS, SPI/I2S, SAl and SDMMC.

To optimize the power consumption, each clock source can be switched ON or OFF
independently.

The RCC provides up to 3 PLLs; each of them can be configured with integer or fractional
ratios.

As shown in the Figure 47, the RCC offers two clock outputs (MCO1 and MCO2), with a
great flexibility on the clock selection and frequency adjustment.

The SCGU block (system clock generation unit) contains several prescalers used to
configure the CPU and bus matrix clock frequencies.

The PKSU block (peripheral kernel clock selection unit) provides several dynamic switches
allowing a large choice of kernel clock distribution to peripherals.

The PKEU (peripheral kernel clock enable unit) and SCEU (system clock enable unit)
blocks perform the peripheral kernel clock gating, and the bus interface/cores/bus matrix
clock gating, respectively.
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Figure 47. Top-level clock tree
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Clock naming convention

The RCC provides clocks to the complete circuit. To avoid misunderstanding, the following
terms are used in this document:

Peripheral clocks

The peripheral clocks are the clocks provided by the RCC to the peripherals. Two kinds
of clock are available:

—  bus interface clocks
—  kernel clocks

A peripheral receives from the RCC a bus interface clock in order to access its
registers, and thus control the peripheral operation. This clock is generally the AHB,
APB or AXI clock depending on which bus the peripheral is connected to. Some
peripherals only need a bus interface clock (such as RNG, TIMx).

Some peripherals also require a dedicated clock to handle the interface function. This
clock is named kernel clock. As an example, peripherals such as SAlI must generate
specific and accurate master clock frequencies, which require dedicated kernel clock
frequencies. Another advantage of decoupling the bus interface clock from the specific
interface needs, is that the bus clock can be changed without reprogramming the
peripheral.

CPU clock

The CPU clock is the clock provided to the CPU. It is derived from the system clock
(sys_ck).
Bus matrix clocks

The bus matrix clocks are the clocks provided to the different bridges (APB, AHB or
AXI). These clocks are derived from the system clock (sys_ck).

Oscillators description

HSE oscillator

The HSE block can generate a clock from two possible sources:

external crystal/ceramic resonator
external clock source

Figure 48. HSE/LSE clock source
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Figure 49. HSE/LSE bypass
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External clock source (HSE bypass)

In this mode, an external clock source must be provided to OSC_IN pin. The external clock
can be low swing (analog) or digital.

If this clock is directly used by a peripheral, the duty cycle requirement is defined by this
peripheral and the application (refer to datasheet for more details)

This external clock is provided to the OSC_IN pin while the OSC_OUT pin must be left HI-Z
(see Figure 48).

In case of an analog clock (low swing) the HSEBYP and HSEON bits must be set to 1 in the
RCC source control register (RCC_CR).

In case of a digital clock, the HSEBYP and the HSEEXT bits must be set to 1 followed by
setting the HSEON bit to 1 in the RCC source control register (RCC_CR).

External crystal/ceramic resonator
The oscillator is enabled by setting the HSEBYP bit to 0 and HSEON bit to 1.
The HSE can be used when the product requires a very accurate high-speed clock.

The associated hardware configuration is shown in Figure 48: the resonator and the load
capacitors must be placed as close as possible to the oscillator pins in order to minimize
output distortion and startup stabilization time. The loading capacitance values must be
adjusted according to the selected crystal or ceramic resonator. Refer to the electrical
characteristics section of the datasheet for more details.

The HSERDY flag of the RCC source control register (RCC_CR) indicates whether the HSE
oscillator is stable or not. At startup, the hse_ck clock is not released until this bit is set by
hardware. An interrupt can be generated if enabled in the RCC clock source interrupt enable
register (RCC_CIER).

3
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The HSE can be switched ON and OFF through the HSEON bit. Note that the HSE cannot
be switched OFF if one of the two conditions is met:

e The HSE is used directly (via software mux) as system clock.

e The HSE is selected as reference clock for PLL1, with PLL1 enabled and selected to
provide the system clock (via software mux).

In that case the hardware does not allow programming the HSEON bit to 0.

The HSE is automatically disabled by hardware, when the system enters Stop or Standby
mode (refer to Section 8.5.7: Handling clock generators in Stop and Standby modes for
additional information).

In addition, the HSE clock can be driven to the MCO1 and MCO2 outputs and used as clock
source for other application components.

LSE oscillator

The LSE block can generate a clock from two possible sources:
e external crystal/ceramic resonator
e external user clock

External clock source (LSE bypass)

In this mode, an external clock source must be provided to OSC32_IN pin. The input clock
can have a frequency up to 1 MHz and be low swing (analog) or digital. A duty cycle close to
50% is recommended.

This external clock is provided to the OSC32_IN pin while the OSC32_OUT pin must be left
HI-Z (see Figure 48).

In case of an analog clock (low swing) the LSEBYP and HSEON bits must be setto 1 (RCC
Backup domain control register (RCC_BDCR)).

In case of a digital clock the LSEBYP and the LSEEXT bits must be set to 1 followed by
setting the LSEON bit to 1 (RCC Backup domain control register (RCC_BDCR))

If the RTC is used, the LSE bypass must not be configured in digital mode but in low swing
analog mode (default value after reset)

External crystal/ceramic resonator (LSE crystal)

The LSE clock is generated from a 32.768 kHz crystal or ceramic resonator. It has the
advantage to provide a low-power highly accurate clock source to the real-time clock (RTC)
for clock/calendar or other timing functions.

The LSERDY flag of the RCC Backup domain control register (RCC_BDCR) indicates
whether the LSE crystal is stable or not. At startup, the LSE crystal output clock signal is not
released until this bit is set by hardware. An interrupt can be generated if enabled in the
RCC clock source interrupt enable register (RCC_CIER).

The LSE oscillator is switched ON and OFF using the LSEON bit. The LSE remains enabled
when the system enters Stop or Standby mode.

In addition, the LSE clock can be driven to the MCO1 output and used as clock source for
other application components.

The LSE also offers a programmable driving capability (LSEDRV[1:0]) that can be used to
modulate the amplifier driving capability. This driving capability is chosen according to the
external crystal/ceramic component requirement to insure a stable oscillation.
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The driving capability must be set before enabling the LSE oscillator.

HSI oscillator

The HSI block provides the default clock to the product.

The HSI is a high-speed internal RC oscillator that can be used directly as system clock,
peripheral clock, or as PLL input. A predivider allows the application to select an HSI output
frequency of 8, 16, 32 or 64 MHz. This predivider is controlled by the HSIDIV.

The HSI advantages are the following:

e low-cost clock source since no external crystal is required

e faster startup time than HSE (a few microseconds)

The HSI frequency, even with frequency calibration, is less accurate than an external crystal
oscillator or ceramic resonator.

The HSI can be switched ON and OFF using the HSION bit. Note that the HSI cannot be

switched OFF if one of the two conditions is met:

e The HSI is used directly (via software mux) as system clock.

e The HSI is selected as reference clock for PLL1, with PLL1 enabled and selected to
provide the system clock (via software mux).

In that case the hardware does not allow programming the HSION bit to 0.

Note that the HSIDIV cannot be changed if the HSI is selected as reference clock for at least
one enabled PLL (PLLxON bit set to 1). In that case the hardware does not update the
HSIDIV with the new value. However it is possible to change the HSIDIV if the HSI is used
directly as system clock.

The HSIRDY flag indicates if the HSI is stable or not. At startup, the HSI output clock is not
released until this bit is set by hardware.

The HSI clock can also be used as a backup source (auxiliary clock) if the HSE fails (refer to
CSS on HSE on page 353). The HSI can be disabled or not when the system enters Stop
mode. Refer to Section 8.5.7: Handling clock generators in Stop and Standby modes for
additional information.

In addition, the HSI clock can be driven to the MCO1 output and used as clock source for
other application components.

Care must be taken when the HSI is used as kernel clock for communication peripherals,
the application must take into account the following parameters:

e the time interval between the moment where the peripheral generates a kernel clock
request and the moment where the clock is really available,

e the frequency accuracy.

The HSI can remain enabled when the system is in Stop mode (see Section 8.5.7: Handling
clock generators in Stop and Standby modes for additional information).

HSION, HSIRDY and HSIDIV bits are located in the RCC source control register
(RCC_CR).

HSI calibration

RC oscillator frequencies can vary from one chip to another due to manufacturing process

variations. That is why each device is factory calibrated by STMicroelectronics to achieve an
accuracy of ACChg (refer to the product datasheet for more information).
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After a power-on reset, the factory calibration value is loaded in the HSICAL[11:0] bits.

If the application is subject to voltage or temperature variations, this may affect the RC
oscillator frequency. The user application can trim the HSI frequency using the
HSITRIM[6:0] bits.

HSICAL[11:0] and HSITRIM[6:0] bits are located in the RCC CSI calibration register
(RCC_CSICFGR).

Figure 50. HSI calibration flow
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CSI oscillator

The CSl is a low-power RC oscillator that can be used directly as system clock, peripheral
clock, or PLL input.

The CSI advantages are the following:

e low-cost clock source since no external crystal is required

e faster startup time than HSE (a few microseconds)

e very low-power consumption,

The CSI provides a clock frequency of about 4 MHz, while the HSI is able to provide a clock
up to 64 MHz.

CSil frequency, even with frequency calibration, is less accurate than an external crystal
oscillator or ceramic resonator.

The CSI can be switched ON and OFF through the CSION bit. The CSIRDY flag indicates

whether the CSl is stable or not. At startup, the CSI output clock is not released until this bit

is set by hardware.

The CSI cannot be switched OFF if one of the two conditions is met:

e The CSlis used directly (via software mux) as system clock.

e The CSlis selected as reference clock for PLL1, with PLL1 enabled and selected to
provide the system clock (via software mux).

In that case the hardware does not allow programming the CSION bit to 0.

The CSI can be disabled or not when the system enters Stop mode (refer to Section 8.5.7:
Handling clock generators in Stop and Standby modes for additional information).

In addition, the CSI clock can be driven to the MCO2 output and used as clock source for
other application components.
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Even if the CSl settling time is faster than the HSI, care must be taken when the CSl is used
as kernel clock for communication peripherals: the application must take into account the
following parameters:

e the time interval between the moment where the peripheral generates a kernel clock
request and the moment where the clock is really available,

e the frequency precision.
CSION and CSIRDY bits are located in the RCC source control register (RCC_CR).
CSl calibration

RC oscillator frequencies can vary from one chip to another due to manufacturing process
variations, this is why each device is factory calibrated by STMicroelectronics to achieve
accuracy of ACCcg (refer to the product datasheet for more information).

After reset, the factory calibration value is loaded in the CSICAL[7:0] bits.

If the application is subject to voltage or temperature variations, this may affect the RC
oscillator frequency. The user application can trim the CSI frequency using the
CSITRIM[5:0] bits.

Bits CSICAL[7:0] and CSITRIM[5:0] are located into the RCC CSI calibration register
(RCC_CSICFGR)

Figure 51. CSI calibration flow
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HSI148 oscillator

The HSI48 is an RC oscillator delivering a 48 MHz clock that can be used directly as kernel
clock for some peripherals.

The HSI48 oscillator mainly aims at providing a high-precision clock to the USB peripheral
by means of a special clock recovery system (CRS) circuitry, that can use the USB SOF
signal, the LSE or an external signal to automatically adjust the oscillator frequency
on-the-fly, with a very small granularity.

The HSI48 oscillator is disabled as soon as the system enters Stop or Standby mode. When
the CRS is not used, this oscillator is free running and thus subject to manufacturing
process variations. That is why each device is factory calibrated by STMicroelectronics to
achieve an accuracy of ACCyg 4g (refer to the product datasheet for more information).

For more details on how to configure and use the CRS, refer to Section 9: Clock recovery
system (CRS)).

The HSI48RDY flag indicates whether the HS148 oscillator is stable or not. At startup, the
HSI48 output clock is not released until this bit is set by hardware.
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The HSI48 can be switched ON and OFF using the HSI480ON bit.

The HSI48 clock can also be driven to the MCO1 multiplexer and used as clock source for
other application components.

HSI480N and HSI48RDY bits are located in the RCC source control register (RCC_CR).

LSI oscillator

The LSl acts as a low-power clock source that can be kept running when the system is in
Stop or Standby mode for the independent watchdog (IWDG) and auto-wakeup unit (AWU).
The clock frequency is around 32 kHz. For more details, refer to the electrical
characteristics section of the datasheet.

The LSI can be switched ON and OFF using the LSION bit. The LSIRDY flag indicates
whether the LS| oscillator is stable or not. If an independent watchdog is started either by
hardware or software, the LSl is forced ON and cannot be disabled.

The LSI remains enabled when the system enters Stop or Standby mode (refer to
Section 8.5.7: Handling clock generators in Stop and Standby modes for additional
information).

At LSI startup, the clock is not provided until the hardware sets the LSIRDY bit. An interrupt
can be generated if enabled in the RCC clock source interrupt enable register (RCC_CIER).

In addition, the LSI clock can be driven to the MCO2 output and used as a clock source for
other application components.

Bits LSION and LSIRDY bits are located into the RCC clock control and status register
(RCC_CSR).

Clock security system (CSS)

CSS on HSE

The clock security system can be enabled by software via the HSECSSON bit. The
HSECSSON bit can be enabled even when the HSEON is set to 0.

The CSS on HSE is enabled by the hardware when the HSE is enabled and ready, and
HSECSSON set to 1.

The CSS on HSE is disabled when the HSE is disabled. As a result, this function does not
work when the system is in Stop mode.

It is not possible to clear directly the HSECSSON bit by software.

The HSECSSON bit is cleared by hardware when a system reset occurs or when the
system enters Standby mode (see Section 8.4.2: System reset).

If a failure is detected on the HSE clock, the system automatically switches to the HSI in
order to provide a safe clock. The HSE is then automatically disabled, a clock failure event
is sent to the break inputs of advanced-control timers (TIM1, TIM8, TIM15, TIM16, and
TIM17), and an interrupt is generated to inform the software about the failure (CSS interrupt:
rcc_hsecss_it), thus allowing the MCU to perform rescue operations. If the HSE output
was used as clock source for PLLs when the failure occurred, the PLLs are also disabled.

If an HSE clock failure occurs when the CSS is enabled, the CSS generates an interrupt that
causes the automatic generation of an NMI. The HSECSSF flag in RCC clock source
interrupt flag register (RCC_CIFR) is set to 1 to allow the application to identify the failure
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source. The NMI routine is executed indefinitely until the HSECSSF bit is cleared. As a
consequence, the application must clear the HSECSSF flag in the NMI ISR by setting the
HSECSSC bit in the RCC clock source interrupt clear register (RCC_CICR).

CSS on LSE

A clock security system on the LSE oscillator can be enabled by software by programming
the LSECSSON bit in the RCC Backup domain control register (RCC_BDCR).

This bit can be disabled only by hardware one of the following conditions is met:

e after a pwr_vsw_rst (Vg software reset)

e  after a failure detection on LSE.

The LSECSSON bit must be written after the LSE is enabled (LSEON bit set by software)

and ready (LSERDY set by hardware), and after the RTC clock has been selected through
the RTCSEL bit.

The CSS on LSE works in all modes (Run, Stop and Standby) except VBAT.

If an LSE failure is detected, the LSE clock is no more delivered to the RTC but the values of
RTCSEL, LSECSSON and LSEON bits are not changed by the hardware.

A wakeup is generated in Standby mode. In other modes an interrupt (rcc_Isecss_it) can

be sent to wake up the software. The software must then disable the LSECSSON bit, stop

the defective LSE (clear LSEON bit) and can change the RTC clock source (no clock or LSI
or HSE) through RTCSEL bits, or take any required action to secure the application.

Clock output generation (MCO1/MCO2)

Two microcontroller clock output pins (MCO), MCO1 and MCQO2, are available. A clock
source can be selected for each output.The selected clock can be divided thanks to
configurable prescaler (refer to Figure 47 for additional information on signal selection).

MCO1 and MCO2 outputs are controlled via MCO1PRE][3:0], MCO1[2:0], MCO2PRE[3:0]
and MCO2[2:0] located in the RCC clock configuration register (RCC_CFGR).

The GPIO port corresponding to each MCO pin must be programmed in alternate function
mode.

The clock provided to the MCOs outputs must not exceed the maximum pin speed (refer to
the product datasheet for information on the supported pin speed).

PLL description

The RCC features three PLLs:
e amain PLL, PLL1, generally used to provide clocks to the CPU and some peripherals
e two dedicated PLLs, PLL2 and PLL3, used to generate the kernel clock for peripherals

3
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The PLLs integrated into the RCC are completely independent. They offer the following
features:

e AVCO supporting two modes:

— Awide-range

— Alow-range used for instance in audio application cases
e Input frequency range:

— 210 16 MHz for the VCO in wide-range mode

— 1to 2 MHz for the VCO in low-range mode
e  Capability to work either in integer or fractional mode

e  13-bit sigma-delta modulator, allowing to fine-tune the VCO frequency by steps of
11 to 0.3 ppm

e The sigma-delta modulator can be updated on-the-fly without generating frequency
overshoots on PLLs outputs.

e Each PLL offers 3 outputs with post-dividers.

Figure 52. PLL block diagram
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The PLLs are controlled via RCC_PLLxDIVR, RCC_PLLxFRACR, RCC_PLLCFGR and
RCC_CR registers.

The frequency of the reference clock provided to the PLLs (refx_ck) must range from 1 to
16 MHz. The DIVMx dividers of the RCC PLLs clock source selection register
(RCC_PLLCKSELR) must be properly programmed in order to match this condition. In
addition, the PLLxRGE[1:0] field of the RCC PLLs configuration register (RCC_PLLCFGR)
must be set according to the reference input frequency to guarantee an optimal
performance of the PLL.

The user application can then configure the proper VCO. The smaller range (150-420 MHz)
must be chosen when the reference clock frequency is lower to 2 MHz.

To reduce the power consumption, it is recommended to configure the VCO output to the
smaller range.

DIVNXx loop divider must be programmed to achieve the expected frequency at VCO output.
In addition, the VCO output range must be respected.
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The PLLs operate in integer mode when the value of SH_REG bit of the FRACNx shadow
register is set to 0. The SH_REG bit is updated with the FRACNXx value when PLLXFRACEN
bit goes from 0 to 1. The sigma-delta modulator is designed in order to minimize the jitter
impact while allowing very small frequency steps.

The PLLs can be enabled by setting PLLXON to 1. The PLLXRDY bits indicate that the PLL
is ready (means locked).

Before enabling the PLLs, make sure that the reference frequency (refx_ck) provided to the
PLL is stable, so the hardware does not allow changing DIVMx when the PLLx is ON and it
is also not possible to change PLLSRC when one of the PLL is ON.

The hardware prevents writing PLL1ON to 0 if the PLL1 is currently used to deliver the
system clock. There are other hardware protections on the clock generators (refer to HSE
oscillator on page 347, HSI oscillator on page 350 and CSI oscillator on page 351).

The following PLL parameters cannot be changed once the PLL is enabled: DIVNX,
PLLXRGE, PLLxVCOSEL, DIVPx, DIVQx, DIVRx, DIVPxEN, DIVQxEN and DIVRxEN.

To insure an optimal behavior of the PLL when one of the post-divider (DIVP, DIVQ or DIVR)
is not used, the application must set the enable bit (DIVyEN) as well as the corresponding
post-divider bits (DIVP, DIVQ or DIVR) to 0.

If the above rules are not respected, the PLL output frequency is not guaranteed.
Output frequency computation
When the PLL is configured in integer mode (SH_REG = 0), the VCO frequency (Fyco) is

given by the following expression:

Fvco = FrRer ck* PIVN

FpLL y ck = (Fyco/ (PIVY+1) withy =P, QorR

When the PLL is configured in fractional mode (SH_REG different from 0), the DIVN divider
must be initialized before enabling the PLLs. However, it is possible to change the value of
FRACNXx on-the-fly without disturbing the PLL output.

This feature can be used either to generate a specific frequency from any crystal value with
a good accuracy or to fine-tune the frequency on-the-fly.

For each PLL, the VCO frequency is given by the following formula:

FRACN
,(13)

For PLL1, DIVP can only take odd values.

The PLLs are disabled by hardware when:
e the system enters Stop or Standby mode
e an HSE failure occurs when HSE or PLL (clocked by HSE) are used as system clock
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PLL initialization phase

Figure 53 shows the recommended PLL initialization sequence in integer and fractional
mode. The PLLx are supposed to be disabled at the start of the initialization sequence:

1.

Initialize the PLLs registers according to the required frequency.

—  Set PLLXFRACEN of RCC PLLs configuration register (RCC_PLLCFGR) to 0 for
integer mode.

—  For fractional mode, set FRACN to the required initial value (FracinitValue) and
then set PLLXFRACEN to 1.

Once the PLLxON bit is set to 1, the user application must wait until PLLXRDY bit is set

to 1. If the PLLx is in fractional mode, the PLLxFRACEN bit must not be set back to 0

as long as PLLxRDY = 0.

Once the PLLXRDY bit is set to 1, the PLLx is ready to be used.

If the application intends to tune the PLLx frequency on-the-fly (possible only in

fractional mode), then:

a) PLLxFRACEN must be set to 0. When PLLXFRACEN = 0, the sigma-eelta
modulator is still operating with the value latched into SH_REG.

b) A new value must be uploaded into PLLXFRACR (FracValue(n)).

c) PLLxFRACEN must be set to 1, in order to latch the content of PLLXFRACR into
its shadow register.

When the PLLxRDY goes to 1, it means that the difference between the PLLx output
frequency and the target value is lower than +2%.
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Figure 53. PLLs Initialization flowchart
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8.5.6

3

System clock (sys_ck)

System clock selection

After a system reset, the HSI is selected as system clock and all PLLs are switched OFF.
When a clock source is used for the system clock, it is not possible for the software to
disable the selected source via the xxxON bits.

Of course, the system clock can be stopped by the hardware when the system enters Stop
or Standby mode.

When the system is running, the user application can select the system clock (sys_ck)
among the 4 following sources:

e HSE
e HSI
e CSI
e pl1 p ck

This function is controlled by programming the RCC clock configuration register
(RCC_CFGR). A switch from one clock source to another occurs only if the target clock
source is ready (clock stable after startup delay or PLL locked). If a clock source that is not
yet ready is selected, the switch occurs when the clock source is ready.

The SWS status bits in the RCC clock configuration register (RCC_CFGR) indicate which
clock is currently used as system clock. The other status bits in the RCC_CR register
indicate which clock(s) is (are) ready.

System clock generation

Figure 54 shows a simplified view of the clock distribution for the CPU and busses. All the
dividers shown in the block diagram can be changed on-the-fly without generating timing
violations. This feature is a very simple solution to adapt the busses frequencies to the
application needs, thus optimizing the power consumption.

The CDCPRE divider can be used to adjust the CPU clock. However this also impacts the
clock frequency of all bus matrix.

In the same way, HPRE divider can be used to adjust the clock for the CPU domain bus
matrix, but this also impacts the clock frequency of bus matrix of SmartRun domain.

Most of the prescalers are controlled via RCC_CDCFGR and RCC_SRDCFGR registers.
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Figure 54. Core and bus clock generation
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This block also provides the clock for the timers (rec_timx_ker_ck and rcc_timy_ker_ck).
The frequency of the timers clock depends on the APB prescaler corresponding to the bus
to which the timer is connected, and on TIMPRE bit.

Table 55 shows how to select the timer clock frequency.

Table 55. Ratio between clock timer and pclk

coPPRE1(") Frec_ti F
TIIV(ISRE ) rcc_timx_ker_ck rcc_pclk1 Comments
CDPPRE2 Frec_timy_ker_ck Frec_pcik2
Oxx 0 — Frec_hclk1 Frec_helk1 The timer clock is equal to the bus clock.
100 0 - Frec_helki Frec_hcik1 / 2
101 0 — | Frec_hokt /2 Frec_neikt /4 | The timer clock is twice as fast as the bus
110 0 i Frcc_hclk'] /4 Frcc_hclk1 /8 clock.
111 0 — Frcc_hclk'l /8 Frcc_hclk1 /16
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Table 55. Ratio between clock timer and pclk (continued)

cDPPRE1(") Frec ti F
TIN(IE)RE . rcc_timx_ker_ck rcc_pclk1 Comments
CDPPRE2 I:rcc_timy_ker_ck I:rcc_pclkz

Oxx 1 — Frec_hclk1 Frec_helk1 The timer clock is equal to the bus clock.
The timer clock is twice as fast as the bus

100 1 - Frcc_hclk1 I:rcc_hclk1 /12 clock.

101 1 - I:rcc_hclk1 |:rcc_hclk‘1 14
The timer clock is 4 times faster than the bus

110 1 - Frcc_hclk1 12 I:rcc_hclk‘1 /8 clock.

1M1 1 - I:rcc_hclk1 14 Frcc_hclk1 116

1. CDPPRE1 and CDPPREZ2 belong to RCC CPU domain clock configuration register 2 (RCC_CDCFGR?2).
2. TIMPRE belongs to RCC clock configuration register (RCC_CFGR).

8.5.7 Handling clock generators in Stop and Standby modes

When the whole system enters Stop mode, all the clocks (system and kernel clocks) are
stopped as well as the following clock sources:

e CSI, HSI (depending on HSIKERON, and CSIKERON bits)

. HSE
e PLL1, PLL2 and PLL3
e HSI48

The content of the RCC registers is not altered except for PLL1ON, PLL20ON, PLL3ON
HSEON and HSI480N that are set to 0.

Exiting Stop mode

When the microcontroller exits system Stop mode via a wakeup event, the application can
select which oscillator (HSI and/or CSl) is used to restart. The STOPWUCK bit selects the
oscillator used as system clock. The STOPKERWUCK bit selects the oscillator used as
kernel clock for peripherals. The STOPKERWUCK bit is useful if after a system Stop, a
peripheral needs a kernel clock generated by an oscillator different from the one used for
the system clock.

All these bits belong to the RCC clock configuration register (RCC_CFGR).

Table 56 gives a detailed description of their behavior.

Table 56. STOPWUCK and STOPKERWUCK description

. . Distributed clocks when system exits
Activated oscillator St d
STOPWUCK | STOPKERWUCK | - | when system exits op mode
Stop mode System clock Kernel clock
0 — HSI HSI
0 HSI
1 —
HSI and CSI HSI and/or CSI
0 —
1 Csl
1 — CSl CsSl
Kys RM0455 Rev 10 361/2967
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During Stop mode

There are two specific cases where the HSI or CSI can be enabled during system Stop

mode:

e when a dedicated peripheral requests the kernel clock
The peripheral receives the HSI or CSI according to the kernel clock source selected
for this peripheral (via PERxXSRC).

e when the HSIKERON or CSIKERON bits are set
The HSI and CSI are kept running during Stop mode but the outputs are gated. The
clock is then available immediately when the system exits Stop mode or when a
peripheral requests the kernel clock (see Table 57 for details).

HSIKERON and CSIKERON bits belong to RCC source control register (RCC_CR).
Table 57 gives a detailed description of their behavior.

Table 57. HSIKERON and CSIKERON behavior

HSIKERON . N
(CSIKERON) - HSI (CSI) state during Stop mode HSI (CSI) setting time
0 - OFF tsurisi) (tsuccsty)
1 — Running and gated Immediate

1. tsy(Hsiy and tgy(csy) are the startup times of the HSI and CSI oscillators (refer to the product datasheet for values of these
parameters).

Caution:

8.5.8

362/2967

When the microcontroller exists system Standby mode, the HSI is selected as system and
kernel clock. The RCC registers are reset to their initial values except for the RCC_RSR and
RCC_BDCR registers.

Note that the HSI and CSI outputs provide two clock paths (see Figure 47):

e one path for the system clock (hsi_ck or csi_ck)

e one path for the peripheral kernel clock (hsi_ker_ck or csi_ker_ck).

When a peripheral requests the kernel clock in system Stop mode, only the path providing
the hsi_ker_ck or csi_ker_ck is activated.

It is not guaranteed that the CPU gets automatically the same clock frequencies when
leaving CStop mode: this mainly depends on the system state. For example If the CPU goes
to CStop, while the SmartRun domain is kept in CRun, the clock settings remain unchanged
when the CPU exits from CStop. If the SmartRun domain goes to CStop while the CPU is
also in CStop, then the CPU operates with HSI or CS| when exiting from CStop mode.

Kernel clock selection

Some peripherals are designed to work with two different clock domains that operate
asynchronously:

e aclock domain synchronous with the register and bus interface (ckg_bus_perx clock)
e aclock domain generally synchronous with the peripheral (kernel clock)

3
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The benefit of having peripherals supporting these two clock domains is that the user
application has more freedom to choose optimized clock frequency for the CPU, bus matrix
and for the kernel part of the peripheral.

As a consequence, the user application can change the bus frequency without
reprogramming the peripherals. As an example an on-going transfer with UART is not
disturbed if its APB clock is changed on-the-fly.

Table 58 shows the kernel clock that the RCC can deliver to the peripherals. Each row of
this table represents a mux and the peripherals connected to its output. The columns
starting from number 4 represents the clock sources. Column 3 gives the maximum allowed
frequency at each mux output. It is up to the user to respect these requirements.

Table 58. Kernel clock distribution overview

Clock sources(?
x
—_ o
1] Q=
Peripherals ock mux = | I T B B R - - A R M R A R I A R A R
control bits S |5 5Tl o 88| R, 96| o AR
O |clalalgelele| 2Tl |00 % 2|8 5 o al e
AR EIEEE g RS ol B0
= 2
(7]
LTDC - e I S I
FMC FMCSEL 1] -1 - S S R 0T ER S NI U (Ui U OO < Y RO B O
OCTOSPI OCTOSPISEL 1 --12)-1-|-]-|0]-|-|-1-|-|-13|-|-]|-/|-
spmmc1(®) - - NN
SDMMCSEL 0 1
SDMMC2 - - R e .
DFSDM1 Aclk SAI1SEL o1 -|-12|-|-|-|-|-1-|-|-1-1-/4|3|-]-]-
DFSDM1 clk DFSDM1SEL S O S T I Y0 (U U i U U (U U OO I
FDCAN FDCANSEL S22 -|-]-|-|-1-10]-|-|-]-|-1-1-1-]1-]-
5 2
HDMI-CEC CECSEL S|l -1-1-1-1-1-|-1-1@!|-lo|1]-|-|-|-]-
2
o
12C1,2,3 12C123SEL Ol |- ]-|-]-1]1 ol -l213|-|-|-|-|-|-1]-]-
LPTIM1 LPTIM1SEL 1]--]-]-12 o|-|-]-1-13|4|5 .
TIM[8:1], ) A R (O O O O
TIM[17:12]
RNG RNGSEL 1 - - -] -1-]-1-1-10]2]3 -] -
SAI1104) SAI1SEL o1 |-|-]2|-|-|-|-|-1-]-1-]/-|-|4|3|-|-]|-
SAI2ASEL - - S S I I I i - -
SAI2 011 2 4|3 +H—51—
SAI2BSEL - - S S I I I I - -
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Table 58. Kernel clock distribution overview (continued)
Clock sources("
X
— )
£ x| x|x x| x % x| x = c| o
. Clock mux S |S|S| 6|88 x|Llx|9 9|8 gIZ|>xEl3
Peripherals . = | It e e e et | B B A - B R P N I - R - A PR B = =S IR
control bits o|o|lelo|~lalol~ "Ilo| ||®la&|wl I|0c|lo|a ol L2
a \—I NI NI NI O'!I MI MI 23 3 xl _zl < 3 A (I)I m| E| g
35|35 35|55 |87 |28 |287 || & gg|0
o o
o
)
SPDIFRX SPDIFRXSEL Q| -1-11]-1-12 3|1 -1-1- -
SPI(12S)1,2,3 SPI123SEL Ol1]-|-12-|-{-|-]-1-|-1-|-1-1413|-]-/{-
SPI4,5 SPI45SEL :5--1--2--_534--------
]
SWPMI SWPMISEL 21-]- - - -1-10 11 --1-1-|-1-1-1-1-
©
USART1,6,10 USART16910 Q
UART9 SEL %"1"2"9 34 I I A e
USART2,3 g
UART4.5, USART234578 Sl-|-l1]-|-12]-1-1]0 3| 4 5. -1--1-]-
SEL ©
7.8 S
o
USB10TG USBSEL Ol1|-|-|-1-12-|-1-]-1-1-13]-|-1-1-1-/-1]0
USB1ULPI - O O N i [ I T I I T '
ADC1,20) ADCSEL -0 - - 1= - -] -1-]-1-]2/-]1-1-]-
DAC1 - E3 T R R R R B R B AR BT AR I T IO T I B B
12C4 12C4SEL - - - 11-10 21 3| - N I I e
LPUART1 LPUART1SEL c |- 11-1-12]-|-10 314 |-|5|-]-]|-1]-1]-]-
©
SPI6(12S)7) SPI6SEL E |- 1(-|-|2]-]-]l0]51]3]|4]- 6 |-
°
DFSDM2 Aclk SPIGSEL S |- 11-1-12]-|-10(5 |34 |-|-|-|-|-1-1]-]-+-
14
DFSDM2 clk DFSDM2SEL g B e 0 I I R U O T (O i) (R U R R R -
£
LPTIM2 LPTIM2SEL w | -1 -l-1-12 o -1|-|-1-1314|5|-|-]-]-
LPTIM3 LPTIM3SEL -1 -l-1-12 o -1|-|-1|-(3]4|5|-]|-|-1]-
DAC2 - S B T BT A R N R S A BN B X|-1-1-1-1-
= 3
RTC/AWU RTCSEL ol --1-1-1-1-1-1-1-1&|-]-|-/1]2]|-|-|-]-]Q
>
1. Xrepresents the selected mux input after a system reset.
2. The bus clocks are the bus interface clocks to which the peripherals are connected. It can be APB, AHB or AXI clocks.
3. The per_ck clock can be hse_ck, hsi_ker_ck or csi_ker_ck according to CKPERSEL selection.
4. Clock CSI divided by 122.
5. The SAI1 max clock frequency can, in some cases, be limited by the constraints on DFSDM1 (seeFigure 55).
6. With a duty cycle close to 50 %, meaning that DIV[P/Q/R]x values must be even. For SDMMCX, the duty cycle must be

50 % when supporting DDR.

7. The SPI6 maximum clock frequency can, in some cases, be limited by the constraints on DFSDM2 (see Figure 55 and

Figure 56).

8. Clock HSE divided by RTCPRE.
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Note:

3

Figure 55 to Figure 63 provide a more detailed description of kernel clock distribution. To
simplify the drawings, the bus interface clocks (pclk, hclk) are not represented, even if they
are gated with enable signals. Refer to Section 8.5.11: Peripheral clock gating control for
more details.

To reduce the amount of switches, some peripherals share the same kernel clock source.
Nevertheless, all peripherals have their dedicated enable signal.

Peripherals dedicated to audio applications

The audio peripherals generally need specific accurate frequencies, except for SPDIFRX.
As shown in Figure 55 and Figure 58, the kernel clock of the SAls or SPI(12S)s can be
generated by:

e PLL1 when the amount of active PLLs must be reduced (for SAls and SPI/12S1 to 3)
e  APB2 peripheral clock (for SP1/12S4 and 5)

e  APB4 peripheral clock (for SPI/12S6)

e PLL2 or 3 for optimal flexibility in frequency generation

e  HSE, HSI or CSI for use-cases where the current consumption is critical

e [2S_CKIN when an external clock reference needs to be used

The SPDIFRX does not require a specific frequency but only a kernel clock frequency high

enough to make the peripheral work properly. Refer to the SPDIFRX description for more
details.

DFSDM?1 can use the same clock as SAI1 and DFSDM?2 can use the same clock as [2S6.
This is useful when DFSDM1 and DFSDM?2 are used for audio applications.

The SAI2 can use the symbol clock provided by the SPDIFRX. SPI/I251, 2, and 3 share the
same kernel clock source. The SPI/I2S4 and 5 share the same kernel clock source (see
Figure 56).
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Figure 55. Kernel clock distribution for SAls, DFSDMs and SPDIFRX

RCC

SPDIFRXSEL

|
pll1_qg_ck +—p
pli2_r_ck +—]
plI3_r_ck +—
hsi_ker_ck :—>

SAI2ASEL |
pll1_q_ck_1
pli2_p_ck_!
pli3_p_ck—1——

12S_CKIN +—{
per_ck +—»

spdifrx_symb_ck : I—: 5
| 3

SAI2BSEL

pll1_q_ck 1|—>
pli2_p_ck +—p
pII3_p_ck
12S_CKIN +—

per_ck :—>

spdifrx_symb_ck |
fine

SPDIFRXEN ‘
SPDIFRXLPEN

58

SPDIFRX

spdifrx_ker_ck

\4

e e T

SAI2EN

Y

J

Logic |

e ___

|
|
|
|
: SAI2LPEN
|
|
|
|

|
DFSDM2SEL _:_+

rcc_pclk4 |
sys_ck

|

sai_a_ker_ck

SAI2

sai_b_ker_ck

)

DFSDM2EN
DFSDM2LPEN

-

SPI6_ck

\ 4

DFSDM1SEL
|

rcc_pclk2 :—>

sys_ck :—>
|

SAIMSEL ]

pll1_q_ck 4I_>
pli2_p_ck :—»
plI3_p_ck +—p
12S_CKIN L—p

per_ck ]I_’

(=)

Logic

clk

\4

DFSDM2

Aclk

DFSDM1EN LE
DFSDM1LPEN

\4

clk

\ 4

DFSDM1

Aclk

SAIMEN
SAI1LPEN

J—D sai_a_ker_ck

@ The switch is dynamic: the transition between two inputs is glitch-free

L SAI
sai_b_ker_ck

MSv48155V5

X represents the selected mux input after a system reset.

2. This figure does not show the connection of the bus interface clock to the peripherals. For details on each enable cell, refer

to Section 8.5.11: Peripheral clock gating control.
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Note:

Peripherals dedicated to control and data transfer

Peripherals such as SPls, 12Cs, UARTs do not need a specific kernel clock frequency but a
clock fast enough to generate the correct baud rate, or the required bit clock on the serial

interface. For that purpose the source can be selected among the following ones:

. PLL1 when the amount of active PLLs must be reduced

e PLL2 or PLL3 if better flexibility is required. As an example, this solution allows
changing the frequency bus via PLL1 without affecting the speed of some serial

interfaces.

e  HSI or CSI for low-power use-cases or when the peripheral must quickly wake up from

Stop mode (such as UART or 12C)

UARYTs also need the LSE clock when high baud rates are not required.

Figure 56. Kernel clock distribution for SPIs and SPI/I12S

RCC o \ (TTTTTT \
SPI123SEL : : :
| | |
: | | I
pll1_qck - p | SPI[3:1]EN |[! | SPI/12S[3:1]
pli2_p_ck > : SPI[3:1]LPEN || :
pli3_p_ck ; | > H »| spi_ker_ck
O 125_CKIN +—p! : : :
perﬁck:—b | | |
| | : |
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: I I I
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hse_ck J|—> 5 | | |
| | |
: [ ! [
SPIBSEL | | |
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—> Lo
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PiB g ck {—>» 2 D} SPI6 ck : t »| spi_ker_c
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csi_ker_ck Ll 4 : | :
|
hse_ck 7— 5 |70 DFsDM2 : :
12S_CKIN L > 6 { : i
| |
1 PKSU | | PKEU |
@ The switch is dynamic: the transition between two inputs is glitch-free.
MSv48156V3

X represents the selected mux input after a system reset.

2. This figure does not show the connection of the bus interface clock to the peripheral
to Section 8.5.11: Peripheral clock gating control.
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Figure 57. Kernel clock distribution for 12Cs
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X represents the selected mux input after a system reset

2. This figure does not show the connection of the bus interface clock to the peripheral, for details on each enable cell, please
refer to Section 8.5.11: Peripheral clock gating control.
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Figure 58. Kernel clock distribution for UARTs, USARTs and LPUART1
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1. Xrepresents the selected mux input after a system reset.

2. This figure does not show the connection of the bus interface clock to the peripheral, for details on each enable cell, refer to

Section 8.5.11: Peripheral clock gating control.

Figure 59. Kernel clock distribution for LTDC
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1. Xrepresents the selected mux input after a system reset.

2. This figure does not show the connection of the bus interface clock to the peripheral. For details on each enable cell, refer

to Section 8.5.11: Peripheral clock gating control.
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The FMC, OCTOSPI1/2 and SDMMC1/2 can also use a clock different from the bus
interface one for more flexibility.

Figure 60. Kernel clock distribution for SDMMC, OCTOSPI and FMC
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X represents the selected mux input after a system reset.

2. This figure does not show the connection of the bus interface clock to the peripheral. For details on each enable cell, refer

to Section 8.5.11: Peripheral clock gating control.

Figure 61 shows the clock distribution for the USB blocks. The USB1ULPI block receives its

clock from the external PHY.

The USB10TG block receives two kind of clocks:

e the clock for USB communications that can be selected among different sources
thanks to the MUX controlled by USBSEL

e thelsi_ck clock provided to the USB1OTG block in ADP mode on request.

Figure 61. Kernel clock distribution for USB (2)
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2. This figure does not show the connection of the bus interface clock to the peripheral.
to Section 8.5.11: Peripheral clock gating control.
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X represents the selected mux input after a system reset.
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Figure 62. Kernel clock distribution for ADCs, SWPMI, RNG and FDCANs
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MSv48162V3

X represents the selected mux input after a system reset.

2. This figure does not show the connection of the bus interface clock to the peripheral. For details on each enable cell, refer
to Section 8.5.11: Peripheral clock gating control.

3. The ADC clock divider for the sys_ck_cpu do not need to be programmed but is set automatically depending on the HPRE
(see also Figure 54: Core and bus clock generation).
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Figure 63. Kernel clock distribution for LPTIMs and HDMI-CEC ()
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X represents the selected mux input after a system reset

2. This figure does not show the connection of the bus interface clock to the peripheral. For details on each enable cell, refer
to Section 8.5.11: Peripheral clock gating control.
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RTC/AWU clock

The rtc_ck clock source can be one of the following:

e the hse_1M_ck (hse_ck divided by a programmable prescaler)

e thelse_ck

e thelsi_ck clock

The source clock is selected by programming the RTCSEL[1:0] bits in the RCC Backup

domain control register (RCC_BDCR) and the RTCPRE[5:0] bits in the RCC clock
configuration register (RCC_CFGR).

This selection cannot be modified without resetting the Backup domain.

If the LSE is selected as RTC clock, the RTC works normally even if the backup or the Vpp
supply disappears.
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The LSE clock is in the Backup domain, whereas the other oscillators are not. As a
consequence:

e IfLSE is selected as RTC clock, the RTC continues working even if the Vpp supply is
switched OFF, provided the Vgat supply is maintained.

o If LSl is selected as the RTC clock, the AWU state is not guaranteed if the Vpp supply
is powered off.

e Ifthe HSE clock is used as RTC clock, the RTC state is not guaranteed if the Vpp
supply is powered off or if the Voore supply is powered off.

The rtc_ck clock is enabled through RTCEN bit located in the RCC Backup domain control
register (RCC_BDCR).

The RTC bus interface clock (APB clock) is enabled through RTCAPBEN and
RTCAPBLPEN bits located in RCC_APB4ENR/LPENR registers.

To read the RTC calendar register when the APB clock frequency is less than seven times
the RTC clock frequency (Fapg < 7 X FrrcLck), the software must read the calendar time
and date registers twice. The data are correct if the second read access to RTC_TR gives
the same result than the first one. Otherwise a third read access must be performed.

Watchdog clocks

The RCC provides the clock for the two watchdog blocks available on the circuit. The
independent watchdog (IWDG) is connected to the LSI. The window watchdog (WWDG) is
connected to the APB clock.

If an independent watchdog is started by either hardware option or software access, the LSI
is forced ON and cannot be disabled. After the LSI oscillator setup delay, the clock is
provided to the IWDG.

Clock frequency measurement using TIMx

Most of the clock source generator frequencies can be measured by means of the input
capture of TIMx.

e  Calibrating the HSI or CSI with the LSE:

The primary purpose of having the LSE connected to a TIMx input capture is to be able
to accurately measure the HSI or CSI. This requires to use the HSI or CSl as system
clock source either directly or via PLL1. The number of system clock counts between
consecutive edges of the LSE signal gives a measurement of the internal clock period.
Taking advantage of the high precision of LSE crystals (typically a few tens of ppm) we
can determine the internal clock frequency with the same resolution, and trim the
source to compensate for manufacturing-process and/or temperature- and voltage-
related frequency deviations.

The basic concept consists in providing a relative measurement (e.g. HSI/LSE ratio).
The precision is therefore tightly linked to the ratio between the two clock sources. The
greater the ratio is, the more accurate the measurement is.
The HSI and CSI oscillators have dedicated user-accessible calibration bits for this
purpose (see RCC CSI calibration register (RCC_CSICFGR)). When HSI or CSl is
used via the PLLXx, the system clock can also be fine-tuned by using the fractional
divider of the PLLs.

e  Calibrating the LSI with the HSI:

The LSI frequency can also be measured: this is useful for applications that do not
have a crystal. The ultra-low-power LSI oscillator has a large manufacturing process
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deviation. The LSI clock frequency can be measured using the more precise HSI clock
source. Using this measurement, a more accurate RTC time base timeouts (when LSI
is used as the RTC clock source) and/or an IWDG timeout with an acceptable accuracy
can be obtained.

General clock concept overview

The RCC handles the distribution of the CPU, bus interface and peripheral clocks for the
system (CPU and SmartRun domains), according to the operating mode of each function
(refer to Section 8.5.1: Clock naming convention for details on clock definitions).

For each peripheral, the application can control the activation/deactivation of its kernel and
bus interface clock. Prior to use a peripheral, the CPU must enable it (by setting PERXEN to
1), and define if this peripheral remains active in CSleep mode (by setting PERXLPEN to 1).
This is called ‘allocation’ of a peripheral to the CPU (refer to Section 8.5.10: Peripheral
allocation for more details).

The peripheral allocation is used by the RCC to automatically control the clock gating
according to the CPU and domain modes, and by the PWR to control the supply voltages of
CPU and SmartRun domains.

Figure 64 gives an example of peripheral allocation: the CPU enables SDMMC1, SPI5 and
AHBSRAM1. The AXISRAMSs, ITCM, DTCM1, DTCM2 and SRDSRAM are implicitly
allocated to the CPU. The group composed of the CPU, bus matrix 1/2/3 and allocated
peripherals makes up a sub-system (CPU_SS).

The FLASH, AXISRAMSs, ITCM, DTCM1, DTCM2, SRDSRAM, IWGD, IWGD, PWR, EXTI
and RCC are common resources and are implicitly allocated to the CPU.

3
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Figure 64. Peripheral allocation example
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Smart Run domain (SRD)

The SmartRun domain can be kept in DRun mode while the CPU is in CStop mode and the

CPU domain is in DStop or DStop2 mode. This is done by setting RUN_SRD bit in

PWR_CPUCR register.

e IfRUN_SRD is set to 1, then SmartRun domain is maintained in DRun mode,
independently from the CPU modes (see power control, PWR_CPUCR register)

e IfRUN_SRD is set to 0, then the SmartRun domain enters DStop mode when the CPU
enters CStop mode (see Table 59).

When the CPU domain enters CStop mode, the RCC automatically disables the bus
interface and kernel clocks of all the peripherals of the CPU_SS, as well as the CPU clock.
The PLLs, if enabled, are not disabled by the RCC since the SmartRun domain is still
running.

The CPU can control if the CPU domain is allowed to enter DStop or Dstop2 modes or the
SmartRun domain is allowed to enter in DStop when conditions are met, via bits
RETDS_CD and PDDS_SRD of PWR control register (PWR_CPUCR).

A wakeup event is able to exit the CPU domain from DStop or Dstop2 and the SmartRun
domain from DStop mode.
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Autonomous mode

The Autonomous mode allows the delivery of the clocks to peripherals located in the
SmartRun domain, even if the CPU is in CStop mode. When a peripheral has its
autonomous bit activated, it receives its peripheral clocks according to the SmartRun
domain state, if the CPU is in CStop mode:

e If the SmartRun domain is in DRun mode, peripherals with Autonomous mode
activated receive their peripheral clocks,

e If the SmartRun domain is in DStop mode, no peripheral clock is provided.

The Autonomous mode does not prevent the SmartRun domain to enter DStop or DStop2
mode.

The autonomous bits are located in RCC SmartRun domain Autonomous mode register
(RCC_SRDAMR).

For example, the CPU can enter CStop mode while the 12S6 is filling the SRDSRAM with
data received from an external device via BDMA2. When the amount of received data is
reached, the CPU can be re-activated by a wakeup event. This can be done by setting the
1256, the BDMA2, and SRDSRAM in Autonomous mode, while keeping the SmartRun
domain in DRun mode (RUN_SRD set to 1). In this example, the RCC does not switch off
the PLLs as the SmartRun domain is always in DRun mode.

It is possible to go a step further with power-consumption reduction by combining the
Autonomous mode with the capability of some peripherals (UARTSs, 12Cs) to request the
kernel clock on their own, without waking-up the CPU. For example, if the system is
expecting messages via 12C4, the whole system can be put in Stop mode. When the 12C4
peripheral detects a START bit, it generates a “kernel clock request’. This request enables
the HSI or CSI, and a kernel clock is provided only to the requester (in our example the
12C4). The 12C4 then decodes the incoming message.

Several cases are then possible:

e If the device address of the message does not match, then 12C4 releases its “kernel
clock request” until a new START condition is detected.

e If the device address of the incoming message matches, it must be stored into the
SmartRunSmartRun local memory. 12C4 is able to generate a wakeup event on
address match to switch the SmartRun domain to DRun mode. The message is then
transferred into memory via BDMA2, and the SmartRun domain go back to DStop
mode without any CPU activation. Note that if the amount of data transferred into
memory reached the transfer count, the BDMA2 can also generate an interrupt to
wake-up the CPU.

e If the device address of the incoming message matches and the peripheral is setup to
wake up the CPU, then I12C4 generates a wakeup event to activate the CPU.

Refer to the description of EXTI block to see which peripheral is able to perform a wakeup
event to which domain.

Memory handling

The CPU can access all the memory areas available in the product:

e AXISRAM1, AXISRAM2, AXISRAM3, ITCM, DTCM1, DTCMZ2 and FLASH
¢ AHBSRAM1 and AHBSRAM2

e SRDSRAM and BKPRAM

3
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As shown in Figure 64, FLASH, AXISRAMs, SRDSRAM, ITCM, DTCM1 and DTCM2 are
implicitly allocated to the CPU. As a result, there is no enable bit allowing the CPU to
allocate these memories.

The BKPRAM has a dedicated enable in order to gate the bus interface clock. The CPU
needs to enable the BKPRAM prior to use it.

The memory interface clocks (flash memory and RAM interfaces) can be stopped by
software during CSleep mode (via SRAMyLPEN bits).

Refer to Section 8.5.11: Peripheral clock gating control and Section 8.5.12: CPU and bus
matrix clock gating control sections for details on clock enabling.

System states overview

Table 59 gives an overview of the system states with respect to the CPU and SmartRun

domain modes.

e  The system remains in Run mode as long as the SmartRun domain is in DRun mode.
Several sub-states of system Run exist that are not detailed here (refer Section 6:
Power control (PWR) for more information).

e  The SmartRun domain can run while the CPU domain is in DStop or DStop2 mode
thanks to RUN_SRD bits of PWR_CPUCR registers or when the SmartRun domain is
in Autonomous mode.

e The system remains in Stop mode as long as the SmartRun domain is in DStop mode.
This means implicitly that the CPU domain is in DStop or DStop2 mode. As soon as the
CPU domain exits DStop or DStop2, the SmartRun domain switches to DRun mode.

e The system remains in Standby mode as long as CPU and SmartRun domains are in
DStandby.

. Domain states versus CPU states:

—  When the CPU domain is in DRun mode, it means that its bus matrix is clocked
and the CPU is in CRun mode.

—  When the CPU domain is in DStop mode, it means that its bus matrix is no longer
clocked and the CPU is in CStop mode.

— When a domain is in DStandby mode, it means that the domain including its CPU
are powered down.

Table 59. System states overview

System state CPU domain state SmartRun domain state
Run DRun
DRun
Autonomous DStop/DStop2
Stop DStop/DStop2 DStop
Standby DStandby DStandby
RMO0455 Rev 10 37712967
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8.5.10 Peripheral allocation

The CPU can allocate a peripheral and hence control its kernel and bus interface clock.

The CPU can allocate a peripheral by setting the dedicated PERXEN bit located into the
RCC_xxxxENR registers.

The CPU can control the peripheral clocks gating when it is in CSleep mode via the
PERXLPEN bits located into the RCC_xxxxLPENR registers.

Refer to RCC source control register (RCC_CR) for additional information.

The peripheral allocation bits (PERXEN bits) are used by the hardware to provide the kernel
and bus interface clocks to the peripherals. However they are also used to link peripherals
to the CPU (CPU sub-system). In this way, the hardware is able to safely gate the peripheral
clocks and bus matrix clocks according to CPU states. The PWR block also uses this
information to control properly the domain states.

Clock switches and gating

e  Clock switching delays

The input selected by the kernel clock switches can be changed dynamically without
generating spurs or timing violation. As a consequence, switching from the original to
the new input can only be performed if a clock is present on both inputs. If it is not the
case, no clock is provided to the peripheral. To recover from this situation, the user
must provide a valid clock to both inputs.

During the transition from one input to another, the kernel clock provided to the
peripheral is gated, in the worst case, during 2 clock cycles of the previously selected
clock, and 2 clock cycles of the new selected clock. As shown in Figure 65, both input
clocks must be present during transition time.

Figure 65. Kernel clock switching
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e  Clock enabling delays

In the same way, the clock gating logic synchronizes the enable command (coming
generally from a kernel clock request or PERXEN bits) with the selected clock, in order
to avoid generation of spurs.

— A maximum delay of two periods of the enabled clock may occur between the
enable command and the first rising edge of the clock. The enable command can
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be the rising edge of the PERXEN bits of RCC_xxxxENR registers, or a kernel
clock request asserted by a peripheral.

— A maximum delay of 1.5 periods of the disabled clock may occur between the
disable command and the last falling edge of the clock. The disable command can
be the falling edge of the PERXEN bits of RCC_xxxxENR registers, or a kernel
clock request released by a peripheral.

Both the kernel and bus interface clocks are affected by this re-synchronization delay.

Peripheral clock gating control

As mentioned previously, each peripheral requires a bus interface clock, named
rcc_perx_bus_ck (for peripheral ‘x’). This clock can be an APB, AHB or AXI clock,
according to which bus the peripheral is connected.

The clocks used as bus interface for peripherals located in the CPU domain, can be
rcc_aclk, recc_hclk3 or rec_pclk3, depending on the bus connected to each peripheral. For
simplicity sake, these clocks are named rcc_bus_cd_ck.

Similarly, the signal rcc_bus_srd_ck represents rcc_hclk4 or recc_pclk4 for peripherals
located in the SmartRun domain.

Some peripherals (such as SAl or UART) also require a dedicated clock for their
communication interface. This clock is generally asynchronous with respect to the bus
interface clock. It is named kernel clock (perx_ker_ckreq). Both clocks can be gated
according to several conditions detailed hereafter.

As shown in Figure 66, enabling the kernel and bus interface clocks of each peripheral
depends on several input signals:
e PERXEN and PERXLPEN bits,

PERXEN represents the peripheral enable (allocation) bit for the CPU. The CPU can
write these bits to 1 via the RCC_xxxxENR registers.

e PERXAMEN bits belonging to RCC SmartRun domain Autonomous mode register
(RCC_SRDAMR).

e CPU state (cpu_sleep and cpu_deepsleep signals)
e  SmartRun domain state (srd_deepsleep signal)

e Kernel clock request (perx_ker_ckreq) of the peripheral itself, when the feature is
available

Refer to Section 8.5.10: Peripheral allocation for more details.
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Figure 66. Peripheral kernel clock enable logic details
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Table 60 gives a detailed description of the enabling logic of the peripheral clocks for
peripherals located in the CPU domain and allocated by the CPU.
Table 60. Peripheral clock enabling for the CPU domain peripherals
S| c
o :' gl
()
> |3 1 | e |89
w 3} © Il »
%15 @ Jlw |83
¢ | X & g S x 2 Comments
w o m & x| &
& o o o g |9
o o | 2
o i [
[3) [$]
el L
0| X X X X 0 | 0 |No clock provided to the peripheral, because PERXEN=0
Kernel and bus interface clocks are provided to the peripheral,
X X X| CRun 11T ecause the CPU is in CRun, and PERXEN = 1.
110 X X ol o No clock provided to the peripheral, because the CPU is in
CSleep and PERXLPEN =0
CSleep
111 X X 111 Kernel and bus interface clocks are provided to the peripheral,
because CPU is in CSleep, and PERXLPEN = 1

380/2967

RM0455 Rev 10

3




RM0455

Reset and clock control (RCC)

Table 60. Peripheral clock enabling for the CPU domain peripherals (continued)
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el e
No clock provided to the peripheral because the PERXLPEN bit is
110 X X 0]0
setto 0.
no Isi_ck
and
1|1 no Ise_ck X olo No clock provided to the peripheral because CPU is in CStop and
and no Ise_ck or Isi_ck or hsi_ker_ck or csi_ker_ck are not selected.
hsi_ker_ck
and no
csi_ker_ck
CSto
Isi ck or P 1 Kernel clock is provided to the peripheral because
111 I_ ‘ X ) 0 |PERXEN = PERXLPEN = 1 and Isi_ck or Ise_ck are selected.
se_¢c The bus interface clock is no provided as the CPU is in CStop.
Kernel clock is provided to the peripheral because
111 hsi_ker_ck or 1 110 req_ker_perx = 1, and PERXEN = PERXLPEN =1 and
csi_ker_ck hsi_ker_ck or csi_ker_ck are selected.
The bus interface clock is no provided as the CPU is in CStop.
111 hsi_ker_ck or 0 ol o No clock provided to the peripheral because CPU is in CStop, and
csi_ker_ck no kernel clock request pending

1. For RNG block, the kernel clock is not delivered if the CPU to which it is allocated is in CStop mode, even if the clock

selected is Isi_ck or Ise_ck.

As a summary, we can state that the kernel clock is provided to the peripherals located on

the CPU domain when the following conditions are met:

1. The CPU is in CRun mode, and the peripheral is allocated.

2. The CPU is in CSleep mode and the peripheral is allocated with PERxLPEN = 1.

3. The CPU is in CStop mode, the peripheral is allocated with PERXLPEN = 1, the
peripheral generates a kernel clock request and the selected clock is hsi_ker_ck or
csi_ker_ck.

4. The CPU is in CStop mode, the peripheral is allocated with PERXLPEN = 1 and the
kernel source clock of the peripheral is Ise_ck or Isi_ck.

The bus interface clock is provided to the peripherals only when conditions 1 or 2 are met.

3
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Table 61 gives a detailed description of the enabling logic of the kernel clock for all
peripherals located in the SmartRun domain.

Table 61. Peripheral clock enabling for SmartRun domain peripherals

g ‘© o
() ° -
z S
z | & | @ ] i 8 § e
wi o | = 7] I - T e |58
Xlid < X 5 g S ®m |x |2 Comments
14 o >3 [ 2 o S5 | |
W i 1| & € P 5| x
alal % 15| % &g 8|8
<% £ o i
7] S §
0| X | X X X Any Any 0 | 0 |No clock provided to the peripheral, as PERXEN = 0
Kernel and bus interface clocks are provided to the
1| X | X X X | CRun 1 1 |peripheral, because the CPU is in CRun, and
PERXEN = 1.
No clock provided to the peripheral, because the
110X X X 010 CPU is in CSleep, and PERXLPEN =0
CSleep Kernel and bus interface clocks are provided to the
111X X X 1 | 1 |peripheral, because the CPU is in CSleep, and
PERXLPEN = 1
Run As the CPU is in CStop, and PERXEN=1, then the
kernel clock gating depends on the SmartRun
1] X]0 X X 0 | 0 |domain state and PERXAMEN bits.
No clock provided to the peripheral because
PERXAMEN = 0.
Cst The kernel and bus interface clocks are provided
10 x| 1 X X op 111 because even if the CPU is in CStop mode, the
SmartRun domain is in Run mode, with PERXEN and
PERXAMEN bits set to 1.
not Ise_ck No clock provided to the peripheral, because the
11X |1 and 0 Stop 0 | 0 |SmartRun domain is in Stop, req_ker_perx =0, and
not Isi_ck Ise_ck or Isi_ck is not selected
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Table 61. Peripheral clock enabling for SmartRun domain peripherals (continued)

g © o
() ° et
z S
> | & | = x g 5 @1 %
wi o | = ) I - T o 5|9
Xlid < X 5 g S ®m |x |2 Comments
14 o >3 [ 2 o S5 - | |
w | ) w | o € ¢ | x
oW W & x S t 5| &
o o iy © oy g
<% ",E, o | o
2|8
not
hsi_ker_ck
and not
csi ker ck No clock provided to the peripheral, because even if
1] X |1 _and_ 1 0 | 0 |req_ker_perx=0,Ise_ckorlsi_ckor hsi_ker_ck or
csi_ker_ck is not selected.
not Ise_ck
and
not Isi_ck
' CStop | Stop Kernel clock is provided to the peripheral because
hsi_ker_ck req_ker_perx = 1, and PERXEN = PERXAMEN = 1,
1|1 X |1 or 1 1 | 0 |and the selected clock is hsi_ker_ck or csi_ker_ck.
csi_ker_ck The bus interface clock is not provided as the
SmartRun domain is in Stop.
Kernel clock is provided to the peripheral because
Ise_ck PERXEN = PERXAMEN = 1 and Ise_ck or Isi_ck are
11 X 1|1 or X 1 0 |selected, while the SmartRun domain is in Stop.
Isi_ck The bus interface clock is not provided as the
SmartRun domain is in Stop.

3

As a summary, we can state that the kernel clock is provided to the peripherals of the
SmartRun domain if the following conditions are met:

1. The CPU is in CRun mode and the peripheral is allocated.
2. The CPUis in CSleep mode and the peripheral is allocated with PERXLPEN = 1.
3. The CPU is in CStop mode, the peripheral is allocated and the SmartRun domain is in

Run mode with PERXAMEN = 1.

4. The CPUis in CStop mode, the peripheral is allocated, the SmartRun domain is in Stop
mode with PERXAMEN = 1, the peripheral is generating a kernel clock request and the
kernel clock source is hsi_ker_ck or csi_ker_ck.

5. The CPU is in CStop mode, the peripheral is allocated, the SmartRun domain is in Stop
mode with PERXAMEN = 1 and the kernel clock source of the peripheral is Ise_ck or

Isi_ck.

The bus interface clock is provided to the peripherals only when condition 1, 2 or 3 is met.
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Note:

8.5.12

384/2967

When they are set to 1, the autonomous bits indicate that the associated peripheral receives
a kernel clock according to the SmartRun domain state and not according to the mode of the
CPU.

Only I12C, U(S)ART and LPUART peripherals are able to request the kernel clock. This
feature gives to the peripheral the capability to transfer data with an optimal power
consumption.

The autonomous bits dedicated to some peripherals located in the SmartRun domain, allow
the data transfer with external devices without activating the CPU.

In order for the LPTIMER to operate with Ise_ck or Isi_ck when the circuit is in Stop mode,
the user application must select the Isi_ck or Ise_ck input via LPTIMxSEL fields, and set
LPTIMXAMEN and LPTIMxLPEN bits to 1.

CPU and bus matrix clock gating control

For each domain it is possible to control the activation/deactivation of the CPU clock and
bus matrix clock.

For information about convention naming, refer to Section 8.5.11: Peripheral clock gating
control.

The clocks of the CPU, AHB and AXI bridges and APB busses are enabled according to the
rules hereafter:

e The CPU clock rec_cpu_ck is enabled when the CPU is in CRun mode.

e  The AXI bridge clock is enabled when the CPU domain is in DRun mode.

e Each AXI master and slave has an independent clock gating that can be activated to
further reduce the power consumption (register RCC_CKGAENR). When activated the
clock is automatically enabled on bus transaction request.

e  The CPU domain AHB bridges clocks are enabled when the CPU domain is in DRun
mode.

e  The SmartRun domain AHB bridge clock is enabled when one of the following
conditions is met:

— The CPU is in CRun or CSleep mode.

—  When the RUN_SRD bit is set to 1, independently of CPU modes.

—  When the SRD_deepsleep signal is inactive (0), independently of CPU modes.
e The APB1,2,3 busses are enabled when one of the following conditions is met:

— The CPUis in CRun mode.

— When the CPU is in CSleep mode with at least one peripheral connected to this
bus having both its PERXEN and PERXLPEN set to 1.

e The APB4 bus is enabled when the SmartRun domain is in DRun mode.

As shown in the Figure 67, the enabling of the core and bus clock of each domain depends
on several input signals:

e cpu_sleep and cpu_deepsleep signals from the CPU

e srd_sleepdeep signal

e RCC_xxxxENR.PERXEN bits of peripherals located on the CPU domain

3
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Figure 67. Bus clock enable logic

RCC SCEU

: > rcc_cpu_ck
run_cpu
SCGU
(System : > rcc_bus_cd_ck
clock generation)

» rcc_bus_srd_ck

sys_ck

cpu_deepsleep
srd_deepsleep » fqu?c%ilgn
PWR_CPUCR.RUN_SRD >
Logic
CPU mode (cpu_sleep, cpu_deepsleep) » function [ |
CD

run_cpu is a combination of NOT cpu_deepsleep and NOT cpu_sleep.

rcc_bus_dx represents the clocks for the bus matrix and the peripheral bus interface for domain x.
MSv48167V1

8.6 RCC interrupts

The RCC provides three interrupt lines:

e rcc_it: general interrupt line providing events when the PLLs are ready or when the
oscillators are ready

e rcc_hsecss_it: interrupt line dedicated to the failure detection of the HSE CSS (clock
security system)

e rcc_lsecss_it: interrupt line dedicated to the failure detection of the LSE CSS

The interrupt enable is controlled via RCC clock source interrupt enable register
(RCC _CIER), except for the HSE CSS failure. When the HSE CSS feature is enabled, it not
possible to mask the interrupt generation.

The interrupt flags can be checked via RCC clock source interrupt flag register
(RCC _CIFR), and those flags can be cleared via RCC clock source interrupt clear register
(RCC_CICR).

Note: The interrupt flags are not relevant if the corresponding interrupt enable bit is not set.

Table 62 gives a summary of the interrupt sources and the way to control them.

3
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Table 62. Interrupt sources and control

Interrupt source Description Ir;t:;;::zt Action to clear interrupt | Interrupt line
LSIRDYF LS| ready LSIRDYIE Set LSIRDYC to 1
LSERDYF LSE ready LSERDYIE Set LSERDYC to 1
HSIDRYF HSI ready HSIDRYIE Set HSIRDYC to 1
HSERDYF HSE ready HSERDYIE Set HSERDYC to 1
CSIRDYF CSl ready CSIRDYIE Set CSIRDYC to 1 rcc_it
HSI48RDYF HS148 ready HSI48RDYIE Set HSI48RDYC to 1
PLL1RDYF PLL1 ready PLL1RDYIE Set PLL1RDYC to 1
PLL2RDYF PLL2 ready PLL2RDYIE Set PLL2RDYC to 1
PLL3RDYF PLL3 ready PLL3RDYIE Set PLL3RDYC to 1
LSECSSF LSE CSS failure LSECSSFIE (1) Set LSECSSC to 1 rcc_lsecss_it
HSECSSF HSE CSS failure 2 Set HSECSSC to 1 rcc_hsecss_it

1. The security system feature must also be enabled (LSECSSON = 1), in order to generate interrupts.

2. ltis not possible to mask this interrupt when the security system feature is enabled (HSECSSON = 1).

8.7 RCC registers
8.71 RCC source control register (RCC_CR)
Address offset: 0x000
Reset value: 0x0000 0025
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
zZ
> = > = > = = (e} o > z
2| 8 leg | & |8 ]2¢% 502 |z | 2|23
e} v N pi| ~ hil} L L w L
| = | = — = %) 8 %) %) )
T T T a T T T 2 I I T
r rw r w r rw w rs w r rw
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
= 3 = z z w g 3
o ¥ (=) o) o > = < = > (@] z
AR NN 5| g8 2| 2 |E|8§
a 2 ) @ % 8 o 2 % 2 ) I
o & T T 3 O T 2 T 2]
r r r w rw r w r w w r w rw

386/2967

RM0455 Rev 10

3




RM0455

Reset and clock control (RCC)

Bits 31:30
Bit 29

Bit 28

Bit 27

Bit 26

Bit 25

Bit 24

Bits 23:21
Bit 20

Bit 19

3

Reserved, must be kept at reset value.

PLL3RDY: PLL3 clock ready flag
Set by hardware to indicate that the PLL3 is locked.
0: PLL3 unlocked (default after reset)
1: PLL3 locked

PLL3ON: PLL3 enable
Set and cleared by software to enable PLL3.
Cleared by hardware when entering Stop or Standby mode.
0: PLL3 OFF (default after reset)
1: PLL3 ON

PLL2RDY: PLL2 clock ready flag
Set by hardware to indicate that the PLL2 is locked.
0: PLL2 unlocked (default after reset)
1: PLL2 locked

PLL20ON: PLL2 enable
Set and cleared by software to enable PLL2.
Cleared by hardware when entering Stop or Standby mode.
0: PLL2 OFF (default after reset)
1: PLL2 ON

PLL1RDY: PLL1 clock ready flag
Set by hardware to indicate that the PLL1 is locked.
0: PLL1 unlocked (default after reset)
1: PLL1 locked

PLL1ON: PLL1 enable
Set and cleared by software to enable PLL1.
Cleared by hardware when entering Stop or Standby mode. Note that the hardware prevents writing
this bit to 0, if the PLL1 output is used as the system clock.
0: PLL1 OFF (default after reset)
1: PLL1 ON

Reserved, must be kept at reset value.

HSEEXT: external high speed clock type in Bypass mode
Set and reset by software to select the external clock type (analog or digital).
The external clock must be enabled with the HSEON bit to be used by the device.
The HSEEXT bit can be written only if the HSE oscillator is disabled.
0: HSE in analog mode (default after reset)
1: HSE in digital mode

HSECSSON: HSE clock security system enable
Set by software to enable clock security system on HSE.
This bit is “set only” (disabled by a system reset or when the system enters in Standby mode).
When HSECSSON is set, the clock detector is enabled by hardware when the HSE is ready and
disabled by hardware if an oscillator failure is detected.
0: CSS on HSE OFF (clock detector OFF) (default after reset)
1: CSS on HSE ON (clock detector ON if the HSE oscillator is stable, OFF if not).
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Bit 18 HSEBYP: HSE clock bypass
Set and cleared by software to bypass the oscillator with an external clock. The external clock must
be enabled with the HSEON bit to be used by the device.
The HSEBYP bit can be written only if the HSE oscillator is disabled.
0: HSE oscillator not bypassed (default after reset)
1: HSE oscillator bypassed with an external clock

Bit 17 HSERDY: HSE clock ready flag
Set by hardware to indicate that the HSE oscillator is stable.
0: HSE clock is not ready (default after reset)
1: HSE clock is ready

Bit 16 HSEON: HSE clock enable
Set and cleared by software.
Cleared by hardware to stop the HSE when entering Stop or Standby mode.
This bit cannot be cleared if the HSE is used directly (via SW mux) as system clock, or if the HSE is
selected as reference clock for PLL1 with PLL1 enabled (PLL1ON bit set to 1).
0: HSE is OFF (default after reset)
1: HSE is ON

Bit 15 CDCKRDY: CPU domain clocks ready flag
Set by hardware to indicate that the following CPU domain clocks are available: APB1, APB2, AHB
bus matrix.
0: CPU domain clocks are not available (default after reset)
1: CPU domain clocks are available

Bit 14 CPUCKRDY: CPU related clocks ready flag
Set by hardware to indicate that the CPU related clocks (CPU, APB3, AXI bus matrix and related
memories) are available.
0: CPU related clocks are not available (default after reset)
1: CPU related clocks are available

Bit 13 HSI48RDY: HSI48 clock ready flag
Set by hardware to indicate that the HS148 oscillator is stable.
0: HSI48 clock is not ready (default after reset)
1: HSI48 clock is ready

Bit 12 HSI480N: HSI48 clock enable
Set by software and cleared by software or by the hardware when the system enters to Stop or
Standby mode.
0: HSI48 is OFF (default after reset)
1: HSI48 is ON

Bits 11:10 Reserved, must be kept at reset value.

Bit 9 CSIKERON: CSI clock enable in Stop mode
Set and reset by software to force the CSl to ON, even in Stop mode, in order to be quickly available
as kernel clock for some peripherals. This bit has no effect on the value of CSION.
0: no effect on CSI (default after reset)
1: CSl is forced to ON even in Stop mode

Bit 8 CSIRDY: CSI clock ready flag
Set by hardware to indicate that the CSI oscillator is stable. This bit is activated only if the RC is
enabled by CSION (it is not activated if the CSl is enabled by CSIKERON or by a peripheral
request).
0: CSl clock is not ready (default after reset)
1: CSl clock is ready
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Bit 7 CSION: CSI clock enable

Set and reset by software to enable/disable CSI clock for system and/or peripheral.

Set by hardware to force the CSl to ON when the system leaves Stop mode, if STOPWUCK = 1 or
STOPKERWUCK = 1.

This bit cannot be cleared if the CSl is used directly (via SW mux) as system clock, or if the CSl is
selected as reference clock for PLL1 with PLL1 enabled (PLL1ON bit set to 1).

0: CSl is OFF (default after reset)

1: CSlis ON

Bit 6 Reserved, must be kept at reset value.

Bit 5 HSIDIVF: HSI divider flag
Set and reset by hardware.
As a write operation to HSIDIV has not an immediate effect on the frequency, this flag indicates the
current status of the HSI divider. HSIDIVF goes immediately to 0 when HSIDIV value is changed,
and is set back to 1 when the output frequency matches the value programmed into HSIDIV.
0: new division ratio not yet propagated to hsi(_ker)_ck (default after reset)
1: hsi(_ker)_ck clock frequency reflects the new HSIDIV value (default register value when the
clock setting is completed)

Bits 4:3 HSIDIV[1:0]: HSI clock divider
Set and reset by software.
These bits allow selecting a division ratio in order to configure the wanted HSI clock frequency. The
HSIDIV cannot be changed if the HSI is selected as reference clock for at least one enabled PLL
(PLLXON bit set to 1). In that case, the new HSIDIV value is ignored.
00: division by 1, hsi(_ker)_ck = 64 MHz (default after reset)
01: division by 2, hsi(_ker)_ck = 32 MHz
10: division by 4, hsi(_ker)_ck = 16 MHz
11: division by 8, hsi(_ker)_ck = 8 MHz

Bit 2 HSIRDY: HSI clock ready flag
Set by hardware to indicate that the HSI oscillator is stable.
0: HSI clock is not ready (default after reset)
1: HSI clock is ready

Bit 1 HSIKERON: HSI clock enable in Stop mode
Set and reset by software to force the HSI to ON, even in Stop mode, in order to be quickly available
as kernel clock for peripherals. This bit has no effect on the value of HSION.
0: no effect on HSI (default after reset)
1: HSI is forced to ON even in Stop mode

Bit 0 HSION: HSI clock enable
Set and cleared by software.
Set by hardware to force the HSI to ON when the product leaves Stop mode, if STOPWUCK = 0 or
STOPKERWUCK = 0.
Set by hardware to force the HSI to ON when the product leaves Standby mode or in case of a
failure of the HSE which is used as the system clock source.
This bit cannot be cleared if the HSI is used directly (via SW mux) as system clock, or if the HSI is
selected as reference clock for PLL1 with PLL1 enabled (PLL1ON bit set to 1).
0: HSI is OFF
1: HSI is ON (default after reset)

3
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8.7.2 RCC HSI calibration register (RCC_HSICFGR)
Address offset: 0x004
Reset value: 0x4000 OXXX
Reset value depends on the flash option bytes setting.
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
HSITRIM[6:0]
w [ [ ow [ ow [ | oo |
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
HSICAL[11:0]
r | r | r | r | r | r | r | r | r | r | r | r
Bit 31 Reserved, must be kept at reset value.
Bits 30:24 HSITRIM[6:0]: HSI clock trimming
Set by software to adjust calibration.
HSITRIM field is added to the engineering option bytes loaded during reset phase
(FLASH_HSI_opt) in order to form the calibration trimming value.
HSICAL = HSITRIM + FLASH_HSI_opt.
Note: The reset value of the field is 0x40.
Bits 23:12 Reserved, must be kept at reset value.
Bits 11:0 HSICAL[11:0]: HSI clock calibration
Set by hardware by option byte loading during system reset nreset.
Adjusted by software through trimming bits HSITRIM.
This field represents the sum of engineering option byte calibration value and HSITRIM bits value.
8.7.3 RCC clock recovery RC register (RCC_CRRCR)
Address offset: 0x008
Reset value: 0x0000 OXXX
Reset value depends on the flash option bytes setting.
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1" 10 9 8 7 6 5 4 3 2 1 0
HSI48CAL[9:0]
r | r | r | r | r | r | r | r | r | r
Bits 31:10 Reserved, must be kept at reset value.
Bits 9:0 HSI48CAL[9:0]: Internal RC 48 MHz clock calibration
Set by hardware by option byte loading during system reset nreset.
Read-only.
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8.74 RCC CSiI calibration register (RCC_CSICFGR)

Address offset: 0x00C
Reset value: 0x2000 0XXX

Reset value depends on the flash option bytes setting.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
CSITRIM[5:0]
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
CSICAL[7:0]
r | r | r | r | r | r | r | r

Bits 31:30 Reserved, must be kept at reset value.

Bits 29:24 CSITRIM[5:0]: CSI clock trimming
Set by software to adjust calibration.
CSITRIM field is added to the engineering option bytes loaded during reset phase
(FLASH_CSI_opt) in order to form the calibration trimming value.
CSICAL = CSITRIM + FLASH_CSI_opt.
Note: The reset value of the field is 0x20.

Bits 23:8 Reserved, must be kept at reset value.

Bits 7:0 CSICAL[7:0]: CSI clock calibration
Set by hardware by option byte loading during system reset nreset.
Adjusted by software through trimming bits CSITRIM.
This field represents the sum of engineering option byte calibration value and CSITRIM bits value.

3
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8.7.5 RCC clock configuration register (RCC_CFGR)

Address offset: 0x010
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
MCO2SEL[2:0] MCO2PRE[3:0] MCO1SEL[2:0] MCO1PRE[3:0]
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
S
X
W g %]
[ & 2
S RTCPRE[5:0] 0o g SWS[2:0] SW[2:0]
= 5 o
o =
= ()
7]
w w | rw | rw | rw | rw | rw rw rw r | r | r w | rw | rw

Bits 31:29 MCO2SEL[2:0]: microcontroller clock output 2

Set and cleared by software. Clock source selection may generate glitches on MCO2.

It is highly recommended to configure these bits only after reset, before enabling the external
oscillators and the PLLs.

000: system clock selected (sys_ck) (default after reset)

001: PLL2 oscillator clock selected (pll2_p_ck)

010: HSE clock selected (hse_ck)

011: PLL1 clock selected (pll1_p_ck)

100: CSI clock selected (csi_ck)

101: LSI clock selected (Isi_ck)

others: reserved

Bits 28:25 MCO2PRE[3:0]: MCO2 prescaler

Set and cleared by software to configure the prescaler of the MCO2. Modification of this prescaler
may generate glitches on MCO2. It is highly recommended to change this prescaler only after reset,
before enabling the external oscillators and the PLLs.

0000: prescaler disabled (default after reset)

0001: division by 1 (bypass)

0010: division by 2

0011: division by 3

0100: division by 4

1111: division by 15

Bits 24:22 MCO1SEL[2:0]: Microcontroller clock output 1

392/2967

Set and cleared by software. Clock source selection may generate glitches on MCO1.

It is highly recommended to configure these bits only after reset, before enabling the external
oscillators and the PLLs.

000: HSI clock selected (hsi_ck) (default after reset)

001: LSE oscillator clock selected (Ise_ck)

010: HSE clock selected (hse_ck)

011: PLL1 clock selected (pll1_qg_ck)

100: HSI48 clock selected (hsi48_ck)

others: reserved
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Bits 21:18 MCO1PRE[3:0]: MCO1 prescaler
Set and cleared by software to configure the prescaler of the MCO1. Modification of this prescaler
may generate glitches on MCO1. It is highly recommended to change this prescaler only after reset,
before enabling the external oscillators and the PLLs.
0000: prescaler disabled (default after reset)
0001: division by 1 (bypass)
0010: division by 2
0011: division by 3
0100: division by 4

1111: division by 15
Bits 17:16 Reserved, must be kept at reset value.

Bit 15 TIMPRE: timers clocks prescaler selection
This bit is set and reset by software to control the clock frequency of all the timers connected to
APB1 and APB2 domains.
0: The timers kernel clock is equal to rcc_hclk1 if CDPPRE1 or CDPPRE2 corresponds to a
division by 1 or 2, else it is equal to 2 X Free pelk1 OF 2 X Free peik2 (default after reset)
1: The timers kernel clock is equal t0 2 X Fyce peik1 OF 2 X Free_peikz if CDPPRE1 or CDPPRE2
corresponds to a division by 1, 2
or4, elseitis equal to 4 X Free peik1 OF 4 X Free pelk2:
Refer to Table 55: Ratio between clock timer and pclk for more details.

Bit 14 Reserved, must be kept at reset value.

Bits 13:8 RTCPRE[5:0]: HSE division factor for RTC clock
Set and cleared by software to divide the HSE to generate a clock for RTC.
Caution: The software must set these bits correctly to ensure that the clock supplied to the RTC is
lower than 1 MHz. These bits must be configured if needed before selecting the RTC clock source.
000000: no clock (default after reset)
000001: no clock
000010: HSE/2
000011: HSE/3
000100: HSE/4

111110: HSE/62
111111: HSE/63

Bit 7 STOPKERWUCK: kernel clock selection after a wake up from system Stop
Set and reset by software to select the kernel wakeup clock from system Stop.
0: HSI selected as wake up clock from system Stop (default after reset)
1: CSl selected as wake up clock from system Stop
See Section 8.5.7: Handling clock generators in Stop and Standby modes for details.
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Bit 6 STOPWUCK: system clock selection after a wake up from system Stop

Set and reset by software to select the system wakeup clock from system Stop.

The selected clock is also used as emergency clock for the clock security system (CSS) on HSE.
0: HSI selected as wake up clock from system Stop (default after reset)

1: CSl selected as wake up clock from system Stop

See Section 8.5.7: Handling clock generators in Stop and Standby modes for details.

Caution: STOPWUCK must not be modified when CSS is enabled (by HSECSSON bit) and the

system clock is HSE (SWS = 10) or a switch on HSE is requested (SW =10).

Bits 5:3 SWS[2:0]: system clock switch status

Set and reset by hardware to indicate which clock source is used as system clock.
000: HSI used as system clock (hsi_ck) (default after reset)

001: CSl used as system clock (csi_ck)

010: HSE used as system clock (hse_ck)

011: PLL1 used as system clock (pll1_p_ck)

others: reserved

Bits 2:0 SWIJ[2:0]: system clock and trace clock switch

8.7.6

Set and reset by software to select system clock and trace clock sources (sys_ck and
traceportck).
Set by hardware in order to:
—  force the selection of the HSI or CSI (depending on STOPWUCK selection) when leaving a
system Stop mode
—  force the selection of the HSI in case of failure of the HSE when used directly or indirectly
as system clock
000: HSI selected as system clock (hsi_ck) (default after reset)
001: CSlI selected as system clock (csi_ck)
010: HSE selected as system clock (hse_ck)
011: PLL1 selected as system clock (pll1_p_ck for sys_ck, pll1_r_ck for traceportck)
others: reserved

RCC CPU domain clock configuration register 1 (RCC_CDCFGR1)

Address offset: 0x018
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
CDCPRE[3:0] CDPPRE[2:0] HPRE[3:0]
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Bits 31:12 Reserved, must be kept at reset value.

Bits 11:8 CDCPRE[3:0]: CPU domain core prescaler

Set and reset by software to control the CPU domain CPU clock division factor.

Changing this division ratio has an impact on the frequency of the CPU clock and all bus matrix
clocks.

After changing this prescaler value, it takes up to 16 periods of the slowest APB clock before the
new division ratio is taken into account. The application can check if the new division factor is taken
into account by reading back this register.

Oxxx: sys_ck not divided (default after reset)

1000: sys_ck divided by 2

1001: sys_ck divided by 4

1010: sys_ck divided by 8

1011: sys_ck divided by 16

1100: sys_ck divided by 64

1101: sys_ck divided by 128

1110: sys_ck divided by 256

1111: sys_ck divided by 512

Bit 7 Reserved, must be kept at reset value.

Bits 6:4 CDPPRE[2:0]: CPU domain APB3 prescaler

Set and reset by software to control the division factor of rec_pclk3.

The clock is divided by the new prescaler factor from 1 to 16 cycles of rec_hclk3 after CDPPRE
write.

0xx: rec_pclk3 = rcc_hclk3 (default after reset)

100: rcc_pclk3 = rcc_hclk3 / 2

101: rcc_pclk3 = rcc_hclk3 / 4

110: rcc_pclk3 =rcc_hclk3 /8

111: rcc_pclk3 =rcc_hclk3 / 16

Bits 3:0 HPRE[3:0]:CPU domain AHB prescaler

Caution:

3

Set and reset by software to control the division factor of rec_hclk3 and rcc_aclk. Changing this
division ratio has an impact on the frequency of all bus matrix clocks.
Oxxx: rcc_hclk3 = sys_cdcpre_ck (default after reset)
1000: rcc_hclk3 = sys_cdcpre_ck /2
1001: rcc_hclk3 = sys_cdcpre_ck /4
1010: rcc_hclk3 = sys_cdcpre_ck /8
1011: rcc_hclk3 = sys_cdcpre_ck/ 16
1100: rcc_hclk3 = sys_cdcpre_ck / 64
1101: rcc_hclk3 = sys_cdcpre_ck / 128
1110: rcc_hclk3 = sys_cdcpre_ck / 256
1111: rcc_hclk3 = sys_cdcpre_ck / 512
Note: The clocks are divided by the new prescaler factor from1 to 16 periods of the slowest APB
clock among rcc_pclk[4:1] after HPRE update.
Note: Note also that rec_hclk3 = rcc_aclk.

Care must be taken when using the voltage scaling. Due to the propagation delay of the
new division factor, after a prescaler factor change and before lowering the Vcorg voltage, this
register must be read in order to check that the new prescaler value has been taken into

account.

Depending on the clock source frequency and the voltage range, the software application
must program a correct value in HPRE to make sure that the system frequency does not
exceed the maximum frequency.
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8.7.7 RCC CPU domain clock configuration register 2 (RCC_CDCFGR2)
Address offset: 0x01C
Reset value: 0x0000 0000
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
CDPPRE2[2:0] CDPPRE1[2:0]

Bits 31:11 Reserved, must be kept at reset value.

Bits 10:8 CDPPRE2[2:0]: CPU domain APB2 prescaler

Set and reset by software to control the CPU domain APB2 clock division factor.

The clock is divided by the new prescaler factor from 1 to 16 cycles of rcc_hclk1 after CDPPRE2
write.

Oxx: rcc_pclk2 = rcc_hclk1 (default after reset)

100: rcc_pclk2 = rcc_hclk1 / 2

101: rcc_pclk2 = rcc_hclk1 / 4

110: rcc_pclk2 =rcc_hclk1 /8

111: rcc_pclk2 = rcc_hclk1/ 16

Bit 7 Reserved, must be kept at reset value.

Bits 6:4 CDPPRE1[2:0]: CPU domain APB1 prescaler

Set and reset by software to control the CPU domain APB1 clock division factor.

The clock is divided by the new prescaler factor from 1 to 16 cycles of rcc_hclk1 after CDPPRE1
write.

Oxx: rec_pclk1 = rcc_hclk1 (default after reset)

100: rec_pclk1 = rec_hclk1 / 2

101: rec_pclk1 =rcc_hclk1 /4

110: rec_pclk1 = rcc_hclk1 /8

111: rcc_pclk1 = rcc_hclk1 / 16

Bits 3:0 Reserved, must be kept at reset value.

8.7.8

RCC SmartRun domain clock configuration register
(RCC_SRDCFGR)

Address offset: 0x020
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
SRDPPRE[2:0]
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Bits 31:7 Reserved, must be kept at reset value.

Bits 6:4 SRDPPRE[2:0]: SmartRun domain APB4 prescaler

Set and reset by software to control the SmartRun domain APB4 clock division factor.

The clock is divided by the new prescaler factor from 1 to 16 cycles of rcc_hclk4 after SRDPPRE
write.

Oxx: recc_pclkd = rcc_hclk4 (default after reset)
100: rcc_pclk4 = rcc_hclk4 / 2

101: rcc_pclk4 = rcc_hclk4 / 4

110: rcc_pclk4 = rcc_hclkd / 8

111: rcc_pclkd4 = rcc_hclk4 / 16

Bits 3:0 Reserved, must be kept at reset value.

8.7.9 RCC PLLs clock source selection register (RCC_PLLCKSELR)
Address offset: 0x028
Reset value: 0x0202 0200

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
DIVM3][5:0] DIVM2[5:4]
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
DIVM2[3:0] DIVM1[5:0] PLLSRC[1:0]

Bits 31:26 Reserved, must be kept at reset value.

Bits 25:20 DIVM3[5:0]: prescaler for PLL3
Set and cleared by software to configure the prescaler of the PLL3.
The hardware does not allow any modification of this prescaler when PLL3 is enabled
(PLL3ON =1).
In order to save power when PLL3 is not used, the value of DIVM3 must be set to 0.
000000: prescaler disabled
000001: division by 1 (bypass)
000010: division by 2
000011: division by 3

100000: division by 32 (default after reset)

111111: division by 63

Bits 19:18 Reserved, must be kept at reset value.
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Bits 17:12 DIVMZ2[5:0]: prescaler for PLL2
Set and cleared by software to configure the prescaler of the PLL2.
The hardware does not allow any modification of this prescaler when PLL2 is enabled
(PLL2ON =1).
In order to save power when PLL2 is not used, the value of DIVM2 must be set to 0.
000000: prescaler disabled
000001: division by 1 (bypass)
000010: division by 2
000011: division by 3

100000: division by 32 (default after reset)

111111: division by 63
Bits 11:10 Reserved, must be kept at reset value.

Bits 9:4 DIVM1[5:0]: prescaler for PLL1
Set and cleared by software to configure the prescaler of the PLL1.
The hardware does not allow any modification of this prescaler when PLL1 is enabled
(PLL1ON =1).
In order to save power when PLL1 is not used, the value of DIVM1 must be set to 0.
000000: prescaler disabled
000001: division by 1 (bypass)
000010: division by 2
000011: division by 3

100000: division by 32 (default after reset)

111111: division by 63
Bits 3:2 Reserved, must be kept at reset value.

Bits 1:0 PLLSRCI[1:0]: DIVMx and PLLs clock source selection
Set and reset by software to select the PLL clock source.
These bits can be written only when all PLLs are disabled.
In order to save power, when no PLL is used, the value of PLLSRC must be set to “11°.
00: HSI selected as PLL clock (hsi_ck) (default after reset)
01: CSl selected as PLL clock (csi_ck)
10: HSE selected as PLL clock (hse_ck)
11: no clock send to DIVMx divider and PLLs
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8.7.10 RCC PLLs configuration register (RCC_PLLCFGR)
Address offset: 0x02C
Reset value: 0x01FF 0000
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
5% |3 |5 |8|g|g|&)|¢g
e g E e Elg e
o o o o o o (a] a [a)]
rw rw rw rw w w w w rw
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
— P4 — P4 — P4
2| S 2 | ¢ 2 | g
PLL3RGE[1:0] o i PLL2RGE[1:0] 9 i PLL1RGE[1:0] 9 i
a 9 3 3 i h
T a T T T a
w w w w rw rw w w w w w w
Bits 31:25 Reserved, must be kept at reset value.
Bit 24 DIVR3EN: PLL3 DIVR divider output enable
Set and reset by software to enable the plI3_r_ck output of the PLL3.
To save power, DIVR3EN and DIVR3 bits must be set to 0 when the plI3_r_ck is not used.
This bit can be written only when the PLL3 is disabled (PLL30ON = 0 and PLL3RDY = 0).
0: plI3_r_ck output disabled
1: plI3_r_ck output enabled (default after reset)
Bit 23 DIVQ3EN: PLL3 DIVQ divider output enable
Set and reset by software to enable the pllI3_qg_ck output of the PLL3.
To save power, DIVR3EN and DIVR3 bits must be set to 0 when the plI3_r_ck is not used.
This bit can be written only when the PLL3 is disabled (PLL30ON = 0 and PLL3RDY = 0).
0: plI3_g_ck output disabled
1: plI3_qg_ck output enabled (default after reset)
Bit 22 DIVP3EN: PLL3 DIVP divider output enable
Set and reset by software to enable the plI3_p_ck output of the PLL3.
This bit can be written only when the PLL3 is disabled (PLL30ON = 0 and PLL3RDY = 0).
To save power, DIVR3EN and DIVR3 bits must be set to 0 when the plI3_r_ck is not used.
0: plI3_p_ck output disabled
1: plI3_p_ck output enabled (default after reset)
Bit 21 DIVR2EN: PLL2 DIVR divider output enable
Set and reset by software to enable the pll2_r_ck output of the PLL2.
To save power, DIVR3EN and DIVR3 bits must be set to 0 when the plI3_r_ck is not used.
This bit can be written only when the PLL2 is disabled (PLL20ON = 0 and PLL2RDY = 0).
0: pll2_r_ck output disabled
1: pll2_r_ck output enabled (default after reset)
Bit 20 DIVQ2EN: PLL2 DIVQ divider output enable
Set and reset by software to enable the pll2_qg_ck output of the PLL2.
To save power, DIVR3EN and DIVR3 bits must be set to 0 when the plI3_r_ck is not used.
This bit can be written only when the PLL2 is disabled (PLL20ON = 0 and PLL2RDY = 0).
0: pll2_g_ck output disabled
1: pll2_qg_ck output enabled (default after reset)
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Bit 19

Bit 18

Bit 17

Bit 16

Bits 15:12
Bits 11:10

Bit 9

Bit 8

400/2967

DIVP2EN: PLL2 DIVP divider output enable
Set and reset by software to enable the pll2_p_ck output of the PLL2.
This bit can be written only when the PLL2 is disabled (PLL20ON = 0 and PLL2RDY = 0).
To save power, DIVR3EN and DIVR3 bits must be set to 0 when the plI3_r_ck is not used.
0: pll2_p_ck output disabled
1: pll2_p_ck output enabled (default after reset)

DIVR1EN: PLL1 DIVR divider output enable
Set and reset by software to enable the pll1_r_ck output of the PLL1.
To save power, DIVR3EN and DIVR3 bits must be set to 0 when the plI3_r_ck is not used.
This bit can be written only when the PLL1 is disabled (PLL1ON = 0 and PLL1RDY = 0).
0: pll1_r_ck output disabled
1: pll1_r_ck output enabled (default after reset)

DIVQ1EN: PLL1 DIVQ divider output enable
Set and reset by software to enable the pll1_g_ck output of the PLL1.

In order to save power, when the pll1_q_ck output of the PLL1 is not used, the pll1_q_ck must be
disabled.

This bit can be written only when the PLL1 is disabled (PLL1ON = 0 and PLL1RDY = 0).
0: pll1_g_ck output disabled
1: pli1_q_ck output enabled (default after reset)

DIVP1EN: PLL1 DIVP divider output enable
Set and reset by software to enable the pll1_p_ck output of the PLL1.
This bit can be written only when the PLL1 is disabled (PLL1ON = 0 and PLL1RDY = 0).

In order to save power, when the pll1_p_ck output of the PLL1 is not used, the pll1_p_ck must be
disabled.

0: pll1_p_ck output disabled
1: pll1_p_ck output enabled (default after reset)

Reserved, must be kept at reset value.

PLL3RGE[1:0]: PLL3 input frequency range
Set and reset by software to select the proper reference frequency range used for PLL3.
These bits must be written before enabling the PLL3.
00: PLL3 input (ref3_ck) clock range frequency between 1 and 2 MHz (default after reset)
01: PLL3 input (ref3_ck) clock range frequency between 2 and 4 MHz
10: PLL3 input (ref3_ck) clock range frequency between 4 and 8 MHz
11: PLL3 input (ref3_ck) clock range frequency between 8 and 16 MHz

PLL3VCOSEL: PLL3 VCO selection
Set and reset by software to select the proper VCO frequency range used for PLL3.
This bit must be written before enabling the PLL3.
0: wide VCO range 128 to 560 MHz (default after reset)
1: medium VCO range 150 to 420 MHz

PLL3FRACEN: PLL3 fractional latch enable
Set and reset by software to latch the content of FRACN3 into the sigma-delta modulator.

In order to latch the FRACNS value into the sigma-delta modulator, PLL3FRACEN must be set to 0,
then set to 1. The transition 0 to 1 transfers the content of FRACNS3 into the modulator.
Refer to PLL initialization phase on page 357 for additional information.
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Bits 7:6 PLL2RGE[1:0]: PLL2 input frequency range
Set and reset by software to select the proper reference frequency range used for PLL2.
These bits must be written before enabling the PLL2.
00: PLL2 input (ref2_ck) clock range frequency between 1 and 2 MHz (default after reset)
01: PLL2 input (ref2_ck) clock range frequency between 2 and 4 MHz
10: PLL2 input (ref2_ck) clock range frequency between 4 and 8 MHz
11: PLL2 input (ref2_ck) clock range frequency between 8 and 16 MHz

Bit5 PLL2VCOSEL: PLL2 VCO selection
Set and reset by software to select the proper VCO frequency range used for PLL2.
This bit must be written before enabling the PLL2.
0: wide VCO range 128 to 560 MHz (default after reset)
1: medium VCO range 150 to 420 MHz

Bit4 PLL2FRACEN: PLL2 fractional latch enable
Set and reset by software to latch the content of FRACNZ2 into the sigma-delta modulator.
In order to latch the FRACN2 value into the sigma-delta modulator, PLL2ZFRACEN must be set to 0,
then set to 1. The transition 0 to 1 transfers the content of FRACN2 into the modulator.
Refer to PLL initialization phase on page 357 for additional information.

Bits 3:2 PLL1RGE[1:0]: PLL1 input frequency range
Set and reset by software to select the proper reference frequency range used for PLL1.
This bit must be written before enabling the PLL1.
00: PLL1 input (ref1_ck) clock range frequency between 1 and 2 MHz (default after reset)
01: PLL1 input (ref1_ck) clock range frequency between 2 and 4 MHz
10: PLL1 input (ref1_ck) clock range frequency between 4 and 8 MHz
11: PLL1 input (ref1_ck) clock range frequency between 8 and 16 MHz

Bit 1 PLL1VCOSEL: PLL1 VCO selection

Set and reset by software to select the proper VCO frequency range used for PLL1.
These bits must be written before enabling the PLL1.

0: wide VCO range from 128 to 560 MHz (default after reset)

1: medium VCO range from 150 to 420 MHz

Bit 0 PLL1FRACEN: PLL1 fractional latch enable
Set and reset by software to latch the content of FRACN1 into the sigma-delta modulator.
In order to latch the FRACN1 value into the sigma-delta modulator, PLL1FRACEN must be set to 0,
then set to 1. The transition 0 to 1 transfers the content of FRACN1 into the modulator.
Refer to PLL initialization phase on page 357 for additional information.

8.7.11 RCC PLL1 dividers configuration register (RCC_PLL1DIVR)

Address offset: 0x030
Reset value: 0x0101 0280

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
DIVR1[6:0] DIVQ1[6:0]
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
DIVP1[6:0] DIVN1[8:0]
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Bit 31 Reserved, must be kept at reset value.

Bits 30:24 DIVR1[6:0]: PLL1 DIVR division factor

Set and reset by software to control the frequency of the pll1_r_ck clock.

These bits can be written only when the PLL1 is disabled (PLL1ON = 0 and PLL1RDY = 0).
0000000: pli1_r_ck = vco1_ck

0000001: plI1_r_ck = vco1_ck / 2 (default after reset)

0000010: pll1_r_ck =vco1_ck/3

0000011: pli1_r_ck =vco1_ck/4

1111111: pli1_r_ck = vco1_ck / 128
Bit 23 Reserved, must be kept at reset value.

Bits 22:16 DIVQ1[6:0]: PLL1 DIVQ division factor
Set and reset by software to control the frequency of the pll1_q_ck clock.

These bits can be written only when the PLL1 is disabled (PLL1ON = 0 and PLL1RDY = 0).
0000000: pll1_q_ck =vco1_ck

0000001: pll1_qg_ck = vco1_ck / 2 (default after reset)
0000010: pll1_g_ck =vco1_ck/3
0000011: pll1_g_ck =vcol_ck /4

1111111: plii_q_ck = vco1_ck / 128

Bits 15:9 DIVP1[6:0]: PLL1 DIVP division factor

Set and reset by software to control the frequency of the pll1_p_ck clock.

These bits can be written only when the PLL1 is disabled (PLL1ON = 0 and PLL1RDY = 0).
Note that odd division factors are not allowed.

0000000: not allowed

0000001: pll1_p_ck = vco1_ck / 2 (default after reset)
0000010: not allowed

0000011: pll1_p_ck =vcol_ck/4

1111111: plii_p_ck = vco1_ck / 128

Bits 8:0 DIVN1[8:0]: multiplication factor for PLL1 VCO
Set and reset by software to control the multiplication factor of the VCO.
These bits can be written only when the PLL is disabled (PLL1ON = PLL1RDY = 0).

0x006: wrong configuration
0x007: DIVN1 =8

0x080: DIVN1 = 129 (default after reset)

0x1A3: DIVN1 =420
Others: wrong configurations
Caution: The software must set correctly these bits to insure that the VCO output frequency is
between its valid frequency range, that is:
— 128 to 560 MHz if PLL1VCOSEL = 0
— 150 to 420 MHz if PLL1VCOSEL = 1

VCO output frequency = Fi¢t1 o X DIVN1, when fractional value 0 has been loaded into FRACN1,
with: -

—  DIVN1 between 8 and 420
—  The input frequency Fret1_ckx must be between 1 and 16 MHz.
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8.7.12 RCC PLL1 fractional divider register (RCC_PLL1FRACR)

Address offset: 0x034
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
FRACN1[12:0]

Bits 31:16 Reserved, must be kept at reset value.

Bits 15:3 FRACN1[12:0]: fractional part of the multiplication factor for PLL1 VCO
Set and reset by software to control the fractional part of the multiplication factor of the VCO.
These bits can be written at any time, allowing dynamic fine-tuning of the PLL1 VCO.
Caution: The software must set correctly these bits to insure that the VCO output frequency is
between its valid frequency range, that is:
- 128 to 560 MHz if PLL1VCOSEL =0
— 150 to 420 MHz if PLL1VCOSEL = 1
VCO output frequency = Fref1 ok X (DIVN1 + (FRACN1 /213)), with
—  DIVN1 between 8 and 420
-~ FRACNI can be between 0 and 2"3- 1
—  The input frequency Fgt1_cx must be between 1 and 16 MHz.

To change the FRACN value on-the-fly even if the PLL is enabled, the application must proceed as
follows:

- Set the bit PLL1FRACEN to 0.
- Write the new fractional value into FRACN1.
- Set the bit PLL1FRACEN to 1.

Bits 2:0 Reserved, must be kept at reset value.

8.7.13 RCC PLL2 dividers configuration register (RCC_PLL2DIVR)

Address offset: 0x038
Reset value: 0x0101 0280

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
DIVR2[6:0] DIVQ2[6:0]
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
DIVP2[6:0] DIVN2[8:0]
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Bit 31 Reserved, must be kept at reset value.

Bits 30:24 DIVR2[6:0]: PLL2 DIVR division factor

Set and reset by software to control the frequency of the pll2_r_ck clock.

These bits can be written only when the PLL2 is disabled (PLL2ON = PLL2RDY = 0).
0000000: pll2_r_ck = vco2_ck

0000001: pll2_r_ck = vco2_ck / 2 (default after reset)

0000010: pll2_r_ck =vco2_ck /3

0000011: pli2_r_ck =vco2_ck /4

1111111: pli2_r_ck = vco2_ck / 128
Bit 23 Reserved, must be kept at reset value.

Bits 22:16 DIVQ2[6:0]: PLL2 DIVQ division factor
Set and reset by software to control the frequency of the pll2_q_ck clock.

These bits can be written only when the PLL2 is disabled (PLL20ON = PLL2RDY = 0).
0000000: pll2_q_ck = vco2_ck

0000001: pll2_qg_ck = vco2_ck / 2 (default after reset)

0000010: pll2_g_ck =vco2_ck /3

0000011: pll2_g_ck =vco2_ck /4

1111111: pli2_q_ck = vco2_ck / 128

Bits 15:9 DIVP2[6:0]: PLL2 DIVP division factor

Set and reset by software to control the frequency of the pll2_p_ck clock.

These bits can be written only when the PLL2 is disabled (PLL2ON = PLL2RDY = 0).
0000000: pll2_p_ck =vco2_ck

0000001: pll2_p_ck = vco2_ck / 2 (default after reset)
0000010: pll2_p_ck =vco2_ck /3
0000011: pll2_p_ck =vco2_ck /4

1111111: pli2_p_ck = vco2_ck / 128

Bits 8:0 DIVN2[8:0]: multiplication factor for PLL2 VCO
Set and reset by software to control the multiplication factor of the VCO.
These bits can be written only when the PLL is disabled (PLL20ON = PLL2RDY = 0).

0x006: wrong configuration
0x007: DIVN2 =8

0x080: DIVN2 = 129 (default after reset)

0x1A3: DIVN2 = 420
Others: wrong configurations
Caution: The software must set correctly these bits to insure that the VCO output frequency is
between its valid frequency range, that is:
— 128 to 560 MHz if PLL2VCOSEL = 0
— 150 to 420 MHz if PLL2VCOSEL = 1

VCO output frequency = Fierp o X DIVN2, when fractional value 0 has been loaded into FRACNZ,
with -

—  DIVN2 between 8 and 420
- Theinput frequency Frerp cx must be between 1 and 16MHz.
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8.7.14 RCC PLL2 fractional divider register (RCC_PLL2FRACR)

Address offset: 0x03C
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
FRACN2[12:0]

Bits 31:16 Reserved, must be kept at reset value.

Bits 15:3 FRACNZ2[12:0]: fractional part of the multiplication factor for PLL2 VCO
Set and reset by software to control the fractional part of the multiplication factor of the VCO.
These bits can be written at any time, allowing dynamic fine-tuning of the PLL2 VCO.
Caution: The software must set correctly these bits to insure that the VCO output frequency is
between its valid frequency range, that is:
— 128 to 560 MHz if PLL2VCOSEL = 0
— 150 to 420 MHz if PLL2VCOSEL = 1
VCO output frequency = Frgry o X (DIVN2 + (FRACN2 / 213)), with
—  DIVN2 between 8 and 420
-~ FRACN2 can be between 0 and 23 - 1
—  The input frequency Ferp x must be between 1 and 16 MHz.

In order to change the FRACN value on-the-fly even if the PLL is enabled, the application must
proceed as follows:

- Set the bit PLL2FRACEN to 0.
- Write the new fractional value into FRACN2.
- Set the bit PLL2FRACEN to 1.

Bits 2:0  Reserved, must be kept at reset value.

8.7.15 RCC PLL3 dividers configuration register (RCC_PLL3DIVR)

Address offset: 0x040
Reset value: 0x0101 0280

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
DIVR3[6:0] DIVQ3[6:0]
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
DIVP3[6:0] DIVN3[8:0]
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Bit 31 Reserved, must be kept at reset value.

Bits 30:24 DIVR3[6:0]: PLL3 DIVR division factor
Set and reset by software to control the frequency of the plI3_r_ck clock.

These bits can be written only when the PLL3 is disabled (PLL3ON = PLL3RDY = 0).
0000000: plI3_r_ck = vco3_ck

0000001: plI3_r_ck = vco3_ck / 2 (default after reset)

0000010: plI3_r_ck =vco3_ck/3

0000011: plI3_r_ck =vco3_ck /4

1111111 plI3_r_ck = vco3_ck / 128
Bit 23 Reserved, must be kept at reset value.

Bits 22:16 DIVQ3[6:0]: PLL3 DIVQ division factor
Set and reset by software to control the frequency of the pll3_q_ck clock.

These bits can be written only when the PLL3 is disabled (PLL3ON = PLL3RDY = 0).
0000000: plI3_q_ck = vco3_ck

0000001: plI3_q_ck = vco3_ck / 2 (default after reset)

0000010: plI3_q_ck =vco3_ck /3

0000011: plI3_g_ck = vco3_ck /4

1111111: plI3_q_ck = vco3_ck / 128

Bits 15:9 DIVP3[6:0]: PLL3 DIVP division factor

Set and reset by software to control the frequency of the pll3_p_ck clock.

These bits can be written only when the PLL3 is disabled (PLL3ON = PLL3RDY = 0).
0000000: plI3_p_ck = vco3_ck

0000001: plI3_p_ck = vco3_ck / 2 (default after reset)

0000010: plI3_p_ck =vco3_ck /3

0000011: plI3_p_ck =vco3 _ck/4

1111111: plI3_p_ck = vco3_ck /128

Bits 8:0 DIVN3[8:0]: Multiplication factor for PLL3 VCO
Set and reset by software to control the multiplication factor of the VCO.
These bits can be written only when the PLL is disabled (PLL3ON = PLL3RDY = 0).

0x006: wrong configuration
0x007: DIVN3 =8

0x080: DIVN3 = 129 (default after reset)

0x1A3: DIVN3 =420
Others: wrong configurations
Caution: The software must set correctly these bits to insure that the VCO output frequency is
between its valid frequency range, that is:
— 128 to 560 MHz if PLL3VCOSEL = 0
— 150 to 420 MHz if PLL3VCOSEL = 1
VCO output frequency = Fer3 ok X DIVN3, when fractional value 0 has been loaded into FRACN3,

with:
- DIVN3 between 8 and 420
—  Theinput frequency Fg3 x must be between 1 and 16MHz
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8.7.16 RCC PLL3 fractional divider register (RCC_PLL3FRACR)

Address offset: 0x044
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
FRACN3[12:0]

Bits 31:16 Reserved, must be kept at reset value.

Bits 15:3 FRACN3[12:0]: fractional part of the multiplication factor for PLL3 VCO
Set and reset by software to control the fractional part of the multiplication factor of the VCO.
These bits can be written at any time, allowing dynamic fine-tuning of the PLL3 VCO.
Caution: The software must set correctly these bits to insure that the VCO output frequency is
between its valid frequency range, that is:
— 128 to 560 MHz if PLL3VCOSEL = 0
— 150 to 420 MHz if PLL3VCOSEL = 1
VCO output frequency = Frg3 o X (DIVN3 + (FRACN3 / 213)), with
—  DIVN3 between 8 and 420
-~ FRACNS can be between 0 and 23 - 1
—  The input frequency Fgt3 x must be between 1 and 16 MHz.

In order to change the FRACN value on-the-fly even if the PLL is enabled, the application must
proceed as follows:

- Set the bit PLL1FRACEN to 0.
- Write the new fractional value into FRACN1.
- Set the bit PLL1FRACEN to 1.

Bits 2:0 Reserved, must be kept at reset value.

8.7.17 RCC CPU domain kernel clock configuration register
(RCC_CDCCIPR)

Address offset: 0x04C
Reset value: 0x0000 0000

Changing the clock source on-the-fly is allowed and does not generate any timing violation.
However the user must make sure that both the previous and the new clock sources are
present during the switching, and during the whole transition time. Refer to Clock switches
and gating.
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-
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31 30 29 28 27 26 25 24 23 22 21 20 19 18 17

CKPERSEL[1:0]
SDMMCSEL

2
2
2

15 14 13 12 1" 10 9 8 7 6 5 4 3 2 1 0

OCTOSPISEL[1:0]
FMCSEL[1:0]

Bits 31:30 Reserved, must be kept at reset value.

Bits 29:28 CKPERSEL[1:0]: per_ck clock source selection
00: hsi_ker_ck selected as per_ck clock (default after reset)
01: csi_ker_ck selected as per_ck clock
10: hse_ck selected as per_ck clock
11: reserved, the per_ck clock is disabled

Bits 27:17 Reserved, must be kept at reset value.

Bit 16 SDMMCSEL: SDMMC kernel clock source selection
0: pll1_g_ck selected as kernel peripheral clock (default after reset)
1: pll2_r_ck selected as kernel peripheral clock

Bits 15:6 Reserved, must be kept at reset value.

Bits 5:4 OCTOSPISEL[1:0]: OCTOSPI kernel clock source selection
00: rcc_hclk3 selected as kernel peripheral clock (default after reset)
01: pli1_q_ck selected as kernel peripheral clock
10: pll2_r_ck selected as kernel peripheral clock
11: per_ck selected as kernel peripheral clock

Bits 3:2 Reserved, must be kept at reset value.

Bits 1:0 FMCSEL[1:0]: FMC kernel clock source selection
00: rcc_hclk3 selected as kernel peripheral clock (default after reset)
01: pli1_q_ck selected as kernel peripheral clock
10: pll2_r_ck selected as kernel peripheral clock
11: per_ck selected as kernel peripheral clock

8.7.18 RCC CPU domain kernel clock configuration register
(RCC_CDCCIP1R)

Address offset: 0x050
Reset value: 0x0000 0000

Changing the clock source on-the-fly is allowed and does not generate any timing violation.
However the user must make sure that both the previous and the new clock sources are
present during the switching, and during the whole transition time. Refer to Clock switches
and gating.
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Bit 31

Bit 30
Bits 29:28

Bits 27:25
Bit 24

Bits 23:22
Bits 21:20

Bit 19
Bits 18:16

3

SWPMISEL: SWPMI kernel clock source selection
Set and reset by software.
0: rcc_pclk1 selected as SWPMI kernel clock (default after reset)
1: hsi_ker_ck selected as SWPMI kernel clock

Reserved, must be kept at reset value.

FDCANSEL[1:0]: FDCAN kernel clock source selection
Set and reset by software.
00: hse_ck clock selected as FDCAN kernel clock (default after reset)
01: pli1_q_ck selected as FDCAN kernel clock
10: pll2_g_ck selected as FDCAN kernel clock
11: reserved, the kernel clock is disabled

Reserved, must be kept at reset value.

DFSDM1SEL: DFSDM1 kernel clock Clk source selection
Set and reset by software.

Note: the DFSDM1 Aclk clock source selection is done by SAI1SEL (see Figure 55).
0: rcc_pclk2 selected as DFSDM1 Clk kernel clock (default after reset)
1: sys_ck selected as DFSDM1 Clk kernel clock

Reserved, must be kept at reset value.

SPDIFRXSEL[1:0]: SPDIFRX kernel clock source selection
00: pli1_q_ck selected as SPDIFRX kernel clock (default after reset)
01: pll2_r_ck selected as SPDIFRX kernel clock
10: plI3_r_ck selected as SPDIFRX kernel clock
11: hsi_ker_ck selected as SPDIFRX kernel clock

Reserved, must be kept at reset value.

SPI45SEL[2:0]: SPI4 and 5 kernel clock source selection
Set and reset by software.
000: recc_pclk2 clock selected as kernel clock (default after reset)
001: pli2_q_ck is selected as kernel clock
010: plI3_q_ck is selected as kernel clock
011: hsi_ker_ck is selected as kernel clock
100: csi_ker_ck is selected as kernel clock
101: hse_ck is selected as kernel clock
others: reserved, the kernel clock is disabled

RM0455 Rev 10
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Bit 15 Reserved, must be kept at reset value.

Bits 14:12 SPI123SEL[2:0]: SPI/12S1,2 and 3 kernel clock source selection
Set and reset by software.

Caution: If the selected clock is the external clock and this clock is stopped, it is not be possible to
switch to another clock. Refer to Clock switches and gating on page 378 for additional
information.

000: pli1_q_ck selected as SPI/I2S1,2 and 3 kernel clock (default after reset)
001: pli2_p_ck selected as SP1/I12S1,2 and 3 kernel clock
010: plI3_p_ck selected as SP1/I12S1,2 and 3 kernel clock
011: 12S_CKIN selected as SP1/12S1,2 and 3 kernel clock
100: per_ck selected as SPI/12S1,2 and 3 kernel clock
others: reserved, the kernel clock is disabled
Note: 12S_CKIN is an external clock taken from a pin.

Bits 11:9 SAI2BSEL[2:0]: SAI2 kernel clock B source selection
Set and reset by software.

Caution: If the selected clock is the external clock and this clock is stopped, it is not be possible to
switch to another clock. Refer to Clock switches and gating on page 378 for additional
information.

000: pli1_q_ck selected as SAI2 kernel clock B (default after reset)
001: pll2_p_ck selected as SAI2 kernel clock B
010: plI3_p_ck selected as SAI2 kernel clock B
011: 12S_CKIN selected as SAI2 kernel clock B
100: per_ck selected as SAI2 kernel clock B
101: spdifrx_symb_ck selected as SAI2 kernel clock B
others: reserved, the kernel clock is disabled
Note: 12S_CKIN is an external clock taken from a pin. spdifrx_symb_ck is the symbol clock
generated by the spdifrx (see Figure 55).

3
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Bits 8:6 SAI2ASEL[2:0]: SAI2 kernel clock source A selection
Set and reset by software.

Caution: If the selected clock is the external clock and this clock is stopped, it is not be possible to
switch to another clock. Refer to Clock switches and gating on page 378 for additional
information.

000: pl1_q_ck selected as SAI2 kernel clock A (default after reset)
001: pli2_p_ck selected as SAI2 kernel clock A
010: plI3_p_ck selected as SAI2 kernel clock A
011: 12S_CKIN selected as SAI2 kernel clock A
100: per_ck selected as SAI2 kernel clock A
101: spdifrx_symb_ck selected as SAI2 kernel clock A
others: reserved, the kernel clock is disabled
Note: 12S_CKIN is an external clock taken from a pin. spdifrx_symb_ck is the symbol clock
generated by the SPDIFRX (see Figure 55).

Bits 5:3 Reserved, must be kept at reset value.

Bits 2:0 SAI1SEL[2:0]: SAI1 and DFSDM1 kernel Aclk clock source selection
Set and reset by software.
Caution: If the selected clock is the external clock and this clock is stopped, it isnot be possible to

switch to another clock. Refer to Clock switches and gating on page 378 for additional
information.
Note: DFSDM1 clock source selection is done by DFSDM1SEL.
000: pli1_q_ck selected as SAI1 and DFSDM1 Aclk kernel clock (default after reset)
001: pli2_p_ck selected as SAI1 and DFSDM1 Aclk kernel clock
010: plI3_p_ck selected as SAI1 and DFSDM1 Aclk kernel clock
011: 12S_CKIN selected as SAI1 and DFSDM1 Aclk kernel clock
100: per_ck selected as SAI1 and DFSDM1 Aclk kernel clock
others: reserved, the kernel clock is disabled
Note: 12S_CKIN is an external clock taken from a pin.

8.7.19 RCC CPU domain kernel clock configuration register
(RCC_CDCCIP2R)

Address offset: 0x054
Reset value: 0x0000 0000

Changing the clock source on-the-fly is allowed and does not generate any timing violation.
However the user must make sure that both the previous and the new clock sources are
present during the switching, and during the whole transition time. Refer to Clock switches

and gating.
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
LPTIM1SEL[2:0] CECSEL[1:0] USBSEL[1:0]
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
12C123SEL[1:0] RNGSEL[1:0] USART16910SEL[2:0] USART234578SEL[2:0]
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Bit 31 Reserved, must be kept at reset value.

Bits 30:28 LPTIM1SEL[2:0]: LPTIM1 kernel clock source selection
Set and reset by software.
000: rcc_pclk1 selected as kernel peripheral clock (default after reset)
001: pli2_p_ck selected as kernel peripheral clock
010: plI3_r_ck selected as kernel peripheral clock
011: Ise_ck selected as kernel peripheral clock
100: Isi_ck selected as kernel peripheral clock
101: per_ck selected as kernel peripheral clock
others: reserved, the kernel clock is disabled

Bits 27:24 Reserved, must be kept at reset value.

Bits 23:22 CECSEL[1:0]: HDMI-CEC kernel clock source selection
Set and reset by software.
00: Ise_ck selected as kernel clock (default after reset)
01: Isi_ck selected as kernel clock
10: csi_ker_ck divided by 122 selected as kernel clock
11: reserved, the kernel clock is disabled

Bits 21:20 USBSEL[1:0]: USBOTG 1 and 2 kernel clock source selection
Set and reset by software.
00: Disable the kernel clock (default after reset)
01: pli1_q_ck selected as kernel clock
10: plI3_g_ck selected as kernel clock
11: hsi48_ck selected as kernel clock

Bits 19:14 Reserved, must be kept at reset value.

Bits 13:12 12C123SEL[1:0]: 12C1,2,3 kernel clock source selection
Set and reset by software.
00: rec_pclk1 selected as kernel clock (default after reset)
01: plI3_r_ck selected as kernel clock
10: hsi_ker_ck selected as kernel clock
11: csi_ker_ck selected as kernel clock

Bits 11:10 Reserved, must be kept at reset value.

Bits 9:8 RNGSEL[1:0]: RNG kernel clock source selection
Set and reset by software.
00: hsi48_ck selected as kernel clock (default after reset)
01: pll1_q_ck selected as kernel clock
10: Ise_ck selected as kernel clock
11: Isi_ck selected as kernel clock
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Bits 7:6 Reserved, must be kept at reset value.

Bits 5:3 USART16910SEL[2:0]: USART1, 6, 9 and 10 kernel clock source selection
Set and reset by software.

000:
001:
010:
011:
100:
101:

rcc_pclk2 selected as kernel clock (default after reset)
pll2_qg_ck selected as kernel clock

plI3_q_ck selected as kernel clock

hsi_ker_ck selected as kernel clock

csi_ker_ck selected as kernel clock

Ise_ck selected as kernel clock

others: reserved, the kernel clock is disabled

Bits 2:0 USART234578SEL[2:0]: USART2/3, UART4,5, 7 and 8 (APB1) kernel clock source selection
Set and reset by software.

000:
001:
010:
011:
100:
101:

rcc_pclk1 selected as kernel clock (default after reset)
pll2_qg_ck selected as kernel clock

plI3_q_ck selected as kernel clock

hsi_ker_ck selected as kernel clock

csi_ker_ck selected as kernel clock

Ise_ck selected as kernel clock

others: reserved, the kernel clock is disabled

8.7.20

RCC SmartRun domain kernel clock configuration register

(RCC_SRDCCIPR)
Address offset: 0x058
Reset value: 0x0000 0000

Changing the clock source on-the-fly is allowed and does not generate any timing violation.
However the user must make sure that both the previous and the new clock sources are
present during the switching, and during the whole transition time. Refer to Clock switches

and gating.
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
-
w
2
SPIBSEL[2:0] = ADCSEL[1:0]
(2]
L
o
15 14 13 12 1M 10 9 8 7 6 5 4 3 2 1 0
LPTIM3SEL[2:0] LPTIM2SEL[2:0] 12C4SEL[1:0] LPUART1SEL[2:0]
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Bit 31 Reserved, must be kept at reset value.

Bits 30:28 SPI6SEL[2:0]: SPI6 kernel clock source selection
Set and reset by software.
000: rcc_pclk4 selected as kernel peripheral clock (default after reset)
001: pll2_q_ck selected as kernel peripheral clock
010: plI3_q_ck selected as kernel peripheral clock
011: hsi_ker_ck selected as kernel peripheral clock
100: csi_ker_ck selected as kernel peripheral clock
101: hse_ck selected as kernel peripheral clock
110: 12S_CKIN selected as kernel peripheral clock
others: reserved, the kernel clock is disabled

Bit 27 DFSDM2SEL: DFSDM2 kernel Clk clock source selection
Set and reset by software.
Note: The DFSDM?2 Aclk clock source selection is done by SPIGSEL (see Figure 55 and Figure 56).
0: rcc_pclk4 selected as DFSDM2 Clk kernel clock (default after reset)
1: sys_ck selected as DFSDM2 Clk kernel clock

Bits 26:18 Reserved, must be kept at reset value.

Bits 17:16 ADCSEL[1:0]: SAR ADC kernel clock source selection
Set and reset by software.
00: pll2_p_ck selected as kernel peripheral clock (default after reset)
01: plI3_r_ck selected as kernel peripheral clock
10: per_ck selected as kernel peripheral clock
others: reserved, the kernel clock is disabled

Bits 15:13 LPTIM3SEL[2:0]: LPTIM3 kernel clock source selection
Set and reset by software.
000: rcc_pclk4 selected as kernel peripheral clock (default after reset)
001: pll2_p_ck selected as kernel peripheral clock
010: plI3_r_ck selected as kernel peripheral clock
011: Ise_ck selected as kernel peripheral clock
100: Isi_ck selected as kernel peripheral clock
101: per_ck selected as kernel peripheral clock
others: reserved, the kernel clock is disabled

Bits 12:10 LPTIM2SEL[2:0]: LPTIM2 kernel clock source selection
Set and reset by software.
000: rcc_pclk4 selected as kernel peripheral clock (default after reset)
001: pll2_p_ck selected as kernel peripheral clock
010: plI3_r_ck selected as kernel peripheral clock
011: Ise_ck selected as kernel peripheral clock
100: Isi_ck selected as kernel peripheral clock
101: per_ck selected as kernel peripheral clock
others: reserved, the kernel clock is disabled
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Bits 9:8 12C4SEL[1:0]: 12C4 kernel clock source selection
Set and reset by software.
00: rcc_pclk4 selected as kernel peripheral clock (default after reset)
01: plI3_r_ck selected as kernel peripheral clock
10: hsi_ker_ck selected as kernel peripheral clock
11: csi_ker_ck selected as kernel peripheral clock

Bits 7:3 Reserved, must be kept at reset value.

Bits 2:0 LPUART1SEL[2:0]: LPUART1 kernel clock source selection
Set and reset by software.
000: rcc_pclk4 selected as kernel peripheral clock (default after reset)
001: pll2_q_ck selected as kernel peripheral clock
010: plI3_q_ck selected as kernel peripheral clock
011: hsi_ker_ck selected as kernel peripheral clock
100: csi_ker_ck selected as kernel peripheral clock
101: Ise_ck selected as kernel peripheral clock
others: reserved, the kernel clock is disabled

8.7.21 RCC clock source interrupt enable register (RCC_CIER)

Address offset: 0x060
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1" 10 9 8 7 6 5 4 3 2 1 0
o e e e[ g leleu]y
0 > > > > =
2 | 28 B |8 | & |2 |88 &8
&\ i1 4 | b ] s 7 u @
- T T T g o T T 2 3
rw rw w w w w w w w rw

Bits 31:10 Reserved, must be kept at reset value.

Bit9 LSECSSIE: LSE clock security system interrupt enable
Set and reset by software to enable/disable interrupt caused by the clock security system (CSS) on
external 32 kHz oscillator.
0: LSE CSS interrupt disabled (default after reset)
1: LSE CSS interrupt enabled

Bit 8 PLL3RDYIE: PLL3 ready interrupt enable
Set and reset by software to enable/disable interrupt caused by PLL3 lock.
0: PLL3 lock interrupt disabled (default after reset)
1: PLL3 lock interrupt enabled

Bit 7 PLL2RDYIE: PLL2 ready interrupt enable

Set and reset by software to enable/disable interrupt caused by PLL2 lock.
0: PLL2 lock interrupt disabled (default after reset)
1: PLL2 lock interrupt enabled
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Bit6 PLL1RDYIE: PLL1 ready interrupt enable
Set and reset by software to enable/disable interrupt caused by PLL1 lock.
0: PLL1 lock interrupt disabled (default after reset)
1: PLL1 lock interrupt enabled

Bit 5 HSI48RDYIE: HSI48 ready interrupt enable
Set and reset by software to enable/disable interrupt caused by the HS148 oscillator stabilization.
0: HSI48 ready interrupt disabled (default after reset)
1: HS148 ready interrupt enabled

Bit 4 CSIRDYIE: CSl ready interrupt enable
Set and reset by software to enable/disable interrupt caused by the CSI oscillator stabilization.
0: CSl ready interrupt disabled (default after reset)
1: CSl ready interrupt enabled

Bit 3 HSERDYIE: HSE ready interrupt enable
Set and reset by software to enable/disable interrupt caused by the HSE oscillator stabilization.
0: HSE ready interrupt disabled (default after reset)
1: HSE ready interrupt enabled
Bit 2 HSIRDYIE: HSI ready interrupt enable
Set and reset by software to enable/disable interrupt caused by the HSI oscillator stabilization.
0: HSI ready interrupt disabled (default after reset)
1: HSI ready interrupt enabled
Bit 1 LSERDYIE: LSE ready interrupt enable
Set and reset by software to enable/disable interrupt caused by the LSE oscillator stabilization.
0: LSE ready interrupt disabled (default after reset)
1: LSE ready interrupt enabled
Bit 0 LSIRDYIE: LSl ready interrupt enable
Set and reset by software to enable/disable interrupt caused by the LSI oscillator stabilization.

0: LSI ready interrupt disabled (default after reset)
1: LSI ready interrupt enabled

8.7.22 RCC clock source interrupt flag register (RCC_CIFR)

Address offset: 0x64
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
w TR TR TR w w
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